
Data‌ ‌Protection‌ ‌Addendum‌ ‌ 

‌ 

This‌‌Data‌‌Protection‌‌Addendum‌‌("DPA”)‌‌forms‌‌part‌‌of‌‌the‌‌Infeedo‌‌Tech‌‌Inc’s‌‌(“‌Company‌”)‌‌Order‌‌Form‌‌including‌‌its‌‌                                 
appendices‌ ‌and/or‌ ‌the‌‌SaaS‌‌Agreement‌‌(as‌‌the‌‌case‌‌may‌‌be,‌‌and‌‌as‌‌executed‌‌between‌‌inFeedo‌‌and‌‌its‌‌Customer,‌‌                                   
who‌‌has‌‌been‌‌defined‌‌in‌‌the‌‌relevant‌‌executed‌‌document)‌‌(“Master‌‌Agreement”‌‌or‌‌“Agreement’)‌‌and‌‌is‌‌subject‌‌to‌‌                                 
the‌‌terms‌‌and‌‌conditions‌‌of‌‌the‌‌Master‌‌Agreement.‌‌Terms‌‌not‌‌defined‌‌herein‌‌shall‌‌have‌‌the‌‌meaning‌‌set‌‌forth‌‌in‌‌the‌‌                                       
Master‌ ‌Agreement.‌ ‌In‌ ‌the‌ ‌event‌ ‌of‌ ‌a‌ ‌conflict‌ ‌between‌‌the‌‌Master‌‌Agreement‌‌and‌‌this‌‌DPA,‌‌with‌‌respect‌‌to‌‌Data‌‌                                     
Protection,‌ ‌this‌ ‌DPA‌ ‌shall‌ ‌prevail.‌ ‌ 

This‌‌DPA‌‌to‌‌the‌‌Master‌‌Agreement‌‌including‌‌its‌‌appendices‌‌will,‌ ‌as‌‌from‌‌the‌‌amendment‌‌Effective‌‌Date‌‌(as‌‌defined‌‌                                   
below),‌‌be‌‌effective‌‌and‌‌replace‌‌any‌‌previously‌‌applicable‌‌data‌‌privacy‌‌provisions‌‌or‌‌any‌‌terms‌‌previously‌‌applicable‌‌                               
to‌ ‌privacy,‌ ‌data‌ ‌processing‌ ‌and/or‌ ‌data‌ ‌security.‌ ‌ 

Except‌ ‌as‌ ‌modified‌ ‌below,‌ ‌the‌ ‌terms‌ ‌of‌ ‌the‌ ‌Master‌ ‌Agreement‌ ‌shall‌ ‌remain‌ ‌in‌ ‌full‌ ‌force‌ ‌and‌ ‌effect.‌ ‌ ‌   

In‌‌consideration‌‌of‌‌the‌‌mutual‌‌obligations‌‌set‌‌out‌‌herein,‌‌the‌‌parties‌‌hereby‌‌agree‌‌that‌‌the‌‌terms‌‌and‌‌conditions‌‌set‌‌                                     
out‌‌below‌‌shall‌ ‌be‌‌added‌‌as‌‌an‌‌Addendum‌‌to‌‌the‌‌Master‌‌Agreement.‌‌Except‌‌where‌‌the‌‌context‌‌requires‌‌otherwise,‌‌                                   
references‌‌in‌‌this‌‌Addendum‌‌to‌‌the‌‌Master‌‌Agreement‌‌are‌‌to‌‌the‌‌Master‌‌Agreement‌‌as‌‌amended‌‌by,‌‌and‌‌including,‌‌                                   
this‌ ‌Addendum.‌ ‌ 

1. Introduction‌ ‌ 

This‌ ‌DPA‌ ‌reflects‌ ‌the‌ ‌parties’‌ ‌agreement‌ ‌with‌ ‌respect‌ ‌to‌ ‌the‌ ‌terms‌ ‌governing‌ ‌the‌ ‌processing‌ ‌and‌ ‌security‌ ‌of‌‌                                 
Customer‌ ‌Personal‌ ‌Data‌ ‌under‌ ‌the‌ ‌applicable‌ ‌Master‌ ‌Agreement.‌ ‌ 

 2.‌ ‌Definitions‌ ‌ 

2.1.‌‌Capitalized‌‌terms‌‌used‌‌but‌‌not‌‌defined‌‌in‌‌this‌‌DPA‌‌have‌‌the‌‌meanings‌‌given‌‌elsewhere‌‌in‌‌the‌‌applicable‌‌Master‌‌                                     
Agreement.‌ ‌In‌ ‌this‌ ‌DPA,‌ ‌unless‌ ‌stated‌ ‌otherwise:‌ ‌ 

"Addendum‌‌Effective‌‌Date”‌‌means‌‌the‌‌date‌‌on‌‌which‌‌Customer‌‌clicked‌‌to‌‌accept‌‌or‌‌the‌‌parties‌‌otherwise‌‌agreed‌‌to‌‌                                   
this‌ ‌Data‌ ‌Protection‌ ‌Addendum‌ ‌in‌ ‌respect‌ ‌of‌ ‌the‌ ‌applicable‌ ‌Agreement‌ ‌ 

“Customer‌‌Data”‌ ‌means‌‌data‌‌submitted,‌‌stored,‌‌sent‌‌or‌‌received‌‌via‌‌for‌‌the‌‌provision‌‌of‌‌Services‌‌by‌‌Customer,‌‌its‌‌                                   

Affiliates.‌ ‌ 

“Customer‌ ‌Personal‌ ‌Data”‌ ‌means‌‌personal‌‌data‌‌contained‌‌within‌‌the‌‌Customer‌‌Data‌‌and‌‌as‌‌otherwise‌‌defined‌‌in‌‌                               
GDPR.‌ ‌ 

“Data‌ ‌Incident”‌ ‌‌means‌ ‌a‌ ‌breach‌ ‌of‌ ‌Processor’s‌ ‌security‌ ‌leading‌ ‌to‌ ‌the‌ ‌accidental‌ ‌or‌ ‌unlawful‌ ‌destruction,‌ ‌loss,‌‌                               
alteration,‌‌unauthorized‌‌disclosure‌‌of,‌ ‌or‌‌access‌‌to,‌‌Customer‌‌Data‌‌on‌‌systems‌‌managed‌‌by‌‌or‌‌otherwise‌‌controlled‌‌                               
by‌ ‌Processor.‌ ‌“Data‌ ‌Incidents”‌ ‌will‌ ‌not‌ ‌include‌ ‌unsuccessful‌ ‌attempts‌ ‌or‌ ‌activities‌ ‌that‌ ‌do‌ ‌not‌ ‌compromise‌ ‌the‌‌                               
security‌ ‌of‌ ‌Customer‌ ‌Data,‌‌including‌‌unsuccessful‌‌log-in‌‌attempts,‌‌pings,‌‌port‌‌scans,‌‌denial‌‌of‌‌service‌‌attacks,‌‌and‌‌                               
other‌ ‌network‌ ‌attacks‌ ‌on‌ ‌firewalls‌ ‌or‌ ‌networked‌ ‌systems.‌ ‌ 

“DPA”‌ ‌‌means‌ ‌this‌ ‌Data‌ ‌Protection‌ ‌Agreement.‌‌ ‌  

“EEA”‌ ‌‌means‌ ‌the‌ ‌European‌ ‌Economic‌ ‌Area.‌ ‌ 

‌ 



‌ 

"European‌ ‌Union‌ ‌Data‌ ‌Protection‌ ‌Legislation"‌ ‌means‌ ‌the‌ ‌EU‌ ‌Directive‌ ‌95/46/EC,‌ ‌as‌ ‌transposed‌ ‌into‌ ‌domestic‌‌                           
legislation‌ ‌of‌ ‌each‌ ‌Member‌ ‌State‌ ‌and‌ ‌as‌ ‌amended,‌ ‌replaced‌ ‌or‌ ‌superseded‌ ‌from‌ ‌time‌ ‌to‌ ‌time,‌ ‌including‌ ‌by‌‌the‌‌                                   
GDPR‌ ‌and‌ ‌laws‌ ‌implementing‌ ‌or‌ ‌supplementing‌ ‌the‌ ‌GDPR;‌ ‌ 

“Security‌ ‌Incident”‌ ‌means‌ ‌a‌ ‌breach‌ ‌of‌ ‌data‌ ‌security‌ ‌leading‌ ‌to‌ ‌the‌ ‌accidental‌ ‌or‌ ‌unlawful‌ ‌destruction,‌ ‌loss,‌‌                               

alteration,‌‌unauthorized‌‌disclosure‌‌of,‌ ‌or‌‌access‌‌to,‌‌Customer‌‌Data‌‌on‌‌systems‌‌managed‌‌by‌‌or‌‌otherwise‌‌controlled‌‌                               
by‌ ‌the‌ ‌Company.‌ ‌“Security‌ ‌Incidents”‌ ‌will‌ ‌not‌‌include‌‌unsuccessful‌‌attempts‌‌or‌‌activities‌‌that‌‌do‌‌not‌‌compromise‌‌                               
the‌ ‌security‌ ‌of‌ ‌Customer‌ ‌Data,‌ ‌including‌‌unsuccessful‌‌log-in‌‌attempts,‌‌pings,‌‌port‌‌scans,‌‌denial‌‌of‌‌service‌‌attacks,‌‌                               
and‌ ‌other‌ ‌network‌ ‌attacks‌ ‌on‌ ‌firewalls‌ ‌or‌ ‌networked‌ ‌systems.‌ ‌ 

“GDPR”‌ ‌means‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌of‌ ‌the‌‌European‌‌Parliament‌‌and‌‌of‌‌the‌‌Council‌ ‌of‌‌27‌‌April‌ ‌2016‌‌on‌‌the‌‌                                     
protection‌ ‌of‌ ‌natural‌ ‌persons‌ ‌with‌ ‌regard‌ ‌to‌ ‌the‌ ‌processing‌ ‌of‌ ‌personal‌ ‌data‌‌and‌‌on‌‌the‌‌free‌‌movement‌‌of‌‌such‌‌                                     
data,‌ ‌and‌ ‌repealing‌ ‌Directive‌ ‌95/46/EC.‌ ‌ 

“Information‌ ‌Security‌ ‌Obligations”‌ ‌means‌ ‌commercially‌ ‌reasonable‌ ‌and‌ ‌appropriate‌ ‌physical,‌ ‌technical‌ ‌and‌‌                     
organisational‌‌security‌‌measures,‌‌including‌‌those‌‌set‌‌forth‌‌in‌‌the‌‌Agreement,‌‌along‌‌with‌‌its‌‌Schedules‌‌and‌‌Appendix‌‌                               
2‌ ‌to‌ ‌the‌ ‌Standard‌ ‌Contractual‌ ‌Clauses‌ ‌of‌ ‌Appendix‌ ‌2.‌ ‌ 

“Model‌ ‌Contract‌ ‌Clauses”‌ ‌means‌ ‌the‌ ‌standard‌ ‌data‌ ‌protection‌ ‌clauses‌ ‌set‌ ‌out‌ ‌in‌ ‌Annexure‌ ‌2‌‌for‌‌the‌‌transfer‌‌of‌‌                                   
personal‌‌data‌‌to‌‌processors‌‌established‌‌in‌‌third‌‌countries‌‌which‌‌do‌‌not‌‌ensure‌‌an‌‌adequate‌‌level‌‌of‌‌data‌‌protection,‌‌                                   
as‌ ‌described‌ ‌in‌ ‌Article‌ ‌46‌ ‌of‌ ‌the‌ ‌GDPR.‌ ‌ 

“Non-European‌‌Data‌‌Protection‌‌Legislation”‌ ‌means‌‌data‌‌protection‌‌or‌‌privacy‌‌legislation‌‌other‌‌than‌‌the‌‌European‌‌                           
Data‌ ‌Protection‌ ‌Legislation.‌ ‌ 

"Personal‌‌Data"‌ ‌means‌‌any‌‌information‌‌relating‌‌to‌‌an‌‌identified‌‌or‌‌identifiable‌‌natural‌‌person‌‌(or,‌‌to‌‌the‌‌extent‌‌that‌‌                                   
Data‌ ‌Privacy‌ ‌Laws‌ ‌apply‌ ‌to‌ ‌information‌ ‌about‌ ‌legal‌ ‌persons,‌ ‌an‌ ‌identified‌ ‌or‌ ‌identifiable‌ ‌legal‌ ‌person)‌ ‌or‌ ‌as‌‌                                 
otherwise‌ ‌defined‌ ‌in‌ ‌Data‌ ‌Privacy‌ ‌Laws.‌ ‌ 

‌ 
“Process”‌ ‌means‌ ‌any‌ ‌operation,‌ ‌or‌ ‌set‌ ‌of‌ ‌operations‌ ‌which‌ ‌is‌‌performed‌‌upon‌‌Personal‌‌Data,‌‌whether‌‌or‌‌not‌‌by‌‌                                   
automatic‌ ‌means,‌ ‌such‌ ‌as‌ ‌collection,‌ ‌recording,‌ ‌organisation,‌ ‌storage,‌ ‌adaptation‌ ‌or‌ ‌alteration,‌ ‌access,‌ ‌retrieval,‌‌                         
consultation,‌ ‌use,‌ ‌disclosure‌ ‌by‌ ‌transmission,‌ ‌dissemination‌ ‌or‌ ‌otherwise‌ ‌making‌ ‌available,‌ ‌alignment‌ ‌or‌‌                       
combination,‌ ‌blocking,‌ ‌erasure‌ ‌or‌ ‌destruction.‌ ‌"Processes"‌ ‌and‌ ‌“Processing”‌ ‌shall‌ ‌be‌ ‌construed‌ ‌accordingly.‌‌                       
Processing‌ ‌includes‌ ‌sub-Processing.‌‌ ‌  

‌ 
“Sub-processors”‌ ‌means‌ ‌third‌ ‌parties‌ ‌authorized‌ ‌under‌ ‌this‌ ‌DPA‌ ‌to‌ ‌have‌ ‌logical‌ ‌access‌‌to‌‌and‌‌process‌‌Customer‌‌                               
Data‌ ‌in‌ ‌order‌ ‌to‌ ‌provide‌ ‌parts‌ ‌of‌ ‌the‌ ‌Services‌ ‌and‌ ‌related‌ ‌technical‌ ‌support.‌ ‌ 

“Term”‌ ‌means‌‌the‌‌period‌‌from‌‌the‌‌Addendum‌‌Effective‌‌Date‌‌until‌ ‌the‌‌end‌‌of‌‌Company’s‌‌provision‌‌of‌‌the‌‌Services‌‌                                   
under‌‌the‌‌applicable‌‌Master‌‌Agreement,‌‌including,‌‌if‌ ‌applicable,‌‌any‌‌period‌‌during‌‌which‌‌provision‌‌of‌‌the‌‌Services‌‌                               
may‌‌be‌‌suspended‌‌and‌‌any‌‌post-termination‌‌period‌‌during‌‌which‌‌the‌‌Company‌‌may‌‌continue‌‌providing‌‌the‌‌Services‌‌                               
for‌ ‌transitional‌ ‌purposes.‌ ‌ 

2.2.‌‌The‌‌terms‌‌“personal‌‌data”,‌‌“data‌‌subject”,‌‌“processing”,‌‌“controller”,‌‌“processor”‌‌and‌‌“supervisory‌‌authority”‌‌as‌‌                           
used‌‌in‌‌this‌‌DPA‌‌have‌‌the‌‌meanings‌‌given‌‌in‌‌the‌‌GDPR,‌‌and‌‌the‌‌terms‌‌“data‌‌importer”‌‌and‌‌“data‌‌exporter”‌‌have‌‌the‌‌                                         
meanings‌‌given‌‌in‌‌the‌‌Model‌‌Contract‌‌Clauses,‌‌in‌‌each‌‌case‌‌irrespective‌‌of‌‌whether‌‌the‌‌European‌‌Data‌‌Protection‌‌                                 
Legislation‌ ‌or‌ ‌Non-European‌ ‌Data‌ ‌Protection‌ ‌Legislation‌ ‌applies.‌ ‌ 

3. Duration‌ ‌of‌ ‌DPA‌ ‌ 



‌ 

This‌ ‌DPA‌ ‌will‌ ‌take‌‌effect‌‌on‌‌the‌‌Effective‌‌Date‌‌and,‌‌notwithstanding‌‌the‌‌expiry‌‌of‌‌the‌‌Term,‌‌remain‌‌in‌‌effect‌‌until,‌‌                                       
and‌‌automatically‌‌expire‌‌upon,‌‌deletion‌‌of‌‌all‌ ‌Customer‌‌Data‌‌by‌‌Company‌‌as‌‌described‌‌in‌‌this‌‌DPA‌‌or‌‌as‌‌otherwise‌‌                                     
agreed‌ ‌between‌ ‌the‌ ‌parties.‌ ‌ 

4. Scope‌ ‌of‌ ‌Data‌ ‌Protection‌ ‌Legislation.‌ ‌ 

4.1 Application‌ ‌of‌ ‌European‌ ‌Data‌ ‌Protection‌ ‌Laws.‌ ‌The‌ ‌parties‌ ‌acknowledge‌ ‌and‌ ‌agree‌ ‌that,‌ ‌in‌ ‌respect‌ ‌of‌ ‌the‌‌                               
Services‌ ‌provided‌ ‌by‌ ‌the‌ ‌Company‌‌under‌‌the‌‌Master‌‌Agreement,‌‌the‌‌European‌‌Union‌‌Data‌‌Protection‌‌Legislation‌‌                             
will‌ ‌apply‌ ‌to‌ ‌the‌ ‌processing‌ ‌of‌ ‌Customer‌ ‌Personal‌ ‌Data‌ ‌if:‌ ‌ 

(a)‌ ‌the‌ ‌processing‌ ‌is‌ ‌carried‌ ‌out‌ ‌in‌ ‌the‌ ‌context‌ ‌of‌ ‌the‌‌activities‌‌of‌‌an‌‌establishment‌‌of‌‌Customer‌‌in‌‌the‌‌                                     
territory‌ ‌of‌ ‌the‌ ‌EEA;‌ ‌and/or‌ ‌ 
(b)‌ ‌the‌ ‌Customer‌ ‌Personal‌ ‌Data‌ ‌is‌ ‌personal‌ ‌data‌ ‌relating‌ ‌to‌ ‌data‌ ‌subjects‌ ‌who‌ ‌are‌ ‌in‌ ‌the‌ ‌EEA‌ ‌and‌ ‌the‌‌                                     
processing‌ ‌relates‌ ‌to‌ ‌the‌ ‌offering‌ ‌to‌ ‌them‌ ‌of‌ ‌goods‌ ‌or‌ ‌services‌ ‌in‌ ‌the‌ ‌EEA‌ ‌or‌ ‌the‌ ‌monitoring‌ ‌of‌ ‌their‌‌                                     
behaviour‌ ‌in‌ ‌the‌ ‌EEA.‌ ‌ 

4.2 Application‌ ‌of‌ ‌Non-‌ ‌European‌ ‌Data‌ ‌Protection.‌ ‌The‌ ‌parties‌ ‌acknowledge‌ ‌that‌ ‌while‌ ‌Non-European‌ ‌Data‌‌                         
Protection‌‌Legislation‌‌may‌‌also‌‌apply‌‌to‌‌the‌‌processing‌‌of‌‌Customer‌‌Personal‌‌Data‌‌the‌‌parties‌‌agree‌‌to‌‌comply‌‌with‌‌                                   
their‌ ‌respective‌ ‌obligations‌ ‌under‌ ‌the‌ ‌GDPR.‌ ‌ 

4.3 Application‌ ‌of‌‌this‌‌DPA.‌‌Except‌‌to‌‌the‌‌extent‌‌this‌‌DPA‌‌states‌‌otherwise‌‌or‌‌as‌‌required‌‌by‌‌law,‌‌the‌‌terms‌‌of‌‌this‌‌                                         
DPA‌ ‌will‌ ‌apply‌‌irrespective‌‌of‌‌whether‌‌the‌‌European‌‌Data‌‌Protection‌‌Legislation‌‌or‌‌Non-European‌‌Data‌‌Protection‌‌                             
Legislation‌ ‌applies‌ ‌to‌ ‌the‌ ‌processing‌ ‌of‌ ‌Customer‌ ‌Personal‌ ‌Data.‌ ‌ 

5. Processing‌ ‌of‌ ‌Data.‌ ‌ 
5.1 Roles‌ ‌and‌ ‌Regulatory‌ ‌Compliance;‌ ‌Authorization.‌‌ ‌  

5.1.1.‌ ‌The‌ ‌parties‌ ‌acknowledge‌ ‌and‌ ‌agree‌ ‌that‌ ‌with‌ ‌regard‌ ‌to‌ ‌the‌ ‌Processing‌ ‌of‌ ‌Personal‌ ‌Data‌ ‌in‌ ‌respect‌ ‌of‌‌the‌‌                                     

Services‌ ‌under‌ ‌the‌ ‌Master‌ ‌Agreement,‌ ‌the‌ ‌Customer‌ ‌is‌ ‌the‌ ‌Controller,‌ ‌Company‌ ‌is‌ ‌the‌ ‌Processor.‌ ‌ 

5.1.2. Controller‌‌and‌‌Processor‌‌Responsibilities.‌‌In‌‌the‌‌event‌‌the‌‌European‌‌Data‌‌Protection‌‌Legislation‌‌applies‌‌to‌‌the‌‌                             
processing‌ ‌of‌ ‌Customer‌ ‌Personal‌ ‌Data,‌ ‌the‌ ‌parties‌ ‌acknowledge‌ ‌and‌ ‌agree‌ ‌that:‌ ‌ 

             ‌(a)‌ ‌the‌ ‌subject‌ ‌matter‌ ‌and‌ ‌details‌ ‌of‌ ‌the‌ ‌processing‌ ‌are‌ ‌described‌ ‌in‌ ‌‌Annexure‌ ‌1‌ ‌‌to‌ ‌this‌ ‌DPA;‌ ‌ 

‌(b)‌‌each‌‌party‌‌will‌‌comply‌‌with‌‌the‌‌obligations‌‌applicable‌‌to‌‌it‌‌under‌‌the‌‌European‌‌Data‌‌Protection‌‌Legislation‌‌                                   
with‌ ‌respect‌ ‌to‌ ‌the‌ ‌processing‌ ‌of‌ ‌that‌ ‌Customer‌ ‌Personal‌ ‌Data.‌ ‌ 

5.1.3.‌ ‌Customer’s‌ ‌Processing‌ ‌of‌ ‌Personal‌ ‌Data.‌ ‌Company‌ ‌shall‌ ‌in‌ ‌its‌ ‌use‌ ‌of‌ ‌the‌ ‌Services‌‌Process‌‌Personal‌‌Data‌‌in‌‌                                   
accordance‌‌with,‌‌and‌‌to‌‌the‌‌extent‌‌required‌‌by,‌‌the‌‌requirements‌‌of‌‌European‌‌Data‌‌Protection‌‌Legislation.‌‌For‌‌the‌‌                                 
avoidance‌ ‌of‌ ‌doubt,‌ ‌Customer’s‌ ‌instructions‌ ‌for‌ ‌the‌ ‌Processing‌ ‌of‌ ‌Personal‌ ‌Data‌ ‌shall‌ ‌comply‌‌with‌‌the‌‌European‌‌                               
Data‌‌Protection‌‌Legislation.‌‌Customer‌‌shall‌ ‌have‌‌sole‌‌responsibility‌‌for‌‌the‌‌accuracy,‌‌quality,‌‌and‌‌legality‌‌of‌‌Personal‌‌                               
Data‌ ‌and‌ ‌the‌ ‌means‌ ‌by‌ ‌which‌ ‌Customer‌ ‌acquired‌ ‌Personal‌ ‌Data.‌‌ ‌  

5.2 Scope‌ ‌of‌ ‌Processing‌ ‌ 

5.2.1 ‌Customer’s‌ ‌Instructions‌.‌ ‌By‌ ‌entering‌ ‌into‌ ‌this‌ ‌DPA,‌ ‌Customer‌ ‌instructs‌ ‌the‌ ‌Company‌ ‌to‌ ‌process‌ ‌Customer‌‌                           

Personal‌ ‌Data‌ ‌only‌ ‌in‌ ‌accordance‌ ‌with‌ ‌the‌ ‌European‌ ‌Data‌ ‌Protection‌ ‌Legislation:‌‌ ‌  



‌ 

(a)‌ ‌to‌ ‌provide‌ ‌the‌ ‌Services;‌‌ ‌  
(b)‌ ‌as‌ ‌further‌ ‌specified‌ ‌via‌ ‌Customer’s‌ ‌use‌ ‌of‌ ‌the‌ ‌Services‌ ‌(including‌ ‌various‌ ‌functionality‌ ‌of‌ ‌the‌ ‌Services);‌‌ ‌  
(c)‌ ‌as‌ ‌documented‌ ‌in‌ ‌the‌ ‌form‌ ‌of‌ ‌the‌ ‌applicable‌ ‌Master‌ ‌Agreement,‌ ‌including‌ ‌this‌ ‌DPA;‌ ‌and‌ ‌ 
(d)‌ ‌as‌ ‌further‌ ‌documented‌ ‌in‌ ‌any‌ ‌written‌ ‌instructions‌ ‌given‌ ‌by‌ ‌Customer‌ ‌and‌ ‌acknowledged‌ ‌by‌ ‌Company‌ ‌as‌‌                               
constituting‌ ‌instructions‌ ‌for‌ ‌purposes‌ ‌of‌ ‌this‌ ‌DPA.‌ ‌ 

5.2.2. ‌Company’s‌ ‌Compliance‌ ‌with‌ ‌Instructions‌.‌ ‌Company‌‌will‌ ‌comply‌‌with‌‌the‌‌Customer’s‌‌Instructions‌‌(including‌‌                       

with‌ ‌regard‌ ‌to‌ ‌data‌ ‌transfers)‌ ‌as‌ ‌specified‌ ‌under‌ ‌Clause‌ ‌5.2.1.‌ ‌ 

The‌ ‌Parties‌ ‌hereto‌ ‌understand‌ ‌and‌ ‌agree‌ ‌that‌ ‌the‌ ‌Software‌ ‌and‌ ‌the‌ ‌services‌ ‌provided‌ ‌herein‌ ‌do‌ ‌not‌ ‌fall‌ ‌in‌ ‌the‌‌                                     
category‌ ‌of‌ ‌“automated‌ ‌decisions”.‌ ‌For‌ ‌purposes‌ ‌hereof‌ ‌“automated‌ ‌decision”‌ ‌shall‌ ‌mean‌ ‌a‌ ‌decision‌ ‌by‌ ‌the‌‌                             
Controller‌‌which‌‌produces‌‌legal‌‌effects‌‌concerning‌‌a‌‌data‌‌subject‌‌or‌‌significantly‌‌affects‌‌a‌‌data‌‌subject‌‌and‌‌which‌‌is‌‌                                   
based‌ ‌solely‌ ‌on‌ ‌automated‌ ‌processing‌ ‌of‌ ‌personal‌ ‌data‌ ‌intended‌ ‌to‌‌evaluate‌‌certain‌‌personal‌‌aspects‌‌relating‌‌to‌‌                               
him,‌ ‌such‌ ‌as‌ ‌his‌ ‌performance‌ ‌at‌ ‌work,‌ ‌creditworthiness,‌ ‌reliability,‌ ‌conduct,‌ ‌etc.‌‌ ‌  

6. Data‌ ‌Deletion.‌ ‌ 
6.1. Deletion‌ ‌During‌ ‌Term‌ ‌ 
Company‌‌will‌ ‌enable‌‌Customer‌‌(by‌‌way‌‌of‌‌informing‌‌the‌‌Company)‌‌to‌‌delete‌‌Customer‌‌Data‌‌during‌‌the‌‌applicable‌‌                                 
Term‌ ‌in‌ ‌a‌ ‌manner‌ ‌consistent‌ ‌with‌ ‌the‌ ‌functionality‌ ‌of‌ ‌the‌ ‌Services.‌ ‌If‌ ‌Customer‌ ‌uses‌ ‌the‌ ‌Services‌ ‌to‌ ‌delete‌ ‌any‌‌                                     
Customer‌ ‌Data‌ ‌during‌ ‌the‌ ‌applicable‌ ‌Term‌ ‌and‌ ‌the‌‌Customer‌‌Data‌‌cannot‌‌be‌‌recovered‌‌by‌‌Customer,‌‌this‌‌will‌ ‌be‌‌                                   
deemed‌ ‌to‌ ‌constitute‌ ‌an‌ ‌instruction‌ ‌to‌ ‌Company‌ ‌to‌ ‌delete‌ ‌the‌ ‌relevant‌ ‌Customer‌ ‌Data‌ ‌from‌ ‌its‌ ‌systems‌ ‌in‌‌                                 
accordance‌ ‌with‌ ‌European‌ ‌Data‌ ‌Protection‌ ‌Legislation.‌ ‌Company‌ ‌will‌ ‌comply‌ ‌with‌ ‌this‌ ‌instruction‌ ‌as‌ ‌soon‌ ‌as‌‌                             
reasonably‌ ‌practicable‌ ‌and‌ ‌within‌ ‌a‌ ‌maximum‌ ‌period‌ ‌of‌ ‌180‌ ‌days,‌ ‌unless‌‌Customer‌‌requires‌‌storage‌‌for‌‌a‌‌longer‌‌                                 
period‌ ‌and‌‌Customer‌‌informs‌‌Company‌‌of‌‌that‌‌requirement‌‌in‌‌writing‌‌within‌‌30‌‌days‌‌of‌‌Company’s‌‌receipt‌‌of‌‌any‌‌                                   
instructions‌ ‌to‌ ‌delete‌ ‌Customer‌ ‌Data.‌‌ ‌  

6.2. Deletion‌ ‌on‌ ‌Term‌ ‌Expiry‌ ‌ 

Subject‌ ‌to‌ ‌Clause‌ ‌6.3‌ ‌(Deferred‌ ‌Deletion‌ ‌Instruction)‌ ‌below,‌ ‌on‌ ‌expiry‌ ‌of‌ ‌the‌ ‌applicable‌‌Term‌‌Customer‌‌instructs‌‌                               
Company‌ ‌to‌ ‌delete‌ ‌all‌ ‌Customer‌ ‌Data‌ ‌(including‌ ‌existing‌ ‌copies)‌ ‌from‌ ‌Company’s‌ ‌systems‌ ‌in‌ ‌accordance‌ ‌with‌‌                             
European‌‌Data‌‌Protection‌‌Legislation.‌‌Company‌‌will‌ ‌comply‌‌with‌‌this‌‌instruction‌‌as‌‌soon‌‌as‌‌reasonably‌‌practicable‌‌                             
and‌ ‌within‌ ‌a‌ ‌maximum‌ ‌period‌ ‌of‌ ‌180‌ ‌days,‌ ‌unless‌ ‌Customer‌ ‌requires‌ ‌storage‌ ‌for‌ ‌a‌ ‌longer‌ ‌period‌ ‌and‌‌Customer‌‌                                   
informs‌‌Company‌‌of‌‌that‌‌requirement‌‌in‌‌writing‌‌within‌‌30‌‌days‌‌of‌‌Company’s‌‌receipt‌‌of‌‌any‌‌instructions‌‌to‌‌delete‌‌                                   
Customer‌‌Data.‌‌Without‌‌prejudice‌‌to‌‌Section‌‌9.1‌‌(Access;‌‌Rectification;‌‌Restricted‌‌Processing;‌‌Portability),‌‌Customer‌‌                         
acknowledges‌‌and‌‌agrees‌‌that‌‌Customer‌‌will‌ ‌be‌‌responsible‌‌for‌‌exporting,‌‌before‌‌the‌‌applicable‌‌Term‌‌expires,‌‌any‌‌                               
Customer‌ ‌Data‌ ‌it‌ ‌wishes‌ ‌to‌ ‌retain‌ ‌post‌ ‌deletion.‌ ‌ 

6.3. Deferred‌‌Deletion‌‌Instruction‌.‌ ‌To‌‌the‌‌extent‌‌any‌‌Customer‌‌Data‌‌covered‌‌by‌‌the‌‌deletion‌‌instruction‌‌described‌‌in‌‌                               

Section‌ ‌6.2‌ ‌(Deletion‌ ‌on‌ ‌Term‌ ‌Expiry)‌ ‌is‌ ‌also‌ ‌processed,‌ ‌when‌ ‌the‌ ‌applicable‌ ‌Term‌ ‌under‌ ‌Section‌ ‌6.2‌ ‌expires,‌‌in‌‌                                   
relation‌‌to‌‌an‌‌Agreement‌‌with‌‌an‌‌extended‌‌term,‌‌such‌‌deletion‌‌instruction‌‌will‌‌only‌‌take‌‌effect‌‌with‌‌respect‌‌to‌‌such‌‌                                     
Customer‌‌Data‌‌when‌‌the‌‌extended‌‌term‌‌expires.‌‌For‌‌clarity,‌ ‌this‌‌DPA‌‌will‌ ‌continue‌‌to‌‌apply‌‌to‌‌such‌‌Customer‌‌Data‌‌                                     
until‌ ‌its‌ ‌deletion‌ ‌by‌ ‌the‌ ‌Company.‌ ‌ 

7. Data‌ ‌Security.‌ ‌ 
7.1. Company’s‌ ‌Security‌ ‌Measures,‌ ‌Controls‌ ‌and‌ ‌Assistance.‌‌ ‌  

7.1.1. Company’s‌‌Security‌‌Measures.‌‌Company‌‌will‌ ‌implement‌‌and‌‌maintain‌‌adequate‌‌technical‌‌and‌‌organizational‌‌                       
measures‌ ‌to‌ ‌protect‌ ‌Customer‌ ‌Data‌ ‌against‌ ‌accidental‌ ‌or‌ ‌unlawful‌ ‌destruction,‌ ‌loss,‌ ‌alteration,‌ ‌unauthorized‌‌                         
disclosure‌ ‌or‌ ‌access‌ ‌as‌ ‌required‌ ‌by‌ ‌the‌ ‌European‌ ‌Data‌ ‌Protection‌ ‌Legislation‌ ‌and‌ ‌described‌ ‌in‌ ‌‌Appendix‌ ‌2‌ ‌(the‌‌                                 



‌ 

“‌Security‌‌Measures‌”).‌ ‌As‌‌described‌‌in‌‌Appendix‌‌2,‌ ‌the‌‌Security‌‌Measures‌‌include‌‌measures‌‌to‌‌protect‌‌and‌‌encrypt‌‌                               
personal‌‌data;‌‌to‌‌help‌‌ensure‌‌ongoing‌‌confidentiality,‌ ‌integrity‌‌and‌‌availability‌‌of‌‌Company’s‌‌systems‌‌and‌‌services;‌‌                             
to‌ ‌help‌ ‌restore‌ ‌timely‌ ‌access‌ ‌to‌ ‌personal‌ ‌data‌ ‌following‌ ‌an‌ ‌incident;‌ ‌and‌ ‌for‌ ‌regular‌ ‌testing‌ ‌of‌ ‌effectiveness.‌‌                                 
Company‌ ‌may‌ ‌update‌ ‌or‌ ‌modify‌ ‌the‌ ‌Security‌ ‌Measures‌ ‌from‌ ‌time‌ ‌to‌ ‌time.‌ ‌ 

7.1.2. Security‌‌Compliance‌‌by‌‌Company‌‌Personnel.‌ ‌Company‌‌will‌ ‌take‌‌appropriate‌‌steps‌‌to‌‌ensure‌‌compliance‌‌with‌‌                           
the‌‌Security‌‌Measures‌‌by‌‌its‌‌employees,‌‌contractors‌‌and‌‌Sub-processors‌‌to‌‌the‌‌extent‌‌applicable‌‌to‌‌their‌‌scope‌‌of‌                                 
performance‌ ‌under‌ ‌the‌ ‌applicable‌ ‌Master‌ ‌Agreement.‌ ‌The‌ ‌Company‌ ‌also‌ ‌agrees‌ ‌to‌ ‌ensure‌ ‌that‌ ‌all‌ ‌persons‌‌                             
authorized‌ ‌to‌ ‌process‌ ‌Customer‌ ‌Personal‌ ‌Data‌ ‌have‌ ‌committed‌ ‌themselves‌ ‌to‌ ‌confidentiality‌ ‌and‌ ‌have‌‌executed‌‌                           
appropriate‌ ‌documentation‌ ‌to‌ ‌maintain‌ ‌confidentiality.‌ ‌ 

7.1.3. Additional‌‌Controls.‌ ‌In‌‌addition‌‌to‌‌the‌‌Security‌‌Measures,‌‌Company‌‌will‌‌make‌‌Additional‌‌Controls‌‌available‌‌to:‌‌                             
(a)‌ ‌allow‌ ‌Customer‌ ‌to‌ ‌take‌ ‌steps‌ ‌to‌ ‌secure‌ ‌Customer‌ ‌Data;‌ ‌and‌ ‌(b)‌ ‌provide‌ ‌Customer‌ ‌with‌ ‌information‌ ‌about‌‌                                 
securing,‌ ‌accessing‌ ‌and‌ ‌using‌ ‌Customer‌ ‌Data.‌ ‌Further,‌ ‌Company‌ ‌will‌ ‌(taking‌ ‌into‌ ‌account‌ ‌the‌ ‌nature‌ ‌of‌ ‌the‌‌                               
processing‌ ‌of‌ ‌Customer‌ ‌Personal‌ ‌Data‌ ‌and‌ ‌the‌ ‌information‌ ‌available‌ ‌to‌ ‌Company)‌ ‌assist‌ ‌Customer‌ ‌in‌ ‌ensuring‌‌                             
compliance‌ ‌with‌ ‌any‌ ‌of‌ ‌Customer’s‌ ‌obligations‌ ‌in‌ ‌respect‌ ‌to‌ ‌security‌ ‌of‌ ‌personal‌ ‌data‌ ‌and‌ ‌data‌ ‌breaches.‌ ‌ 

7.2. Data‌ ‌Security‌ ‌Incidents.‌ ‌ 

7.2.1. Incident‌‌Notification.‌‌If‌ ‌Company‌‌becomes‌‌aware‌‌of‌‌a‌‌Data‌‌Incident,‌‌Company‌‌will:‌‌(a)‌‌notify‌‌Customer‌‌of‌‌the‌‌                                 
Data‌ ‌Incident‌ ‌promptly‌ ‌and‌ ‌without‌ ‌undue‌ ‌delay;‌ ‌and‌ ‌(b)‌ ‌promptly‌ ‌take‌ ‌reasonable‌‌steps‌‌to‌‌minimize‌‌harm‌‌and‌‌                                 
secure‌ ‌Customer‌ ‌Data.‌ ‌ 

7.2.2. Details‌ ‌of‌ ‌Data‌ ‌Incident.‌ ‌Data‌‌Incident‌‌Notifications‌‌will‌ ‌describe,‌‌to‌‌the‌‌extent‌‌possible,‌‌details‌‌of‌‌the‌‌Data‌‌                                 
Incident,‌ ‌including‌ ‌steps‌ ‌taken‌ ‌to‌ ‌mitigate‌ ‌the‌ ‌potential‌ ‌risks‌ ‌and‌ ‌steps‌ ‌Company‌‌recommends‌‌Customer‌‌take‌‌to‌‌                               
address‌ ‌the‌ ‌Data‌ ‌Incident.‌ ‌ 

7.2.3. Delivery‌ ‌of‌ ‌Notification.‌ ‌Notification(s)‌ ‌of‌ ‌any‌ ‌Data‌ ‌Incident(s)‌ ‌will‌ ‌be‌ ‌delivered‌ ‌to‌ ‌the‌ ‌Notification‌ ‌Email‌                             
Address‌‌or,‌‌at‌‌the‌‌Company's‌‌discretion,‌‌by‌‌direct‌‌communication‌‌(for‌‌example,‌‌by‌‌a‌‌phone‌‌call).‌‌Customer‌‌is‌‌solely‌‌                                   
responsible‌ ‌for‌ ‌ensuring‌ ‌that‌ ‌the‌ ‌Notification‌ ‌Email‌ ‌Address‌ ‌is‌ ‌current‌ ‌and‌ ‌valid.‌ ‌ 

7.2.4. No‌‌Acknowledgment‌‌of‌‌Fault‌‌by‌‌Company.‌‌Company’s‌‌notification‌‌of‌‌or‌‌response‌‌to‌‌a‌‌Data‌‌Incident‌‌under‌‌this‌‌                                 
Section‌‌7.2‌‌(Data‌‌Incidents)‌‌will‌ ‌not‌‌be‌‌construed‌‌as‌‌an‌‌acknowledgement‌‌by‌‌Company‌‌of‌‌any‌‌fault‌‌or‌‌liability‌‌with‌‌                                     
respect‌ ‌to‌ ‌the‌ ‌Data‌ ‌Incident.‌ ‌ 

7.3. Customer’s‌ ‌Security‌ ‌Responsibilities‌ ‌and‌ ‌Assessment.‌ ‌ 

7.3.1. Customer’s‌ ‌Security‌ ‌Responsibilities.‌ ‌Customer‌ ‌agrees‌ ‌that,‌ ‌without‌‌prejudice‌‌to‌‌the‌‌Company's‌‌obligations‌‌                       
under‌ ‌Section‌ ‌7.1‌ ‌(Company’s‌ ‌Security‌ ‌Measures‌ ‌and‌ ‌Controls)‌ ‌and‌ ‌Section‌ ‌7.2‌ ‌(Data‌ ‌Incidents):‌ ‌ 

(a)‌ ‌Customer‌ ‌is‌ ‌solely‌ ‌responsible‌ ‌for‌ ‌its‌ ‌use‌ ‌of‌ ‌the‌ ‌Services,‌ ‌including:‌ ‌ 

(i)‌ ‌making‌ ‌appropriate‌‌use‌‌of‌‌the‌‌Services‌‌and‌‌the‌‌Additional‌‌Controls‌‌to‌‌ensure‌‌a‌‌level‌‌of‌‌security‌‌appropriate‌‌to‌‌                                     
the‌ ‌risk‌ ‌in‌ ‌respect‌ ‌of‌ ‌the‌ ‌Customer‌ ‌Data;‌ ‌ 

(ii)‌ ‌securing‌ ‌the‌ ‌account‌ ‌authentication‌ ‌credentials,‌ ‌systems‌ ‌and‌ ‌devices‌ ‌Customer‌ ‌uses‌ ‌to‌ ‌access‌ ‌the‌ ‌Services;‌ ‌and‌ ‌ 

(iii)‌ ‌backing‌ ‌up‌ ‌its‌ ‌Customer‌ ‌Data;‌ ‌and‌ ‌ 



‌ 

(b)‌ ‌Company‌ ‌has‌ ‌no‌ ‌obligation‌ ‌to‌ ‌protect‌ ‌Customer‌ ‌Data‌ ‌that‌ ‌Customer‌ ‌elects‌ ‌to‌ ‌store‌ ‌or‌ ‌transfer‌ ‌outside‌ ‌of‌‌                                   
Company’s‌ ‌and‌ ‌its‌ ‌Sub-processors’‌ ‌systems.‌ ‌ 

7.3.2. Customer’s‌ ‌Security‌ ‌Assessment.‌ ‌ 

(a)‌ ‌Customer‌ ‌is‌ ‌solely‌ ‌responsible‌ ‌for‌‌reviewing‌‌the‌‌Security‌‌Documentation‌‌and‌‌evaluating‌‌for‌‌itself‌‌whether‌‌the‌‌                               
Services,‌ ‌the‌ ‌Security‌ ‌Measures,‌ ‌the‌ ‌Additional‌ ‌Controls‌‌and‌‌Company’s‌‌commitments‌‌under‌‌this‌‌Section‌‌7‌‌(Data‌‌                             
Security)‌ ‌will‌ ‌meet‌ ‌Customer’s‌ ‌needs,‌ ‌including‌ ‌with‌ ‌respect‌ ‌to‌ ‌any‌ ‌security‌ ‌obligations‌ ‌of‌ ‌Customer‌ ‌under‌ ‌the‌                               
European‌ ‌Data‌ ‌Protection‌ ‌Legislation.‌ ‌ 

(b)‌ ‌Customer‌ ‌acknowledges‌‌and‌‌agrees‌‌that‌‌(taking‌‌into‌‌account‌‌the‌‌state‌‌of‌‌the‌‌art,‌ ‌the‌‌costs‌‌of‌‌implementation‌‌                                   
and‌ ‌the‌ ‌nature,‌ ‌scope,‌ ‌context‌ ‌and‌ ‌purposes‌ ‌of‌ ‌the‌ ‌processing‌‌of‌‌Customer‌‌Personal‌‌Data‌‌as‌‌well‌ ‌as‌‌the‌‌risks‌‌to‌‌                                       
individuals)‌‌the‌‌Security‌‌Measures‌‌implemented‌‌and‌‌maintained‌‌by‌‌Company‌‌as‌‌set‌‌out‌‌in‌‌Section‌‌7.1.1‌‌(Company’s‌‌                               
Security‌ ‌Measures)‌ ‌provide‌ ‌a‌ ‌level‌ ‌of‌ ‌security‌ ‌appropriate‌ ‌to‌ ‌the‌ ‌risk‌ ‌in‌ ‌respect‌ ‌of‌ ‌the‌ ‌Customer‌ ‌Data.‌ ‌ 

7.4. Security‌ ‌Certifications‌ ‌and‌‌Reports‌.‌ ‌Company‌‌will‌ ‌do‌‌the‌‌following‌‌to‌‌evaluate‌‌and‌‌help‌‌ensure‌‌the‌‌continued‌‌                               
effectiveness‌ ‌of‌ ‌the‌ ‌Security‌ ‌Measures:‌ ‌ 

 ‌(a)‌ ‌update‌ ‌the‌ ‌SOC‌ ‌2‌ ‌Report‌ ‌at‌ ‌least‌ ‌once‌ ‌every‌ ‌18‌ ‌months.‌ ‌ 

7.5. Reviews‌ ‌and‌ ‌Audits‌ ‌of‌ ‌Compliance.‌ ‌ 

7.5.1. Reviews‌ ‌of‌ ‌Security‌ ‌Documentation.‌ ‌In‌ ‌addition‌ ‌to‌ ‌the‌ ‌information‌ ‌contained‌ ‌in‌ ‌the‌ ‌applicable‌ ‌Master‌‌                           
Agreement‌ ‌including‌ ‌this‌‌DPA,‌‌Company‌‌will‌ ‌make‌‌available‌‌for‌‌review‌‌by‌‌Customer‌‌the‌‌following‌‌documents‌‌and‌‌                               
information‌ ‌to‌ ‌demonstrate‌ ‌compliance‌ ‌by‌ ‌the‌ ‌Company‌ ‌with‌ ‌its‌ ‌obligations‌ ‌under‌ ‌this‌ ‌DPA:‌ ‌ 

(a)‌ ‌the‌ ‌then-current‌ ‌SOC‌ ‌2‌ ‌Report,‌ ‌following‌ ‌a‌ ‌request‌ ‌by‌ ‌Customer‌ ‌in‌ ‌accordance‌ ‌with‌ ‌Section‌ ‌7.5.3(a).‌ ‌ 

7.5.2. Customer’s‌ ‌Audit‌ ‌Rights.‌ ‌ 

(a)‌‌If‌ ‌the‌‌European‌‌Data‌‌Protection‌‌Legislation‌‌applies‌‌to‌‌the‌‌processing‌‌of‌‌Customer‌‌Personal‌‌Data,‌‌Company‌‌will‌‌                                 
allow‌ ‌Customer‌ ‌at‌ ‌the‌ ‌Customer's‌ ‌own‌ ‌expense‌ ‌or‌ ‌an‌ ‌independent‌ ‌auditor‌ ‌appointed‌ ‌by‌ ‌Customer‌ ‌at‌ ‌the‌‌                               
Customer's‌ ‌own‌ ‌expense‌ ‌to‌ ‌conduct‌ ‌audits‌ ‌(including‌ ‌inspections)‌ ‌to‌ ‌verify‌ ‌Company’s‌ ‌compliance‌ ‌with‌ ‌its‌‌                           
obligations‌ ‌under‌ ‌this‌ ‌DPA,‌ ‌only‌ ‌limited‌ ‌to‌ ‌Customer’s‌ ‌information.‌ ‌Company‌ ‌will‌ ‌contribute‌ ‌to‌ ‌such‌ ‌audits‌ ‌as‌‌                               
described‌ ‌in‌ ‌Section‌ ‌7.4‌ ‌(Security‌ ‌Certifications‌ ‌and‌ ‌Reports)‌ ‌and‌ ‌this‌ ‌Section‌ ‌7.5‌ ‌(Reviews‌ ‌and‌ ‌Audits‌ ‌of‌‌                               
Compliance).‌ ‌ 

(b)‌‌If‌ ‌Customer‌‌has‌‌entered‌‌into‌‌Model‌‌Contract‌‌Clauses‌‌as‌‌described‌‌in‌‌Section‌‌10.2‌‌(Transfers‌‌of‌‌Data‌‌Out‌‌of‌‌the‌‌                                       
EEA),‌ ‌Company‌ ‌will,‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌any‌ ‌audit‌ ‌rights‌ ‌of‌ ‌a‌ ‌supervisory‌ ‌authority‌ ‌under‌‌such‌‌Model‌‌Contract‌‌                                 
Clauses,‌ ‌allow‌ ‌Customer‌ ‌or‌ ‌an‌‌independent‌‌auditor‌‌appointed‌‌by‌‌Customer‌‌to‌‌conduct‌‌audits‌‌as‌‌described‌‌in‌‌the‌‌                                 
Model‌ ‌Contract‌ ‌Clauses,‌ ‌at‌ ‌Customer’s‌ ‌own‌ ‌expense,‌ ‌and‌ ‌only‌ ‌limited‌ ‌to‌ ‌Customer’s‌ ‌Data.‌ ‌ 

(c)‌ ‌Customer‌ ‌may‌ ‌also‌ ‌conduct‌ ‌an‌ ‌audit‌ ‌to‌ ‌verify‌ ‌Company’s‌ ‌compliance‌ ‌with‌ ‌its‌ ‌obligations‌ ‌under‌ ‌this‌ ‌DPA‌ ‌by‌‌                                   
reviewing‌ ‌the‌ ‌Security‌ ‌Documentation‌ ‌(which‌ ‌reflects‌ ‌the‌ ‌outcome‌ ‌of‌ ‌audits‌ ‌conducted‌ ‌by‌ ‌the‌ ‌Company's‌‌Third‌‌                             
Party‌ ‌Auditor).‌ ‌ 

8. Impact‌ ‌Assessments‌ ‌and‌ ‌Consultations.‌ ‌ 



‌ 

Customer‌‌agrees‌‌that‌‌Company‌‌will‌ ‌(taking‌‌into‌‌account‌‌the‌‌nature‌‌of‌‌the‌‌processing‌‌and‌‌the‌‌information‌‌available‌‌                                 
to‌‌Company)‌‌assist‌‌Customer‌‌in‌‌ensuring‌‌compliance‌‌with‌‌any‌‌obligations‌‌of‌‌Customer‌‌in‌‌respect‌‌of‌‌data‌‌protection‌‌                                 
impact‌‌assessments‌‌and‌‌prior‌‌consultation,‌‌including‌‌if‌‌applicable‌‌Customer’s‌‌obligations‌‌pursuant‌‌to‌‌Articles‌‌35‌‌and‌‌                             
36‌ ‌of‌ ‌the‌ ‌GDPR,‌ ‌by:‌ ‌ 

(a)‌ ‌providing‌ ‌the‌ ‌Additional‌ ‌Controls‌ ‌in‌ ‌accordance‌ ‌with‌ ‌Section‌ ‌7.1.3‌ ‌(Additional‌ ‌Controls)‌ ‌and‌ ‌the‌ ‌Security‌‌                             
Documentation‌ ‌in‌ ‌accordance‌ ‌with‌ ‌Section‌ ‌7.5.1‌ ‌(Reviews‌ ‌of‌ ‌Security‌ ‌Documentation);‌ ‌and‌ ‌ 

(b)‌ ‌providing‌ ‌the‌ ‌information‌ ‌contained‌ ‌in‌ ‌the‌ ‌applicable‌ ‌Master‌ ‌Agreement‌ ‌including‌ ‌this‌ ‌DPA.‌ ‌ 

‌ 

9. ‌Data‌ ‌Subject‌ ‌Rights;‌ ‌Data‌ ‌Export‌.‌ ‌ 

9.1. Access;‌ ‌Rectification;‌ ‌Restricted‌ ‌Processing;‌ ‌Portability.‌ ‌During‌ ‌the‌ ‌applicable‌ ‌Term,‌ ‌the‌ ‌Company‌ ‌will,‌ ‌in‌ ‌a‌‌                           
manner‌‌consistent‌‌with‌‌the‌‌functionality‌‌of‌‌the‌‌Services,‌‌enable‌‌Customer‌‌to‌‌access,‌‌rectify‌‌and‌‌restrict‌‌processing‌‌                               
of‌‌Customer‌‌Data,‌‌including‌‌via‌‌the‌‌deletion‌‌functionality‌‌provided‌‌by‌‌Company‌‌as‌‌described‌‌in‌‌Section‌‌6.1‌‌(Deletion‌‌                                 
During‌ ‌Term),‌ ‌and‌ ‌to‌ ‌export‌ ‌Customer‌ ‌Data.‌ ‌ 

9.2. Data‌ ‌Subject‌ ‌Requests.‌ ‌ 

9.2.1. Customer’s‌ ‌Responsibility‌‌for‌‌Requests.‌‌During‌‌the‌‌applicable‌‌Term,‌‌if‌ ‌Company‌‌receives‌‌any‌‌request‌‌from‌‌a‌‌                             
data‌‌subject‌‌in‌‌relation‌‌to‌‌Customer‌‌Personal‌‌Data,‌‌Company‌‌will‌ ‌advise‌‌the‌‌data‌‌subject‌‌to‌‌submit‌‌his/her‌‌request‌‌                                   
to‌‌Customer,‌‌and‌‌the‌‌Customer‌‌will‌ ‌be‌‌responsible‌‌for‌‌responding‌‌to‌‌any‌‌such‌‌request‌‌including,‌‌where‌‌necessary,‌‌                                 
by‌ ‌using‌ ‌the‌ ‌functionality‌ ‌of‌ ‌the‌ ‌Services.‌ ‌ 

9.2.2. Company’s‌ ‌Data‌ ‌Subject‌ ‌Request‌ ‌Assistance.‌ ‌Customer‌ ‌agrees‌ ‌that‌ ‌(taking‌ ‌into‌ ‌account‌ ‌the‌ ‌nature‌ ‌of‌ ‌the‌‌                             
processing‌ ‌of‌ ‌Customer‌ ‌Personal‌ ‌Data)‌ ‌Company‌ ‌will‌ ‌assist‌ ‌Customer‌ ‌in‌ ‌fulfilling‌ ‌any‌ ‌obligation‌ ‌to‌ ‌respond‌ ‌to‌‌                               
requests‌‌by‌‌data‌‌subjects,‌‌including‌‌if‌‌applicable‌‌Customer’s‌‌obligation‌‌to‌‌respond‌‌to‌‌requests‌‌for‌‌exercising‌‌the‌‌data‌‌                                 
subject’s‌ ‌rights‌ ‌laid‌ ‌down‌ ‌in‌ ‌Chapter‌ ‌III‌ ‌of‌ ‌the‌ ‌GDPR,‌ ‌by:‌ ‌ 

(a)‌ ‌providing‌ ‌the‌ ‌Additional‌ ‌Controls‌ ‌in‌ ‌accordance‌ ‌with‌ ‌Section‌ ‌7.1.3‌ ‌(Additional‌ ‌Controls);‌ ‌and‌ ‌ 

(b)‌‌complying‌‌with‌‌the‌‌commitments‌‌set‌‌out‌‌in‌‌Section‌‌9.1‌‌(Access;‌‌Rectification;‌‌Restricted‌‌Processing;‌‌Portability)‌‌                             
and‌ ‌Section‌ ‌9.2.1‌ ‌(Customer’s‌ ‌Responsibility‌ ‌for‌ ‌Requests).‌ ‌ 

10. ‌Data‌ ‌Transfers‌.‌ ‌ 
10.1. Data‌ ‌Storage‌ ‌and‌ ‌Processing‌ ‌Facilities‌ ‌ 

Customer‌ ‌agrees‌‌that‌‌Company‌‌may,‌‌subject‌‌to‌‌Section‌‌10.2‌‌(Transfers‌‌of‌‌Data‌‌Out‌‌of‌‌the‌‌EEA),‌‌store‌‌and‌‌process‌‌                                     
Customer‌‌Data‌‌countries‌‌in‌‌which‌‌Company‌‌or‌‌any‌‌of‌‌its‌‌Sub-processors‌‌maintains‌‌facilities.‌‌For‌‌the‌‌purposes‌‌of‌‌this‌‌                                   
Addendum‌ ‌and‌ ‌the‌ ‌Master‌ ‌Agreement,‌ ‌the‌ ‌Customer‌ ‌understands‌ ‌and‌ ‌agrees‌ ‌that‌ ‌the‌ ‌Company‌ ‌maintains‌ ‌its‌‌                             
servers‌ ‌in‌ ‌the‌ ‌AWS‌ ‌facility‌ ‌at‌ ‌Virginia,‌ ‌United‌ ‌States‌ ‌of‌ ‌America.‌ ‌And‌ ‌until‌ ‌such‌ ‌time‌ ‌that‌ ‌the‌ ‌servers‌‌are‌‌in‌‌the‌‌                                         
United‌ ‌States‌ ‌of‌ ‌America,‌ ‌Clause‌ ‌10.2‌ ‌shall‌ ‌not‌ ‌be‌ ‌applicable.‌‌ ‌  

10.2. Transfers‌ ‌of‌ ‌Data‌ ‌Out‌ ‌of‌ ‌the‌ ‌EEA.‌ ‌ 

10.2.1. Company’s‌ ‌Transfer‌ ‌Obligations.‌ ‌If‌ ‌the‌ ‌storage‌ ‌and/or‌ ‌processing‌‌of‌‌Customer‌‌Personal‌‌Data‌‌(as‌‌set‌‌out‌‌in‌‌                               
Section‌ ‌10.1‌ ‌(Data‌ ‌Storage‌ ‌and‌ ‌Processing‌ ‌Facilities))‌ ‌involves‌ ‌transfers‌‌of‌‌Customer‌‌Personal‌‌Data‌‌outside‌‌of‌‌the‌‌                               



‌ 

EEA‌‌and‌‌the‌‌European‌‌Data‌‌Protection‌‌Legislation‌‌applies‌‌to‌‌the‌‌transfers‌‌of‌‌such‌‌data,‌‌Company‌‌will‌‌if‌‌requested‌‌to‌‌                                     
do‌‌so‌‌by‌‌Customer,‌‌ensure‌‌that‌‌Company‌‌as‌‌the‌‌data‌‌importer‌‌of‌‌the‌‌transferred‌‌Personal‌‌Data‌‌enters‌‌into‌‌Model‌‌                                     
Contract‌ ‌Clauses‌ ‌with‌‌Customer‌‌as‌‌the‌‌data‌‌exporter‌‌of‌‌such‌‌data,‌‌and‌‌that‌‌the‌‌transfers‌‌are‌‌made‌‌in‌‌accordance‌‌                                     
with‌ ‌such‌ ‌Model‌ ‌Contract‌ ‌Clauses‌ ‌as‌ ‌set‌ ‌out‌ ‌as‌ ‌Annexure‌ ‌II‌ ‌herewith.‌ ‌ 

10.2.2 Customer’s‌ ‌Transfer‌ ‌Obligations.‌ ‌In‌‌respect‌‌of‌‌transferred‌‌Personal‌‌Data,‌‌Customer‌‌agrees‌‌that‌‌if‌ ‌under‌‌the‌‌                             
European‌‌Data‌‌Protection‌‌Legislation‌‌Company‌‌reasonably‌‌requires‌‌Customer‌‌to‌‌enter‌‌into‌‌Model‌‌Contract‌‌Clauses‌‌                           
in‌ ‌respect‌ ‌of‌ ‌such‌ ‌transfers,‌ ‌Customer‌ ‌will‌ ‌do‌ ‌so.‌ ‌ 

10.3. Data‌ ‌Center‌ ‌Information‌ ‌ 

Information‌ ‌about‌ ‌the‌ ‌locations‌ ‌of‌ ‌Company‌ ‌data‌ ‌centers‌ ‌is‌ ‌available‌ ‌on‌ ‌request.‌ ‌ 

10.4. Disclosure‌ ‌of‌ ‌Confidential‌ ‌Information‌ ‌Containing‌ ‌Personal‌ ‌Data‌ ‌ 

If‌ ‌Customer‌‌has‌‌entered‌‌into‌‌Model‌‌Contract‌‌Clauses‌‌as‌‌described‌‌in‌‌Section‌‌10.2‌‌(Transfers‌‌of‌‌Data‌‌Out‌‌of‌‌the‌‌EEA),‌‌                                       
Company‌ ‌will,‌ ‌notwithstanding‌ ‌any‌ ‌term‌ ‌to‌ ‌the‌ ‌contrary‌ ‌in‌ ‌the‌ ‌applicable‌ ‌Master‌ ‌Agreement,‌ ‌ensure‌ ‌that‌ ‌any‌‌                               
disclosure‌ ‌of‌ ‌Customer's‌ ‌Confidential‌ ‌Information‌ ‌containing‌ ‌personal‌ ‌data,‌ ‌and‌ ‌any‌ ‌notifications‌ ‌relating‌ ‌to‌‌any‌‌                           
such‌ ‌disclosures‌ ‌will‌ ‌be‌ ‌made‌ ‌in‌ ‌accordance‌ ‌with‌ ‌such‌ ‌Model‌ ‌Contract‌ ‌Clauses.‌ ‌ 

11. Sub-processors.‌ ‌ 
11.1. Consent‌ ‌to‌ ‌Sub‌ ‌Processor‌ ‌Engagement‌ ‌ 

Customer‌ ‌specifically‌ ‌authorizes‌‌the‌‌engagement‌‌of‌‌Company’s‌‌Affiliates‌‌as‌‌Sub-processors.‌‌In‌‌addition,‌‌Customer‌‌                         
generally‌‌authorizes‌‌the‌‌engagement‌‌of‌‌any‌‌other‌‌third‌‌parties‌‌as‌‌Sub‌‌processors‌‌(“‌Third‌‌Party‌‌Sub‌‌processors‌”).‌‌If‌‌                                 
Customer‌‌has‌‌entered‌‌into‌‌Model‌‌Contract‌‌Clauses‌‌as‌‌described‌‌in‌‌Section‌‌10.2‌‌(Transfers‌‌of‌‌Data‌‌Out‌‌of‌‌the‌‌EEA),‌‌                                     
the‌‌above‌‌authorizations‌‌will‌ ‌constitute‌‌Customer’s‌‌prior‌‌written‌‌consent‌‌to‌‌the‌‌subcontracting‌‌by‌‌Company‌‌of‌‌the‌‌                               
processing‌ ‌of‌ ‌Customer‌ ‌Data‌ ‌if‌ ‌such‌ ‌consent‌ ‌is‌ ‌required‌ ‌under‌ ‌the‌ ‌Model‌ ‌Contract‌ ‌Clauses.‌ ‌ 

11.2. Information‌ ‌about‌ ‌Sub‌ ‌processors‌ ‌ 

Information‌ ‌about‌ ‌Sub‌ ‌processors,‌ ‌including‌ ‌their‌ ‌roles‌ ‌and‌ ‌locations,‌ ‌is‌ ‌available‌ ‌on‌ ‌request.‌ ‌ 

11.3. Requirements‌ ‌for‌ ‌Sub‌ ‌Processor‌ ‌Engagement‌ ‌ 

When‌ ‌engaging‌ ‌any‌ ‌Sub‌ ‌processor,‌ ‌Company‌ ‌will:‌ ‌ 

(a)‌ ‌ensure‌ ‌via‌ ‌a‌ ‌written‌ ‌contract‌ ‌that:‌ ‌ 

(i)‌ ‌the‌ ‌Sub‌ ‌processor‌ ‌only‌ ‌accesses‌ ‌and‌ ‌uses‌ ‌Customer‌ ‌Data‌ ‌to‌ ‌the‌ ‌extent‌ ‌required‌ ‌to‌ ‌perform‌ ‌the‌ ‌obligations‌‌                                   
subcontracted‌‌to‌‌it,‌ ‌and‌‌does‌‌so‌‌in‌‌accordance‌‌with‌‌the‌‌applicable‌‌Master‌‌Agreement‌‌(including‌‌this‌‌DPA)‌‌and‌‌any‌‌                                   
Model‌ ‌Contract‌ ‌Clauses‌ ‌entered‌‌into‌‌by‌‌Company‌‌as‌‌described‌‌in‌‌Section‌‌10.2‌‌(Transfers‌‌of‌‌Data‌‌Out‌‌of‌‌the‌‌EEA);‌‌                                     
and‌ ‌ 

(ii)‌‌if‌‌the‌‌GDPR‌‌applies‌‌to‌‌the‌‌processing‌‌of‌‌Customer‌‌Personal‌‌Data,‌‌the‌‌data‌‌protection‌‌obligations‌‌set‌‌out‌‌in‌‌Article‌‌                                       
28(3)‌ ‌of‌ ‌the‌ ‌GDPR,‌ ‌as‌ ‌described‌ ‌in‌ ‌this‌ ‌Data‌ ‌Processing‌ ‌Amendment,‌ ‌are‌ ‌imposed‌ ‌on‌ ‌the‌ ‌Sub‌ ‌processor;‌ ‌and‌ ‌ 



‌ 

(b)‌ ‌remain‌ ‌fully‌ ‌liable‌ ‌for‌ ‌all‌ ‌obligations‌ ‌subcontracted‌ ‌to,‌ ‌and‌ ‌all‌ ‌acts‌ ‌and‌ ‌omissions‌ ‌of‌ ‌the‌ ‌Sub‌ ‌processor.‌ ‌ 

11.4. Opportunity‌ ‌to‌ ‌Object‌ ‌to‌ ‌Sub‌ ‌Processor‌ ‌Changes.‌ ‌ 

(a)‌ ‌When‌‌any‌‌new‌‌Third‌‌Party‌‌Sub‌‌processor‌‌is‌‌engaged‌‌during‌‌the‌‌applicable‌‌Term,‌‌the‌‌Company‌‌will,‌ ‌at‌‌least‌‌10‌‌                                       
days‌‌before‌‌the‌‌new‌‌Third‌‌Party‌‌Sub‌‌processor‌‌processes‌‌any‌‌Customer‌‌Data,‌‌inform‌‌Customer‌‌of‌‌the‌‌engagement‌‌                                 
(including‌‌the‌‌name‌‌and‌‌location‌‌of‌‌the‌‌relevant‌‌sub‌‌processor‌‌and‌‌the‌‌activities‌‌it‌ ‌will‌ ‌perform)‌‌either‌‌by‌‌sending‌‌                                     
an‌ ‌email‌ ‌to‌ ‌the‌ ‌Notification‌ ‌Email‌ ‌Address.‌ ‌ 

(b)‌ ‌Customer‌ ‌may‌ ‌object‌ ‌to‌ ‌any‌ ‌new‌ ‌Third‌ ‌Party‌ ‌Sub‌ ‌processor‌‌by‌‌terminating‌‌the‌‌applicable‌‌Master‌‌Agreement‌‌                                 
immediately‌ ‌upon‌ ‌written‌ ‌notice‌ ‌to‌‌Company,‌‌on‌‌condition‌‌that‌‌Customer‌‌provides‌‌such‌‌notice‌‌within‌‌30‌‌days‌‌of‌‌                                 
being‌ ‌informed‌ ‌of‌ ‌the‌ ‌engagement‌ ‌of‌ ‌the‌ ‌sub‌ ‌processor‌‌as‌‌described‌‌in‌‌Section‌‌11.4(a).‌ ‌This‌‌termination‌‌right‌‌is‌‌                                   
Customer’s‌ ‌sole‌ ‌and‌ ‌exclusive‌ ‌remedy‌ ‌if‌ ‌Customer‌ ‌objects‌ ‌to‌ ‌any‌ ‌new‌ ‌Third‌ ‌Party‌ ‌Sub‌ ‌processor.‌ ‌ 

12.‌ ‌Tracking‌ ‌Technologies.‌ ‌ 

Company‌ ‌acknowledges‌ ‌that‌ ‌in‌ ‌connection‌ ‌with‌ ‌the‌ ‌performance‌ ‌of‌ ‌the‌ ‌Services,‌ ‌Company‌ ‌employs‌ ‌the‌ ‌use‌ ‌of‌‌                               
cookies,‌‌unique‌‌identifiers,‌ ‌web‌‌beacons‌‌and‌‌similar‌‌tracking‌‌technologies‌‌("Tracking‌‌Technologies").‌‌Company‌‌shall‌‌                         
maintain‌‌appropriate‌‌notice,‌‌consent,‌‌opt-in‌‌and‌‌opt-out‌‌mechanisms‌‌as‌‌are‌‌required‌‌by‌‌applicable‌‌Data‌‌Protection‌‌                             
Laws‌‌to‌‌enable‌‌the‌‌Company‌‌to‌‌deploy‌‌Tracking‌‌Technologies‌‌lawfully‌‌and‌‌collect‌‌data‌‌from‌‌the‌‌devices‌‌of‌‌end‌‌users‌‌                                     
in‌ ‌accordance‌ ‌with‌ ‌and‌ ‌as‌ ‌described‌ ‌in‌ ‌the‌ ‌Company's‌ ‌Cookie‌ ‌Statement.‌‌ ‌  

13.‌ ‌General‌ ‌Terms‌ ‌ 
13.1‌ ‌Governing‌ ‌law‌ ‌and‌ ‌jurisdiction‌ ‌ 

Without‌ ‌prejudice‌ ‌to‌ ‌clause‌ ‌7‌ ‌(Mediation‌ ‌and‌ ‌Jurisdiction)‌ ‌and‌ ‌9‌ ‌(Governing‌ ‌Law)‌ ‌of‌ ‌the‌ ‌Standard‌ ‌Contractual‌‌                               
Clauses:‌ ‌ 

13.1.1. the‌‌parties‌‌to‌‌this‌‌DPA‌‌hereby‌‌submit‌‌to‌‌the‌‌choice‌‌of‌‌jurisdiction‌‌stipulated‌‌in‌‌the‌‌Master‌‌Agreement‌‌with‌‌                                   
respect‌ ‌to‌ ‌any‌ ‌disputes‌ ‌or‌ ‌claims‌ ‌howsoever‌ ‌arising‌ ‌under‌ ‌this‌ ‌DPA,‌ ‌including‌ ‌disputes‌ ‌regarding‌ ‌its‌ ‌existence,‌‌                               
validity‌ ‌or‌ ‌termination‌ ‌or‌ ‌the‌ ‌consequences‌ ‌of‌ ‌its‌ ‌nullity;‌ ‌and‌ ‌ 

13.1.2. this‌‌DPA‌‌and‌‌all‌ ‌non-contractual‌‌or‌‌other‌‌obligations‌‌arising‌‌out‌‌of‌‌or‌‌in‌‌connection‌‌with‌‌it‌‌are‌‌governed‌‌by‌‌                                     
the‌ ‌laws‌ ‌of‌ ‌the‌ ‌country‌ ‌or‌ ‌territory‌ ‌stipulated‌ ‌for‌ ‌this‌ ‌purpose‌ ‌in‌ ‌the‌ ‌Master‌ ‌Agreement.‌‌ ‌  

13.2‌ ‌Changes‌ ‌in‌ ‌Data‌ ‌Protection‌ ‌Laws.‌ 

Company‌ ‌may‌ ‌propose‌ ‌any‌ ‌other‌ ‌variations‌ ‌to‌ ‌this‌ ‌DPA‌ ‌which‌‌Company‌‌reasonably‌‌considers‌‌to‌‌be‌‌necessary‌‌to‌‌                                 
address‌ ‌the‌ ‌requirements‌ ‌of‌ ‌any‌ ‌change‌ ‌in‌ ‌the‌ ‌Data‌ ‌Protection‌ ‌Law.‌ ‌ 

IN‌ ‌WITNESS‌ ‌WHEREOF,‌ ‌this‌ ‌DPA‌‌is‌‌entered‌‌into‌‌and‌‌becomes‌‌a‌‌binding‌‌part‌‌of‌‌the‌‌Master‌‌Agreement‌‌with‌‌effect‌‌                                     
from‌ ‌the‌ ‌date‌ ‌first‌ ‌set‌ ‌out‌ ‌above.‌ ‌ 

‌ 

‌   



‌ 

ANNEXURE‌ ‌1‌ ‌ 

DETAILS‌ ‌OF‌ ‌PROCESSING‌ ‌OF‌ ‌CUSTOMER‌ ‌PERSONAL‌ ‌DATA‌ ‌ 

This‌ ‌Annex‌ ‌1‌ ‌includes‌ ‌certain‌ ‌details‌ ‌of‌ ‌the‌ ‌Processing‌ ‌of‌ ‌Customer‌ ‌Personal‌ ‌Data‌ ‌as‌ ‌required‌ ‌by‌ ‌Article‌ ‌28(3)‌ ‌GDPR.‌ ‌ 

Subject‌ ‌Matter‌ ‌ 
The‌ ‌subject‌ ‌matter‌ ‌and‌ ‌duration‌ ‌of‌ ‌the‌ ‌processing‌ ‌of‌ ‌Your‌ ‌Personal‌ ‌Data‌ ‌are‌ ‌set‌ ‌out‌ ‌in‌ ‌the‌ ‌Agreement‌ ‌ 

‌ 
Duration‌ ‌of‌ ‌Processing‌ ‌ 
Company‌ ‌will‌ ‌Process‌ ‌Personal‌ ‌Data‌ ‌for‌ ‌the‌ ‌duration‌ ‌of‌‌the‌‌Master‌‌Agreement,‌‌unless‌‌otherwise‌‌agreed‌‌upon‌‌in‌‌                                 
writing‌ ‌ 

Nature‌ ‌and‌ ‌purpose‌ ‌of‌ ‌the‌ ‌processing‌ ‌ 
Company‌‌will‌ ‌process‌‌Personal‌‌Data‌‌for‌‌the‌‌purposes‌‌of‌‌providing‌‌the‌‌Services‌‌to‌‌Customer‌‌in‌‌accordance‌‌with‌‌the‌‌                                   
Master‌ ‌Agreement.‌ ‌ 

Type‌ ‌of‌ ‌personal‌ ‌data‌ ‌and‌ ‌categories‌ ‌of‌ ‌data‌ ‌subject‌ ‌to‌ ‌be‌ ‌processed;‌‌ ‌  
● Data‌‌relating‌‌to‌‌individuals‌‌provided‌‌to‌‌Company‌‌via‌‌the‌‌Services,‌‌by‌‌(or‌‌at‌‌the‌‌direction‌‌of)‌‌the‌‌Customer‌‌                                   
or‌ ‌by‌ ‌the‌ ‌Customer’s‌ ‌End‌ ‌Users.‌ ‌ 
● Data‌ ‌subjects‌ ‌include‌ ‌the‌ ‌individuals‌ ‌about‌ ‌whom‌ ‌data‌ ‌is‌ ‌provided‌ ‌to‌ ‌Company‌ ‌via‌ ‌the‌ ‌Services.‌ ‌ 

Categories‌ ‌of‌ ‌Data‌ ‌to‌ ‌whom‌ ‌the‌ ‌Company‌ ‌Personal‌ ‌Data‌ ‌relates‌ ‌ 
Customer‌‌may‌‌submit‌‌Personal‌‌Data‌‌to‌‌the‌‌Services,‌‌the‌‌extent‌‌of‌‌which‌‌is‌‌determined‌‌and‌‌controlled‌‌by‌‌Customer‌‌                                   
in‌ ‌its‌ ‌sole‌ ‌discretion,‌ ‌and‌ ‌which‌ ‌may‌ ‌include,‌ ‌but‌ ‌is‌ ‌not‌ ‌limited‌ ‌to‌ ‌the‌ ‌following‌ ‌categories‌ ‌of‌ ‌Personal‌ ‌Data:‌‌ ‌  

● First‌ ‌and‌ ‌Last‌ ‌name‌ ‌ 
● Contact‌ ‌information‌ ‌(Company,‌ ‌Job‌ ‌Title,‌ ‌email,‌ ‌phone,‌ ‌physical‌ ‌address)‌ ‌ 
● IP‌ ‌Address‌‌ ‌  

‌ 
The‌ ‌obligations‌ ‌and‌ ‌rights‌ ‌of‌ ‌Company‌ ‌and‌ ‌Company‌ ‌Affiliates‌ ‌ 
The‌ ‌obligations‌ ‌and‌ ‌rights‌ ‌of‌ ‌Company‌ ‌and‌ ‌Company’s‌ ‌Affiliates‌ ‌are‌ ‌set‌ ‌out‌ ‌in‌ ‌the‌ ‌Master‌ ‌Agreement‌ ‌and‌ ‌this‌‌                                   
Addendum.‌ ‌ 

‌   



‌ 

ANNEXURE‌ ‌II‌ ‌ 

STANDARD‌ ‌CONTRACTUAL‌ ‌CLAUSES‌ ‌ 

‌ 

SECTION‌ ‌I‌ ‌ 

Clause‌ ‌1‌ ‌ 

Purpose‌ ‌and‌ ‌scope‌‌ ‌  

(a) The‌ ‌purpose‌ ‌of‌ ‌these‌ ‌standard‌ ‌contractual‌ ‌clauses‌ ‌is‌ ‌to‌ ‌ensure‌ ‌compliance‌ ‌with‌ ‌the‌‌requirements‌‌of‌‌                             
Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌of‌ ‌the‌ ‌European‌ ‌Parliament‌ ‌and‌ ‌of‌ ‌the‌ ‌Council‌ ‌of‌ ‌27‌ ‌April‌ ‌2016‌ ‌on‌ ‌the‌‌                                 
protection‌‌of‌‌natural‌‌persons‌‌with‌‌regard‌‌to‌‌the‌‌processing‌‌of‌‌personal‌‌data‌‌and‌‌on‌‌the‌‌free‌‌movement‌‌                                 
of‌ ‌such‌ ‌data‌ ‌(General‌ ‌Data‌ ‌Protection‌ ‌Regulation)‌ ‌ ‌for‌ ‌the‌ ‌transfer‌ ‌of‌ ‌personal‌ ‌data‌ ‌to‌ ‌a‌ ‌third‌ ‌country.‌ ‌ 

1

(b) The‌ ‌Parties:‌ ‌ 

(i) the‌ ‌natural‌ ‌or‌ ‌legal‌ ‌person(s),‌ ‌public‌ ‌authority/ies,‌ ‌agency/ies‌ ‌or‌ ‌other‌ ‌body/ies‌ ‌(hereinafter‌‌                       
“entity/ies”)‌ ‌transferring‌ ‌the‌ ‌personal‌ ‌data,‌ ‌as‌ ‌listed‌ ‌in‌ ‌Annex‌ ‌I.A.‌ ‌(hereinafter‌ ‌each‌ ‌“data‌‌                         
exporter”),‌ ‌and‌ ‌ 

(ii) the‌ ‌entity/ies‌ ‌in‌ ‌a‌ ‌third‌ ‌country‌ ‌receiving‌ ‌the‌ ‌personal‌ ‌data‌‌from‌‌the‌‌data‌‌exporter,‌‌directly‌‌or‌‌                               
indirectly‌‌via‌‌another‌‌entity‌‌also‌‌Party‌‌to‌‌these‌‌Clauses,‌‌as‌‌listed‌‌in‌‌Annex‌‌I.A.‌‌(hereinafter‌‌each‌‌                               
“data‌ ‌importer”)‌ ‌ 

have‌ ‌agreed‌ ‌to‌ ‌these‌ ‌standard‌ ‌contractual‌ ‌clauses‌ ‌(hereinafter:‌ ‌“Clauses”).‌‌ ‌  

(c) These‌ ‌Clauses‌ ‌apply‌ ‌with‌ ‌respect‌ ‌to‌ ‌the‌ ‌transfer‌ ‌of‌ ‌personal‌ ‌data‌ ‌as‌ ‌specified‌ ‌in‌ ‌Annex‌ ‌I.B.‌‌ ‌  

(d) The‌‌Appendix‌‌to‌‌these‌‌Clauses‌‌containing‌‌the‌‌Annexes‌‌referred‌‌to‌‌therein‌‌forms‌‌an‌‌integral‌‌part‌‌of‌‌these‌‌                                 
Clauses.‌ ‌ 

Clause‌ ‌2‌ ‌ 

Effect‌ ‌and‌ ‌invariability‌ ‌of‌ ‌the‌ ‌Clauses‌ ‌ 

(a) These‌ ‌Clauses‌ ‌set‌ ‌out‌ ‌appropriate‌ ‌safeguards,‌ ‌including‌ ‌enforceable‌ ‌data‌ ‌subject‌ ‌rights‌ ‌and‌ ‌effective‌‌                         
legal‌ ‌remedies,‌ ‌pursuant‌ ‌to‌ ‌Article‌ ‌46(1)‌ ‌and‌ ‌Article‌ ‌46‌ ‌(2)(c)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌and,‌‌with‌‌                               
respect‌ ‌to‌ ‌data‌ ‌transfers‌ ‌from‌ ‌controllers‌ ‌to‌ ‌processors‌ ‌and/or‌ ‌processors‌ ‌to‌ ‌processors,‌ ‌standard‌‌                         
contractual‌ ‌clauses‌ ‌pursuant‌ ‌to‌ ‌Article‌ ‌28(7)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679,‌ ‌provided‌ ‌they‌ ‌are‌ ‌not‌‌                           
modified,‌‌except‌‌to‌‌select‌‌the‌‌appropriate‌‌Module(s)‌‌or‌‌to‌‌add‌‌or‌‌update‌‌information‌‌in‌‌the‌‌Appendix.‌‌                               
This‌ ‌does‌ ‌not‌ ‌prevent‌ ‌the‌ ‌Parties‌ ‌from‌ ‌including‌ ‌the‌ ‌standard‌ ‌contractual‌ ‌clauses‌ ‌laid‌‌down‌‌in‌‌these‌‌                               
Clauses‌‌in‌‌a‌‌wider‌‌contract‌‌and/or‌‌to‌‌add‌‌other‌‌clauses‌‌or‌‌additional‌‌safeguards,‌‌provided‌‌that‌‌they‌‌do‌‌                                 

1 ‌  Where‌ ‌the‌ ‌data‌ ‌exporter‌ ‌is‌ ‌a‌ ‌processor‌ ‌subject‌ ‌to‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌acting‌ ‌on‌ ‌behalf‌ ‌of‌ ‌a‌ ‌Union‌‌                                   
institution‌‌or‌‌body‌‌as‌‌controller,‌‌reliance‌‌on‌‌these‌‌Clauses‌‌when‌‌engaging‌‌another‌‌processor‌‌(sub-processing)‌‌not‌‌                             
subject‌‌to‌‌Regulation‌‌(EU)‌‌2016/679‌‌also‌‌ensures‌‌compliance‌‌with‌‌Article‌‌29(4)‌‌of‌‌Regulation‌‌(EU)‌‌2018/1725‌‌                             
of‌ ‌the‌ ‌European‌ ‌Parliament‌ ‌and‌ ‌of‌ ‌the‌ ‌Council‌ ‌of‌ ‌23‌ ‌October‌ ‌2018‌‌on‌‌the‌‌protection‌‌of‌‌natural‌‌persons‌‌with‌‌                                     
regard‌‌to‌‌the‌‌processing‌‌of‌‌personal‌‌data‌‌by‌‌the‌‌Union‌‌institutions,‌‌bodies,‌‌offices‌‌and‌‌agencies‌‌and‌‌on‌‌the‌‌free‌‌                                     
movement‌‌of‌‌such‌‌data,‌‌and‌‌repealing‌‌Regulation‌‌(EC)‌‌No‌‌45/2001‌‌and‌‌Decision‌‌No‌‌1247/2002/EC‌‌(OJ‌‌L‌‌295‌‌                                 
of‌‌21.11.2018,‌‌p.‌‌39),‌‌to‌‌the‌‌extent‌‌these‌‌Clauses‌‌and‌‌the‌‌data‌‌protection‌‌obligations‌‌as‌‌set‌‌out‌‌in‌‌the‌‌contract‌‌or‌‌                                         
other‌‌legal‌‌act‌‌between‌‌the‌‌controller‌‌and‌‌the‌‌processor‌‌pursuant‌‌to‌‌Article‌‌29(3)‌‌of‌‌Regulation‌‌(EU)‌‌2018/1725‌‌                                 
are‌‌aligned.‌‌This‌‌will‌‌in‌‌particular‌‌be‌‌the‌‌case‌‌where‌‌the‌‌controller‌‌and‌‌processor‌‌rely‌‌on‌‌the‌‌standard‌‌contractual‌‌                                     
clauses‌ ‌included‌ ‌in‌ ‌Decision‌ ‌[…].‌ ‌ 



‌ 

not‌ ‌contradict,‌ ‌directly‌ ‌or‌‌indirectly,‌ ‌these‌‌Clauses‌‌or‌‌prejudice‌‌the‌‌fundamental‌‌rights‌‌or‌‌freedoms‌‌of‌‌                             
data‌ ‌subjects.‌‌ ‌  

(b) These‌ ‌Clauses‌ ‌are‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌obligations‌ ‌to‌ ‌which‌ ‌the‌ ‌data‌ ‌exporter‌ ‌is‌ ‌subject‌‌by‌‌virtue‌‌of‌‌                                 
Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ 

Clause‌ ‌3‌ ‌ 

Third-party‌ ‌beneficiaries‌ ‌ 

(a) Data‌ ‌subjects‌ ‌may‌ ‌invoke‌ ‌and‌ ‌enforce‌ ‌these‌ ‌Clauses,‌ ‌as‌ ‌third-party‌ ‌beneficiaries,‌ ‌against‌ ‌the‌ ‌data‌‌                           
exporter‌ ‌and/or‌ ‌data‌ ‌importer,‌ ‌with‌ ‌the‌ ‌following‌ ‌exceptions:‌ ‌ 

(i) Clause‌ ‌1,‌ ‌Clause‌ ‌2,‌ ‌Clause‌ ‌3,‌ ‌Clause‌ ‌6,‌ ‌Clause‌ ‌7;‌ ‌ 

(ii) Clause‌‌8‌‌-‌‌Module‌‌One:‌‌Clause‌‌8.5‌‌(e)‌‌and‌‌Clause‌‌8.9(b);‌‌Module‌‌Two:‌‌Clause‌‌8.1(b),‌‌8.9(a),‌‌(c),‌‌(d)‌‌                                   
and‌‌(e);‌ ‌Module‌‌Three:‌‌Clause‌‌8.1(a),‌‌(c)‌‌and‌‌(d)‌‌and‌‌Clause‌‌8.9(a),‌‌(c),‌‌(d),‌‌(e),‌‌(f)‌‌and‌‌(g);‌‌Module‌‌                                     
Four:‌ ‌Clause‌ ‌8.1‌ ‌(b)‌ ‌and‌ ‌Clause‌ ‌8.3(b);‌ ‌ 

(iii) Clause‌ ‌9‌ ‌-‌ ‌Module‌ ‌Two:‌ ‌Clause‌ ‌9(a),‌ ‌(c),‌ ‌(d)‌ ‌and‌ ‌(e);‌ ‌Module‌ ‌Three:‌ ‌Clause‌ ‌9(a),‌ ‌(c),‌ ‌(d)‌ ‌and‌ ‌(e);‌ ‌ 

(iv) Clause‌ ‌12‌ ‌-‌ ‌Module‌ ‌One:‌ ‌Clause‌ ‌12(a)‌ ‌and‌ ‌(d);‌ ‌Modules‌ ‌Two‌ ‌and‌ ‌Three:‌ ‌Clause‌ ‌12(a),‌ ‌(d)‌ ‌and‌ ‌(f);‌ ‌ 

(v) Clause‌ ‌13;‌ ‌ 

(vi) Clause‌ ‌15.1(c),‌ ‌(d)‌ ‌and‌ ‌(e);‌ ‌ 

(vii) Clause‌ ‌16(e);‌ ‌ 

(viii) Clause‌ ‌18‌ ‌-‌ ‌Modules‌ ‌One,‌ ‌Two‌ ‌and‌ ‌Three:‌ ‌Clause‌ ‌18(a)‌ ‌and‌ ‌(b);‌ ‌Module‌ ‌Four:‌ ‌Clause‌ ‌18.‌ ‌ 

(b) Paragraph‌ ‌(a)‌ ‌is‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌rights‌ ‌of‌ ‌data‌ ‌subjects‌ ‌under‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ 

Clause‌ ‌4‌ ‌ 

Interpretation‌ ‌ 

(a) Where‌‌these‌‌Clauses‌‌use‌‌terms‌‌that‌‌are‌‌defined‌‌in‌‌Regulation‌‌(EU)‌‌2016/679,‌‌those‌‌terms‌‌shall‌‌have‌‌the‌‌                                 
same‌ ‌meaning‌ ‌as‌ ‌in‌ ‌that‌ ‌Regulation.‌ ‌ 

(b) These‌ ‌Clauses‌ ‌shall‌ ‌be‌ ‌read‌ ‌and‌ ‌interpreted‌ ‌in‌ ‌the‌ ‌light‌ ‌of‌ ‌the‌ ‌provisions‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ 

(c) These‌‌Clauses‌‌shall‌ ‌not‌‌be‌‌interpreted‌‌in‌‌a‌‌way‌‌that‌‌conflicts‌‌with‌‌rights‌‌and‌‌obligations‌‌provided‌‌for‌‌in‌‌                                   
Regulation‌ ‌(EU)‌ ‌2016/679.‌‌ ‌  

‌   



‌ 

Clause‌ ‌5‌ ‌ 

Hierarchy‌ ‌ 

In‌ ‌the‌ ‌event‌ ‌of‌ ‌a‌ ‌contradiction‌ ‌between‌ ‌these‌ ‌Clauses‌ ‌and‌ ‌the‌ ‌provisions‌ ‌of‌ ‌related‌ ‌agreements‌ ‌between‌ ‌the‌‌                                 
Parties,‌ ‌existing‌ ‌at‌ ‌the‌ ‌time‌ ‌these‌ ‌Clauses‌ ‌are‌ ‌agreed‌ ‌or‌ ‌entered‌ ‌into‌ ‌thereafter,‌ ‌these‌ ‌Clauses‌ ‌shall‌ ‌prevail.‌ ‌ 

Clause‌ ‌6‌ ‌ 

Description‌ ‌of‌ ‌the‌ ‌transfer(s)‌ ‌ 

The‌ ‌details‌ ‌of‌ ‌the‌ ‌transfer(s),‌ ‌and‌ ‌in‌ ‌particular‌ ‌the‌ ‌categories‌ ‌of‌ ‌personal‌ ‌data‌ ‌that‌ ‌are‌ ‌transferred‌ ‌and‌ ‌the‌‌                                   
purpose(s)‌ ‌for‌ ‌which‌ ‌they‌ ‌are‌ ‌transferred,‌ ‌are‌ ‌specified‌ ‌in‌ ‌Annex‌ ‌I.B.‌ ‌ 

Clause‌ ‌7‌ ‌-‌ ‌Optional‌ ‌ 

Docking‌ ‌clause‌ ‌ 

(a) An‌ ‌entity‌ ‌that‌ ‌is‌‌not‌‌a‌‌Party‌‌to‌‌these‌‌Clauses‌‌may,‌‌with‌‌the‌‌agreement‌‌of‌‌the‌‌Parties,‌ ‌accede‌‌to‌‌these‌‌                                       
Clauses‌ ‌at‌ ‌any‌ ‌time,‌ ‌either‌ ‌as‌ ‌a‌ ‌data‌‌exporter‌‌or‌‌as‌‌a‌‌data‌‌importer,‌‌by‌‌completing‌‌the‌‌Appendix‌‌and‌‌                                     
signing‌ ‌Annex‌ ‌I.A.‌ ‌ ‌   

(b) Once‌‌it‌ ‌has‌‌completed‌‌the‌‌Appendix‌‌and‌‌signed‌‌Annex‌‌I.A,‌‌the‌‌acceding‌‌entity‌‌shall‌ ‌become‌‌a‌‌Party‌‌to‌‌                                   
these‌‌Clauses‌‌and‌‌have‌‌the‌‌rights‌‌and‌‌obligations‌‌of‌‌a‌‌data‌‌exporter‌‌or‌‌data‌‌importer‌‌in‌‌accordance‌‌with‌‌                                   
its‌ ‌designation‌ ‌in‌ ‌Annex‌ ‌I.A.‌ ‌ 

(c) The‌‌acceding‌‌entity‌‌shall‌ ‌have‌‌no‌‌rights‌‌or‌‌obligations‌‌arising‌‌under‌‌these‌‌Clauses‌‌from‌‌the‌‌period‌‌prior‌‌                                 
to‌ ‌becoming‌ ‌a‌ ‌Party.‌ ‌ 

‌ 

SECTION‌ ‌II‌ ‌–‌ ‌OBLIGATIONS‌ ‌OF‌ ‌THE‌ ‌PARTIES‌ ‌ 

Clause‌ ‌8‌ ‌ 

Data‌ ‌protection‌ ‌safeguards‌ ‌ 

The‌‌data‌‌exporter‌‌warrants‌‌that‌‌it‌‌has‌‌used‌‌reasonable‌‌efforts‌‌to‌‌determine‌‌that‌‌the‌‌data‌‌importer‌‌is‌‌able,‌‌through‌‌                                     
the‌ ‌implementation‌ ‌of‌ ‌appropriate‌ ‌technical‌ ‌and‌ ‌organisational‌ ‌measures,‌ ‌to‌ ‌satisfy‌ ‌its‌ ‌obligations‌‌under‌‌these‌‌                           
Clauses.‌‌ ‌  

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

8.1‌ Purpose‌ ‌limitation‌ ‌ 

The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌only‌ ‌for‌ ‌the‌ ‌specific‌ ‌purpose(s)‌ ‌of‌ ‌the‌ ‌transfer,‌‌as‌‌set‌‌out‌‌in‌‌                                       
Annex‌ ‌I.B.‌ ‌It‌ ‌may‌ ‌only‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌for‌ ‌another‌ ‌purpose:‌‌ ‌  

(i) where‌ ‌it‌ ‌has‌ ‌obtained‌ ‌the‌ ‌data‌ ‌subject’s‌ ‌prior‌ ‌consent;‌‌ ‌  

(ii) where‌ ‌necessary‌ ‌for‌ ‌the‌ ‌establishment,‌ ‌exercise‌ ‌or‌ ‌defence‌ ‌of‌ ‌legal‌ ‌claims‌ ‌in‌ ‌the‌ ‌context‌ ‌of‌‌                             
specific‌ ‌administrative,‌ ‌regulatory‌ ‌or‌ ‌judicial‌ ‌proceedings;‌ ‌or‌‌ ‌  

(iii) where‌ ‌necessary‌ ‌in‌‌order‌‌to‌‌protect‌‌the‌‌vital‌‌interests‌‌of‌‌the‌‌data‌‌subject‌‌or‌‌of‌‌another‌‌natural‌‌                                 
person.‌ ‌ 



‌ 

8.2‌ Transparency‌‌ ‌  

(a) In‌ ‌order‌ ‌to‌ ‌enable‌ ‌data‌ ‌subjects‌ ‌to‌ ‌effectively‌ ‌exercise‌ ‌their‌ ‌rights‌ ‌pursuant‌ ‌to‌ ‌Clause 10,‌ ‌the‌ ‌data‌‌                               
importer‌ ‌shall‌ ‌inform‌ ‌them,‌ ‌either‌ ‌directly‌ ‌or‌ ‌through‌ ‌the‌ ‌data‌ ‌exporter:‌ ‌ 

(i) of‌ ‌its‌ ‌identity‌ ‌and‌ ‌contact‌ ‌details;‌ ‌ 

(ii) of‌ ‌the‌ ‌categories‌ ‌of‌ ‌personal‌ ‌data‌ ‌processed;‌ ‌ 

(iii) of‌ ‌the‌ ‌right‌ ‌to‌ ‌obtain‌ ‌a‌ ‌copy‌ ‌of‌ ‌these‌ ‌Clauses;‌ ‌ 

(iv) where‌ ‌it‌ ‌intends‌‌to‌‌onward‌‌transfer‌‌the‌‌personal‌‌data‌‌to‌‌any‌‌third‌‌party/ies,‌‌of‌‌the‌‌recipient‌‌or‌‌                                 
categories‌ ‌of‌ ‌recipients‌ ‌(as‌ ‌appropriate‌ ‌with‌ ‌a‌ ‌view‌ ‌to‌ ‌providing‌ ‌meaningful‌ ‌information),‌ ‌the‌‌                         
purpose‌ ‌of‌ ‌such‌ ‌onward‌ ‌transfer‌ ‌and‌ ‌the‌ ‌ground‌ ‌therefore‌ ‌pursuant‌ ‌to‌ ‌Clause‌ ‌8.7.‌ ‌ 

(b) Paragraph‌ ‌(a)‌‌shall‌ ‌not‌‌apply‌‌where‌‌the‌‌data‌‌subject‌‌already‌‌has‌‌the‌‌information,‌‌including‌‌when‌‌such‌‌                               
information‌ ‌has‌ ‌already‌ ‌been‌ ‌provided‌ ‌by‌ ‌the‌ ‌data‌ ‌exporter,‌ ‌or‌ ‌providing‌ ‌the‌ ‌information‌ ‌proves‌‌                           
impossible‌‌or‌‌would‌‌involve‌‌a‌‌disproportionate‌‌effort‌‌for‌‌the‌‌data‌‌importer.‌‌In‌‌the‌‌latter‌‌case,‌‌the‌‌data‌‌                                 
importer‌ ‌shall,‌ ‌to‌ ‌the‌ ‌extent‌ ‌possible,‌ ‌make‌ ‌the‌ ‌information‌ ‌publicly‌ ‌available.‌ ‌ 

(c) On‌ ‌request,‌ ‌the‌ ‌Parties‌ ‌shall‌ ‌make‌ ‌a‌ ‌copy‌ ‌of‌ ‌these‌ ‌Clauses,‌ ‌including‌ ‌the‌ ‌Appendix‌ ‌as‌ ‌completed‌‌by‌‌                                 
them,‌‌available‌‌to‌‌the‌‌data‌‌subject‌‌free‌‌of‌‌charge.‌‌To‌‌the‌‌extent‌‌necessary‌‌to‌‌protect‌‌business‌‌secrets‌‌or‌‌                                   
other‌ ‌confidential‌ ‌information,‌ ‌including‌ ‌personal‌ ‌data,‌ ‌the‌ ‌Parties‌‌may‌‌redact‌‌part‌‌of‌‌the‌‌text‌‌of‌‌the‌‌                               
Appendix‌‌prior‌‌to‌‌sharing‌‌a‌‌copy,‌‌but‌‌shall‌‌provide‌‌a‌‌meaningful‌‌summary‌‌where‌‌the‌‌data‌‌subject‌‌would‌‌                                 
otherwise‌‌not‌‌be‌‌able‌‌to‌‌understand‌‌its‌‌content‌‌or‌‌exercise‌‌his/her‌‌rights.‌‌On‌‌request,‌‌the‌‌Parties‌‌shall‌‌                                 
provide‌‌the‌‌data‌‌subject‌‌with‌‌the‌‌reasons‌‌for‌‌the‌‌redactions,‌‌to‌‌the‌‌extent‌‌possible‌‌without‌‌revealing‌‌the‌‌                                 
redacted‌ ‌information.‌ ‌ 

(d) Paragraphs‌‌(a)‌‌to‌‌(c)‌‌are‌‌without‌‌prejudice‌‌to‌‌the‌‌obligations‌‌of‌‌the‌‌data‌‌exporter‌‌under‌‌Articles‌‌13‌‌and‌‌                                   
14‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ ‌   

8.3‌ Accuracy‌ ‌and‌ ‌data‌ ‌minimisation‌ ‌ 

(a) Each‌ ‌Party‌ ‌shall‌ ‌ensure‌ ‌that‌ ‌the‌ ‌personal‌ ‌data‌‌is‌‌accurate‌‌and,‌‌where‌‌necessary,‌‌kept‌‌up‌‌to‌‌date.‌‌The‌‌                                   
data‌ ‌importer‌ ‌shall‌ ‌take‌ ‌every‌ ‌reasonable‌ ‌step‌ ‌to‌‌ensure‌‌that‌‌personal‌‌data‌‌that‌‌is‌‌inaccurate,‌‌having‌‌                               
regard‌ ‌to‌ ‌the‌ ‌purpose(s)‌ ‌of‌ ‌processing,‌ ‌is‌ ‌erased‌ ‌or‌ ‌rectified‌ ‌without‌ ‌delay.‌ ‌ 

(b) If‌ ‌one‌‌of‌‌the‌‌Parties‌‌becomes‌‌aware‌‌that‌‌the‌‌personal‌‌data‌‌it‌‌has‌‌transferred‌‌or‌‌received‌‌is‌‌inaccurate,‌‌or‌‌                                     
has‌ ‌become‌ ‌outdated,‌ ‌it‌ ‌shall‌ ‌inform‌ ‌the‌ ‌other‌ ‌Party‌ ‌without‌ ‌undue‌ ‌delay.‌ ‌ 

(c) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌ensure‌ ‌that‌ ‌the‌ ‌personal‌ ‌data‌ ‌is‌ ‌adequate,‌ ‌relevant‌ ‌and‌ ‌limited‌ ‌to‌ ‌what‌ ‌is‌‌                                 
necessary‌ ‌in‌ ‌relation‌ ‌to‌ ‌the‌ ‌purpose(s)‌ ‌of‌ ‌processing.‌‌ ‌  

8.4‌ Storage‌ ‌limitation‌ ‌ 

The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌retain‌ ‌the‌ ‌personal‌ ‌data‌ ‌for‌ ‌no‌ ‌longer‌ ‌than‌ ‌necessary‌‌for‌‌the‌‌purpose(s)‌‌for‌‌which‌‌it‌ ‌is‌‌                                       
processed.‌ ‌It‌ ‌shall‌ ‌put‌ ‌in‌ ‌place‌ ‌appropriate‌ ‌technical‌ ‌or‌‌organisational‌‌measures‌‌to‌‌ensure‌‌compliance‌‌with‌‌this‌‌                               
obligation,‌ ‌including‌ ‌erasure‌ ‌or‌ ‌anonymisation‌ ‌ ‌of‌ ‌the‌ ‌data‌ ‌and‌ ‌all‌ ‌back-ups‌ ‌at‌ ‌the‌ ‌end‌ ‌of‌ ‌the‌ ‌retention‌ ‌period.‌ ‌ ‌   

2

8.5‌ Security‌ ‌of‌ ‌processing‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌and,‌ ‌during‌ ‌transmission,‌ ‌also‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌implement‌ ‌appropriate‌‌                         
technical‌‌and‌‌organisational‌‌measures‌‌to‌‌ensure‌‌the‌‌security‌‌of‌‌the‌‌personal‌‌data,‌‌including‌ ‌protection‌‌                           

2 ‌  This‌‌requires‌‌rendering‌‌the‌‌data‌‌anonymous‌‌in‌‌such‌‌a‌‌way‌‌that‌‌the‌‌individual‌‌is‌‌no‌‌longer‌‌identifiable‌‌by‌‌anyone,‌‌                                     
in‌ ‌line‌ ‌with‌ ‌recital‌ ‌26‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679,‌ ‌and‌ ‌that‌ ‌this‌ ‌process‌ ‌is‌ ‌irreversible.‌ ‌ 



‌ 

against‌‌a‌‌breach‌‌of‌‌security‌‌leading‌‌to‌‌accidental‌‌or‌‌unlawful‌‌destruction,‌‌loss,‌‌alteration,‌‌unauthorised‌‌                           
disclosure‌‌or‌‌access‌‌(hereinafter‌‌“personal‌‌data‌‌breach”).‌ ‌In‌‌assessing‌‌the‌‌appropriate‌‌level‌‌of‌‌security,‌‌                           
they‌ ‌shall‌ ‌take‌ ‌due‌ ‌account‌ ‌of‌ ‌the‌ ‌state‌ ‌of‌ ‌the‌ ‌art,‌ ‌the‌ ‌costs‌ ‌of‌ ‌implementation,‌ ‌the‌ ‌nature,‌ ‌scope,‌‌                                   
context‌ ‌and‌‌purpose(s)‌‌of‌‌processing‌‌and‌‌the‌‌risks‌‌involved‌‌in‌‌the‌‌processing‌‌for‌‌the‌‌data‌‌subject.‌‌The‌‌                                 
Parties‌‌shall‌ ‌in‌‌particular‌‌consider‌‌having‌‌recourse‌‌to‌‌encryption‌‌or‌‌pseudonymisation,‌‌including‌‌during‌‌                         
transmission,‌ ‌where‌ ‌the‌ ‌purpose‌ ‌of‌ ‌processing‌ ‌can‌ ‌be‌ ‌fulfilled‌ ‌in‌ ‌that‌ ‌manner.‌‌ ‌  

(b) The‌ ‌Parties‌ ‌have‌ ‌agreed‌ ‌on‌ ‌the‌ ‌technical‌ ‌and‌ ‌organisational‌ ‌measures‌ ‌set‌ ‌out‌ ‌in‌ ‌Annex‌ ‌II.‌ ‌The‌ ‌data‌‌                                 
importer‌ ‌shall‌ ‌carry‌ ‌out‌ ‌regular‌ ‌checks‌ ‌to‌ ‌ensure‌ ‌that‌ ‌these‌ ‌measures‌ ‌continue‌ ‌to‌ ‌provide‌ ‌an‌‌                             
appropriate‌ ‌level‌ ‌of‌ ‌security.‌ ‌ 

(c) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌ensure‌ ‌that‌ ‌persons‌ ‌authorised‌‌to‌‌process‌‌the‌‌personal‌‌data‌‌have‌‌committed‌‌                             
themselves‌ ‌to‌ ‌confidentiality‌ ‌or‌ ‌are‌ ‌under‌ ‌an‌ ‌appropriate‌ ‌statutory‌ ‌obligation‌ ‌of‌ ‌confidentiality.‌ ‌ 

(d) In‌‌the‌‌event‌‌of‌‌a‌‌personal‌‌data‌‌breach‌‌concerning‌‌personal‌‌data‌‌processed‌‌by‌‌the‌‌data‌‌importer‌‌under‌‌                                 
these‌‌Clauses,‌‌the‌‌data‌‌importer‌‌shall‌ ‌take‌‌appropriate‌‌measures‌‌to‌‌address‌‌the‌‌personal‌‌data‌‌breach,‌‌                             
including‌ ‌measures‌ ‌to‌ ‌mitigate‌ ‌its‌ ‌possible‌ ‌adverse‌ ‌effects.‌ ‌ 

(e) In‌ ‌case‌ ‌of‌ ‌a‌ ‌personal‌ ‌data‌‌breach‌‌that‌‌is‌‌likely‌‌to‌‌result‌‌in‌‌a‌‌risk‌‌to‌‌the‌‌rights‌‌and‌‌freedoms‌‌of‌‌natural‌‌                                           
persons,‌‌the‌‌data‌‌importer‌‌shall‌ ‌without‌‌undue‌‌delay‌‌notify‌‌both‌‌the‌‌data‌‌exporter‌‌and‌‌the‌‌competent‌‌                               
supervisory‌‌authority‌‌pursuant‌‌to‌‌Clause‌‌13.‌‌Such‌‌notification‌‌shall‌‌contain‌‌i)‌‌a‌‌description‌‌of‌‌the‌‌nature‌‌                               
of‌ ‌the‌ ‌breach‌ ‌(including,‌ ‌where‌ ‌possible,‌ ‌categories‌ ‌and‌ ‌approximate‌ ‌number‌ ‌of‌ ‌data‌ ‌subjects‌ ‌and‌‌                           
personal‌ ‌data‌ ‌records‌ ‌concerned),‌ ‌ii)‌ ‌its‌ ‌likely‌ ‌consequences,‌ ‌iii)‌ ‌the‌ ‌measures‌ ‌taken‌ ‌or‌ ‌proposed‌ ‌to‌‌                             
address‌‌the‌‌breach,‌‌and‌‌iv)‌‌the‌‌details‌‌of‌‌a‌‌contact‌‌point‌‌from‌‌whom‌‌more‌‌information‌‌can‌‌be‌‌obtained.‌‌                                   
To‌‌the‌‌extent‌‌it‌ ‌is‌ ‌not‌‌possible‌‌for‌‌the‌‌data‌‌importer‌‌to‌‌provide‌‌all‌ ‌the‌‌information‌‌at‌‌the‌‌same‌‌time,‌‌it‌‌                                         
may‌ ‌do‌ ‌so‌ ‌in‌ ‌phases‌ ‌without‌ ‌undue‌ ‌further‌ ‌delay.‌‌ ‌  

(f) In‌‌case‌‌of‌‌a‌‌personal‌‌data‌‌breach‌‌that‌‌is‌‌likely‌‌to‌‌result‌‌in‌‌a‌‌high‌‌risk‌‌to‌‌the‌‌rights‌‌and‌‌freedoms‌‌of‌‌natural‌‌                                             
persons,‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌also‌ ‌notify‌ ‌without‌ ‌undue‌ ‌delay‌ ‌the‌ ‌data‌ ‌subjects‌ ‌concerned‌‌of‌‌the‌‌                               
personal‌ ‌data‌ ‌breach‌ ‌and‌ ‌its‌‌nature,‌‌if‌ ‌necessary‌‌in‌‌cooperation‌‌with‌‌the‌‌data‌‌exporter,‌‌together‌‌with‌‌                               
the‌‌information‌‌referred‌‌to‌‌in‌‌paragraph‌‌(e),‌ ‌points‌‌ii)‌ ‌to‌‌iv),‌‌unless‌‌the‌‌data‌‌importer‌‌has‌‌implemented‌‌                                 
measures‌ ‌to‌ ‌significantly‌ ‌reduce‌ ‌the‌ ‌risk‌ ‌to‌ ‌the‌ ‌rights‌ ‌or‌ ‌freedoms‌ ‌of‌‌natural‌‌persons,‌‌or‌‌notification‌‌                               
would‌‌involve‌‌disproportionate‌‌efforts.‌ ‌In‌‌the‌‌latter‌‌case,‌‌the‌‌data‌‌importer‌‌shall‌ ‌instead‌‌issue‌‌a‌‌public‌‌                               
communication‌ ‌or‌ ‌take‌ ‌a‌ ‌similar‌ ‌measure‌ ‌to‌ ‌inform‌ ‌the‌ ‌public‌ ‌of‌ ‌the‌ ‌personal‌ ‌data‌ ‌breach.‌‌ ‌  

(g) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌document‌ ‌all‌ ‌relevant‌ ‌facts‌ ‌relating‌‌to‌‌the‌‌personal‌‌data‌‌breach,‌‌including‌‌its‌‌                               
effects‌ ‌and‌ ‌any‌ ‌remedial‌ ‌action‌ ‌taken,‌ ‌and‌ ‌keep‌ ‌a‌ ‌record‌ ‌thereof.‌ ‌ 

8.6‌ Sensitive‌ ‌data‌ ‌ 

Where‌ ‌the‌ ‌transfer‌ ‌involves‌ ‌personal‌ ‌data‌ ‌revealing‌ ‌racial‌ ‌or‌ ‌ethnic‌ ‌origin,‌ ‌political‌ ‌opinions,‌ ‌religious‌ ‌or‌‌                             
philosophical‌ ‌beliefs,‌ ‌or‌ ‌trade‌ ‌union‌ ‌membership,‌ ‌genetic‌ ‌data,‌ ‌or‌ ‌biometric‌ ‌data‌ ‌for‌ ‌the‌ ‌purpose‌ ‌of‌ ‌uniquely‌‌                               
identifying‌‌a‌‌natural‌‌person,‌‌data‌‌concerning‌‌health‌‌or‌‌a‌‌person’s‌‌sex‌‌life‌‌or‌‌sexual‌‌orientation,‌‌or‌‌data‌‌relating‌‌to‌‌                                     
criminal‌ ‌convictions‌ ‌or‌ ‌offences‌ ‌(hereinafter‌ ‌“sensitive‌ ‌data”),‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌apply‌‌specific‌‌restrictions‌‌                           
and/or‌ ‌additional‌ ‌safeguards‌ ‌adapted‌ ‌to‌ ‌the‌ ‌specific‌ ‌nature‌‌of‌‌the‌‌data‌‌and‌‌the‌‌risks‌‌involved.‌‌This‌‌may‌‌include‌‌                                   
restricting‌ ‌the‌ ‌personnel‌ ‌permitted‌ ‌to‌ ‌access‌ ‌the‌ ‌personal‌ ‌data,‌ ‌additional‌ ‌security‌ ‌measures‌ ‌(such‌ ‌as‌‌                           
pseudonymisation)‌ ‌and/or‌ ‌additional‌ ‌restrictions‌ ‌with‌ ‌respect‌ ‌to‌ ‌further‌ ‌disclosure.‌ ‌ 

8.7‌ Onward‌ ‌transfers‌ ‌ 



‌ 

The‌‌data‌‌importer‌‌shall‌ ‌not‌‌disclose‌‌the‌‌personal‌‌data‌‌to‌‌a‌‌third‌‌party‌‌located‌‌outside‌‌the‌‌European‌‌Union‌ ‌(in‌‌the‌‌                                       
3

same‌ ‌country‌ ‌as‌ ‌the‌ ‌data‌ ‌importer‌ ‌or‌ ‌in‌ ‌another‌ ‌third‌ ‌country,‌ ‌hereinafter‌ ‌“onward‌ ‌transfer”)‌ ‌unless‌‌the‌‌third‌‌                                 
party‌‌is‌‌or‌‌agrees‌‌to‌‌be‌‌bound‌‌by‌‌these‌‌Clauses,‌‌under‌‌the‌‌appropriate‌‌Module.‌‌Otherwise,‌‌an‌‌onward‌‌transfer‌‌by‌‌                                     
the‌ ‌data‌ ‌importer‌ ‌may‌ ‌only‌ ‌take‌ ‌place‌ ‌if:‌‌ ‌  

(i) it‌ ‌is‌ ‌to‌‌a‌‌country‌‌benefitting‌‌from‌‌an‌‌adequacy‌‌decision‌‌pursuant‌‌to‌‌Article‌‌45‌‌of‌‌Regulation‌‌(EU)‌‌                                 
2016/679‌ ‌that‌ ‌covers‌ ‌the‌ ‌onward‌ ‌transfer;‌‌ ‌  

(ii) the‌ ‌third‌ ‌party‌ ‌otherwise‌ ‌ensures‌ ‌appropriate‌ ‌safeguards‌ ‌pursuant‌ ‌to‌ ‌Articles‌ ‌46‌ ‌or‌ ‌47‌ ‌of‌‌                           
Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌with‌ ‌respect‌ ‌to‌ ‌the‌ ‌processing‌ ‌in‌ ‌question;‌ ‌ 

(iii) the‌‌third‌‌party‌‌enters‌‌into‌‌a‌‌binding‌‌instrument‌‌with‌‌the‌‌data‌‌importer‌‌ensuring‌‌the‌‌same‌‌level‌‌of‌‌                                 
data‌ ‌protection‌ ‌as‌ ‌under‌ ‌these‌ ‌Clauses,‌ ‌and‌ ‌the‌ ‌data‌ ‌importer‌ ‌provides‌ ‌a‌ ‌copy‌ ‌of‌ ‌these‌‌                             
safeguards‌ ‌to‌ ‌the‌ ‌data‌ ‌exporter;‌ ‌ 

(iv) it‌ ‌is‌ ‌necessary‌‌for‌‌the‌‌establishment,‌‌exercise‌‌or‌‌defence‌‌of‌‌legal‌‌claims‌‌in‌‌the‌‌context‌‌of‌‌specific‌‌                                 
administrative,‌ ‌regulatory‌ ‌or‌ ‌judicial‌ ‌proceedings;‌ ‌ 

(v) it‌ ‌is‌ ‌necessary‌ ‌in‌ ‌order‌ ‌to‌ ‌protect‌ ‌the‌ ‌vital‌ ‌interests‌ ‌of‌ ‌the‌ ‌data‌ ‌subject‌ ‌or‌ ‌of‌ ‌another‌ ‌natural‌‌                                   
person;‌ ‌or‌ ‌ 

(vi) where‌‌none‌‌of‌‌the‌‌other‌‌conditions‌‌apply,‌‌the‌‌data‌‌importer‌‌has‌‌obtained‌‌the‌‌explicit‌‌consent‌‌of‌‌                               
the‌‌data‌‌subject‌‌for‌‌an‌‌onward‌‌transfer‌‌in‌‌a‌‌specific‌‌situation,‌‌after‌‌having‌‌informed‌‌him/her‌‌of‌‌its‌‌                                 
purpose(s),‌ ‌the‌‌identity‌‌of‌‌the‌‌recipient‌‌and‌‌the‌‌possible‌‌risks‌‌of‌‌such‌‌transfer‌‌to‌‌him/her‌‌due‌‌to‌‌                                 
the‌‌lack‌‌of‌‌appropriate‌‌data‌‌protection‌‌safeguards.‌‌In‌‌this‌‌case,‌‌the‌‌data‌‌importer‌‌shall‌‌inform‌‌the‌‌                               
data‌ ‌exporter‌ ‌and,‌ ‌at‌ ‌the‌ ‌request‌ ‌of‌ ‌the‌ ‌latter,‌ ‌shall‌ ‌transmit‌ ‌to‌ ‌it‌ ‌a‌ ‌copy‌ ‌of‌ ‌the‌ ‌information‌‌                                   
provided‌ ‌to‌ ‌the‌ ‌data‌ ‌subject.‌ ‌ 

Any‌ ‌onward‌ ‌transfer‌ ‌is‌ ‌subject‌ ‌to‌ ‌compliance‌ ‌by‌ ‌the‌ ‌data‌ ‌importer‌ ‌with‌ ‌all‌ ‌the‌ ‌other‌ ‌safeguards‌ ‌under‌ ‌these‌‌                                   
Clauses,‌ ‌in‌ ‌particular‌ ‌purpose‌ ‌limitation.‌ 

8.8‌ Processing‌ ‌under‌ ‌the‌ ‌authority‌ ‌of‌ ‌the‌ ‌data‌ ‌importer‌ ‌ 

The‌‌data‌‌importer‌‌shall‌ ‌ensure‌‌that‌‌any‌‌person‌‌acting‌‌under‌‌its‌‌authority,‌‌including‌‌a‌‌processor,‌‌processes‌‌the‌‌data‌‌                                   
only‌ ‌on‌ ‌its‌ ‌instructions.‌‌ ‌  

8.9‌ Documentation‌ ‌and‌ ‌compliance‌ ‌ 

(a) Each‌ ‌Party‌ ‌shall‌ ‌be‌ ‌able‌ ‌to‌ ‌demonstrate‌ ‌compliance‌ ‌with‌ ‌its‌ ‌obligations‌ ‌under‌ ‌these‌ ‌Clauses.‌ ‌In‌‌                             
particular,‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌keep‌‌appropriate‌‌documentation‌‌of‌‌the‌‌processing‌‌activities‌‌carried‌‌                         
out‌ ‌under‌ ‌its‌ ‌responsibility.‌ ‌ 

(b) The‌‌data‌‌importer‌‌shall‌ ‌make‌‌such‌‌documentation‌‌available‌‌to‌‌the‌‌competent‌‌supervisory‌‌authority‌‌on‌‌                           
request.‌ ‌ 

‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

8.1‌ Instructions‌ ‌ 

3 ‌  The‌‌Agreement‌‌on‌‌the‌‌European‌‌Economic‌‌Area‌‌(EEA‌‌Agreement)‌‌provides‌‌for‌‌the‌‌extension‌‌of‌‌the‌‌European‌‌                               
Union's‌‌internal‌‌market‌‌to‌‌the‌‌three‌‌EEA‌‌States‌‌Iceland,‌‌Liechtenstein‌‌and‌‌Norway.‌‌The‌‌Union‌‌data‌‌protection‌‌                               
legislation,‌‌including‌‌Regulation‌‌(EU)‌‌2016/679,‌‌is‌‌covered‌‌by‌‌the‌‌EEA‌‌Agreement‌‌and‌‌has‌‌been‌‌incorporated‌‌                             
into‌‌Annex‌‌XI‌‌thereto.‌‌Therefore,‌‌any‌‌disclosure‌‌by‌‌the‌‌data‌‌importer‌‌to‌‌a‌‌third‌‌party‌‌located‌‌in‌‌the‌‌EEA‌‌does‌‌                                       
not‌ ‌qualify‌ ‌as‌ ‌an‌ ‌onward‌ ‌transfer‌ ‌for‌ ‌the‌ ‌purpose‌ ‌of‌ ‌these‌ ‌Clauses.‌ ‌ 

‌ 



‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌only‌ ‌on‌ ‌documented‌ ‌instructions‌ ‌from‌ ‌the‌ ‌data‌‌                             
exporter.‌ ‌The‌ ‌data‌ ‌exporter‌ ‌may‌ ‌give‌ ‌such‌ ‌instructions‌ ‌throughout‌ ‌the‌ ‌duration‌ ‌of‌ ‌the‌ ‌contract.‌ ‌ 

(b) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌immediately‌ ‌inform‌ ‌the‌ ‌data‌ ‌exporter‌ ‌if‌ ‌it‌ ‌is‌ ‌unable‌ ‌to‌ ‌follow‌ ‌those‌ ‌instructions.‌‌  

8.2‌ Purpose‌ ‌limitation‌ ‌ 

The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌only‌ ‌for‌ ‌the‌ ‌specific‌ ‌purpose(s)‌ ‌of‌ ‌the‌ ‌transfer,‌‌as‌‌set‌‌out‌‌in‌‌                                       
Annex‌ ‌I.B,‌ ‌unless‌ ‌on‌ ‌further‌ ‌instructions‌ ‌from‌ ‌the‌ ‌data‌ ‌exporter.‌‌  

8.3‌ Transparency‌‌ ‌  

On‌ ‌request,‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌make‌ ‌a‌ ‌copy‌ ‌of‌ ‌these‌ ‌Clauses,‌ ‌including‌‌the‌‌Appendix‌‌as‌‌completed‌‌by‌‌the‌‌                                     
Parties,‌ ‌available‌ ‌to‌ ‌the‌‌data‌‌subject‌‌free‌‌of‌‌charge.‌‌To‌‌the‌‌extent‌‌necessary‌‌to‌‌protect‌‌business‌‌secrets‌‌or‌‌other‌‌                                     
confidential‌ ‌information,‌ ‌including‌ ‌the‌‌measures‌‌described‌‌in‌‌Annex‌‌II‌ ‌and‌‌personal‌‌data,‌‌the‌‌data‌‌exporter‌‌may‌‌                               
redact‌ ‌part‌ ‌of‌ ‌the‌ ‌text‌ ‌of‌ ‌the‌ ‌Appendix‌ ‌to‌ ‌these‌ ‌Clauses‌‌prior‌‌to‌‌sharing‌‌a‌‌copy,‌‌but‌‌shall‌ ‌provide‌‌a‌‌meaningful‌‌                                         
summary‌ ‌where‌ ‌the‌ ‌data‌ ‌subject‌ ‌would‌ ‌otherwise‌‌not‌‌be‌‌able‌‌to‌‌understand‌‌the‌‌its‌‌content‌‌or‌‌exercise‌‌his/her‌‌                                   
rights.‌ ‌On‌ ‌request,‌ ‌the‌ ‌Parties‌ ‌shall‌ ‌provide‌ ‌the‌ ‌data‌ ‌subject‌ ‌with‌ ‌the‌ ‌reasons‌ ‌for‌‌the‌‌redactions,‌‌to‌‌the‌‌extent‌‌                                     
possible‌‌without‌‌revealing‌‌the‌‌redacted‌‌information.‌‌This‌‌Clause‌‌is‌‌without‌‌prejudice‌‌to‌‌the‌‌obligations‌‌of‌‌the‌‌data‌‌                                 
exporter‌ ‌under‌ ‌Articles‌ ‌13‌ ‌and‌ ‌14‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ ‌   

8.4‌ Accuracy‌ ‌ 

If‌ ‌the‌‌data‌‌importer‌‌becomes‌‌aware‌‌that‌‌the‌‌personal‌‌data‌‌it‌‌has‌‌received‌‌is‌‌inaccurate,‌‌or‌‌has‌‌become‌‌outdated,‌‌it‌‌                                       
shall‌ ‌inform‌‌the‌‌data‌‌exporter‌‌without‌‌undue‌‌delay.‌‌In‌‌this‌‌case,‌‌the‌‌data‌‌importer‌‌shall‌ ‌cooperate‌‌with‌‌the‌‌data‌‌                                     
exporter‌ ‌to‌ ‌erase‌ ‌or‌ ‌rectify‌ ‌the‌ ‌data.‌ ‌ 

8.5‌ Duration‌ ‌of‌ ‌processing‌ ‌and‌ ‌erasure‌ ‌or‌ ‌return‌ ‌of‌ ‌data‌ ‌ 

Processing‌‌by‌‌the‌‌data‌‌importer‌‌shall‌ ‌only‌‌take‌‌place‌‌for‌‌the‌‌duration‌‌specified‌‌in‌‌Annex‌‌I.B.‌‌After‌‌the‌‌end‌‌of‌‌the‌‌                                         
provision‌‌of‌‌the‌‌processing‌‌services,‌‌the‌‌data‌‌importer‌‌shall,‌ ‌at‌‌the‌‌choice‌‌of‌‌the‌‌data‌‌exporter,‌‌delete‌‌all‌‌personal‌‌                                     
data‌‌processed‌‌on‌‌behalf‌‌of‌‌the‌‌data‌‌exporter‌‌and‌‌certify‌‌to‌‌the‌‌data‌‌exporter‌‌that‌‌it‌‌has‌‌done‌‌so,‌‌or‌‌return‌‌to‌‌the‌‌                                             
data‌ ‌exporter‌ ‌all‌ ‌personal‌ ‌data‌ ‌processed‌ ‌on‌ ‌its‌ ‌behalf‌ ‌and‌ ‌delete‌ ‌existing‌ ‌copies.‌ ‌Until‌ ‌the‌ ‌data‌ ‌is‌ ‌deleted‌ ‌or‌‌                                     
returned,‌‌the‌‌data‌‌importer‌‌shall‌‌continue‌‌to‌‌ensure‌‌compliance‌‌with‌‌these‌‌Clauses.‌‌In‌‌case‌‌of‌‌local‌‌laws‌‌applicable‌‌                                   
to‌‌the‌‌data‌‌importer‌‌that‌‌prohibit‌‌return‌‌or‌‌deletion‌‌of‌‌the‌‌personal‌‌data,‌‌the‌‌data‌‌importer‌‌warrants‌‌that‌‌it‌ ‌will‌‌                                       
continue‌‌to‌‌ensure‌‌compliance‌‌with‌‌these‌‌Clauses‌‌and‌‌will‌‌only‌‌process‌‌it‌‌to‌‌the‌‌extent‌‌and‌‌for‌‌as‌‌long‌‌as‌‌required‌‌                                         
under‌ ‌that‌ ‌local‌ ‌law.‌ ‌This‌ ‌is‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌Clause‌‌14,‌‌in‌‌particular‌‌the‌‌requirement‌‌for‌‌the‌‌data‌‌importer‌‌                                     
under‌‌Clause‌‌14(e)‌‌to‌‌notify‌‌the‌‌data‌‌exporter‌‌throughout‌‌the‌‌duration‌‌of‌‌the‌‌contract‌‌if‌ ‌it‌ ‌has‌‌reason‌‌to‌‌believe‌‌                                       
that‌ ‌it‌ ‌is‌ ‌or‌ ‌has‌ ‌become‌ ‌subject‌ ‌to‌ ‌laws‌ ‌or‌ ‌practices‌ ‌not‌ ‌in‌ ‌line‌ ‌with‌ ‌the‌ ‌requirements‌ ‌under‌ ‌Clause‌ ‌14(a).‌‌ ‌  

8.6‌ Security‌ ‌of‌ ‌processing‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌and,‌ ‌during‌ ‌transmission,‌ ‌also‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌implement‌ ‌appropriate‌‌                         
technical‌‌and‌‌organisational‌‌measures‌‌to‌‌ensure‌‌the‌‌security‌‌of‌‌the‌‌data,‌‌including‌‌protection‌‌against‌‌a‌‌                             
breach‌‌of‌‌security‌‌leading‌‌to‌‌accidental‌‌or‌‌unlawful‌‌destruction,‌‌loss,‌‌alteration,‌‌unauthorised‌‌disclosure‌‌                         
or‌‌access‌‌to‌‌that‌‌data‌‌(hereinafter‌‌“personal‌‌data‌‌breach”).‌‌In‌‌assessing‌‌the‌‌appropriate‌‌level‌‌of‌‌security,‌‌                               
the‌‌Parties‌‌shall‌ ‌take‌‌due‌‌account‌‌of‌‌the‌‌state‌‌of‌‌the‌‌art,‌‌the‌‌costs‌‌of‌‌implementation,‌‌the‌‌nature,‌‌scope,‌‌                                     
context‌‌and‌‌purpose(s)‌‌of‌‌processing‌‌and‌‌the‌‌risks‌‌involved‌‌in‌‌the‌‌processing‌‌for‌‌the‌‌data‌‌subjects.‌‌The‌‌                                 
Parties‌‌shall‌ ‌in‌‌particular‌‌consider‌‌having‌‌recourse‌‌to‌‌encryption‌‌or‌‌pseudonymisation,‌‌including‌‌during‌‌                         
transmission,‌ ‌where‌ ‌the‌ ‌purpose‌ ‌of‌ ‌processing‌ ‌can‌ ‌be‌ ‌fulfilled‌ ‌in‌ ‌that‌ ‌manner.‌ ‌In‌ ‌case‌ ‌of‌‌                             
pseudonymisation,‌‌the‌‌additional‌‌information‌‌for‌‌attributing‌‌the‌‌personal‌‌data‌‌to‌‌a‌‌specific‌‌data‌‌subject‌‌                           
shall,‌ ‌where‌ ‌possible,‌ ‌remain‌ ‌under‌ ‌the‌ ‌exclusive‌ ‌control‌ ‌of‌ ‌the‌ ‌data‌ ‌exporter.‌ ‌In‌ ‌complying‌ ‌with‌ ‌its‌‌                               



‌ 

obligations‌ ‌under‌ ‌this‌ ‌paragraph,‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌at‌ ‌least‌ ‌implement‌ ‌the‌ ‌technical‌ ‌and‌‌                           
organisational‌‌measures‌‌specified‌‌in‌‌Annex‌‌II.‌‌The‌‌data‌‌importer‌‌shall‌‌carry‌‌out‌‌regular‌‌checks‌‌to‌‌ensure‌‌                               
that‌ ‌these‌ ‌measures‌ ‌continue‌ ‌to‌ ‌provide‌ ‌an‌ ‌appropriate‌ ‌level‌ ‌of‌ ‌security.‌‌ ‌  

(b) The‌‌data‌‌importer‌‌shall‌ ‌grant‌‌access‌‌to‌‌the‌‌personal‌‌data‌‌to‌‌members‌‌of‌‌its‌‌personnel‌‌only‌‌to‌‌the‌‌extent‌‌                                     
strictly‌ ‌necessary‌ ‌for‌‌the‌‌implementation,‌‌management‌‌and‌‌monitoring‌‌of‌‌the‌‌contract.‌ ‌It‌ ‌shall‌ ‌ensure‌‌                           
that‌ ‌persons‌ ‌authorised‌ ‌to‌‌process‌‌the‌‌personal‌‌data‌‌have‌‌committed‌‌themselves‌‌to‌‌confidentiality‌‌or‌‌                           
are‌ ‌under‌ ‌an‌ ‌appropriate‌ ‌statutory‌ ‌obligation‌ ‌of‌ ‌confidentiality.‌‌ ‌  

(c) In‌‌the‌‌event‌‌of‌‌a‌‌personal‌‌data‌‌breach‌‌concerning‌‌personal‌‌data‌‌processed‌‌by‌‌the‌‌data‌‌importer‌‌under‌‌                                 
these‌ ‌Clauses,‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌take‌ ‌appropriate‌ ‌measures‌ ‌to‌ ‌address‌ ‌the‌ ‌breach,‌ ‌including‌‌                           
measures‌ ‌to‌ ‌mitigate‌‌its‌‌adverse‌‌effects.‌ ‌The‌‌data‌‌importer‌‌shall‌ ‌also‌‌notify‌‌the‌‌data‌‌exporter‌‌without‌‌                               
undue‌ ‌delay‌ ‌after‌ ‌having‌ ‌become‌ ‌aware‌ ‌of‌ ‌the‌‌breach.‌‌Such‌‌notification‌‌shall‌ ‌contain‌‌the‌‌details‌‌of‌‌a‌‌                                 
contact‌ ‌point‌ ‌where‌ ‌more‌ ‌information‌ ‌can‌ ‌be‌ ‌obtained,‌ ‌a‌ ‌description‌ ‌of‌ ‌the‌ ‌nature‌ ‌of‌ ‌the‌ ‌breach‌‌                               
(including,‌ ‌where‌ ‌possible,‌ ‌categories‌ ‌and‌ ‌approximate‌ ‌number‌ ‌of‌ ‌data‌ ‌subjects‌ ‌and‌ ‌personal‌ ‌data‌‌                         
records‌‌concerned),‌‌its‌‌likely‌‌consequences‌‌and‌‌the‌‌measures‌‌taken‌‌or‌‌proposed‌‌to‌‌address‌‌the‌‌breach‌‌                             
including,‌‌where‌‌appropriate,‌‌measures‌‌to‌‌mitigate‌‌its‌‌possible‌‌adverse‌‌effects.‌‌Where,‌‌and‌‌in‌‌so‌‌far‌‌as,‌‌                               
it‌ ‌is‌ ‌not‌ ‌possible‌ ‌to‌ ‌provide‌ ‌all‌ ‌information‌ ‌at‌ ‌the‌ ‌same‌ ‌time,‌ ‌the‌‌initial‌ ‌notification‌‌shall‌ ‌contain‌‌the‌‌                                   
information‌ ‌then‌ ‌available‌ ‌and‌ ‌further‌ ‌information‌ ‌shall,‌ ‌as‌ ‌it‌ ‌becomes‌ ‌available,‌ ‌subsequently‌ ‌be‌‌                         
provided‌ ‌without‌ ‌undue‌ ‌delay.‌‌ ‌  

(d) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌cooperate‌ ‌with‌ ‌and‌ ‌assist‌ ‌the‌ ‌data‌ ‌exporter‌ ‌to‌ ‌enable‌ ‌the‌ ‌data‌ ‌exporter‌ ‌to‌‌                                 
comply‌ ‌with‌ ‌its‌ ‌obligations‌ ‌under‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679,‌ ‌in‌ ‌particular‌ ‌to‌ ‌notify‌ ‌the‌ ‌competent‌‌                           
supervisory‌ ‌authority‌ ‌and‌ ‌the‌‌affected‌‌data‌‌subjects,‌‌taking‌‌into‌‌account‌‌the‌‌nature‌‌of‌‌processing‌‌and‌‌                             
the‌ ‌information‌ ‌available‌ ‌to‌ ‌the‌ ‌data‌ ‌importer.‌ ‌ 

8.7‌ Sensitive‌ ‌data‌ ‌ 

Where‌ ‌the‌ ‌transfer‌ ‌involves‌ ‌personal‌ ‌data‌ ‌revealing‌ ‌racial‌ ‌or‌ ‌ethnic‌ ‌origin,‌ ‌political‌ ‌opinions,‌ ‌religious‌ ‌or‌‌                             
philosophical‌ ‌beliefs,‌ ‌or‌ ‌trade‌ ‌union‌ ‌membership,‌ ‌genetic‌ ‌data,‌ ‌or‌ ‌biometric‌ ‌data‌ ‌for‌ ‌the‌ ‌purpose‌ ‌of‌ ‌uniquely‌‌                               
identifying‌‌a‌‌natural‌‌person,‌‌data‌‌concerning‌‌health‌‌or‌‌a‌‌person’s‌‌sex‌‌life‌‌or‌‌sexual‌‌orientation,‌‌or‌‌data‌‌relating‌‌to‌‌                                     
criminal‌ ‌convictions‌ ‌and‌ ‌offences‌ ‌(hereinafter‌ ‌“sensitive‌ ‌data”),‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌apply‌ ‌the‌ ‌specific‌‌                           
restrictions‌ ‌and/or‌ ‌additional‌ ‌safeguards‌ ‌described‌ ‌in‌ ‌Annex‌ ‌I.B.‌ ‌ 

8.8‌ Onward‌ ‌transfers‌ ‌ 

The‌‌data‌‌importer‌‌shall‌ ‌only‌‌disclose‌‌the‌‌personal‌‌data‌‌to‌‌a‌‌third‌‌party‌‌on‌‌documented‌‌instructions‌‌from‌‌the‌‌data‌‌                                     
exporter.‌‌In‌‌addition,‌‌the‌‌data‌‌may‌‌only‌‌be‌‌disclosed‌‌to‌‌a‌‌third‌‌party‌‌located‌‌outside‌‌the‌‌European‌‌Union‌ ‌(in‌‌the‌‌                                       

4

same‌‌country‌‌as‌‌the‌‌data‌‌importer‌‌or‌‌in‌‌another‌‌third‌‌country,‌‌hereinafter‌‌“onward‌‌transfer”)‌‌if‌‌the‌‌third‌‌party‌‌is‌‌or‌‌                                       
agrees‌ ‌to‌ ‌be‌ ‌bound‌ ‌by‌ ‌these‌ ‌Clauses,‌ ‌under‌ ‌the‌ ‌appropriate‌ ‌Module,‌ ‌or‌ ‌if:‌‌ ‌  

(i) the‌‌onward‌‌transfer‌‌is‌‌to‌‌a‌‌country‌‌benefitting‌‌from‌‌an‌‌adequacy‌‌decision‌‌pursuant‌‌to‌‌Article‌‌45‌‌                               
of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌that‌ ‌covers‌ ‌the‌ ‌onward‌ ‌transfer;‌‌ ‌  

(ii) the‌‌third‌‌party‌‌otherwise‌‌ensures‌‌appropriate‌‌safeguards‌‌pursuant‌‌to‌‌Articles‌‌46‌‌or‌‌47‌‌Regulation‌‌                           
of‌ ‌(EU)‌ ‌2016/679‌ ‌with‌ ‌respect‌ ‌to‌ ‌the‌ ‌processing‌ ‌in‌ ‌question;‌ ‌ 

4 ‌  The‌‌Agreement‌‌on‌‌the‌‌European‌‌Economic‌‌Area‌‌(EEA‌‌Agreement)‌‌provides‌‌for‌‌the‌‌extension‌‌of‌‌the‌‌European‌‌                               
Union's‌‌internal‌‌market‌‌to‌‌the‌‌three‌‌EEA‌‌States‌‌Iceland,‌‌Liechtenstein‌‌and‌‌Norway.‌‌The‌‌Union‌‌data‌‌protection‌‌                               
legislation,‌‌including‌‌Regulation‌‌(EU)‌‌2016/679,‌‌is‌‌covered‌‌by‌‌the‌‌EEA‌‌Agreement‌‌and‌‌has‌‌been‌‌incorporated‌‌                             
into‌‌Annex‌‌XI‌‌thereto.‌‌Therefore,‌‌any‌‌disclosure‌‌by‌‌the‌‌data‌‌importer‌‌to‌‌a‌‌third‌‌party‌‌located‌‌in‌‌the‌‌EEA‌‌does‌‌                                       
not‌ ‌qualify‌ ‌as‌ ‌an‌ ‌onward‌ ‌transfer‌ ‌for‌ ‌the‌ ‌purpose‌ ‌of‌ ‌these‌ ‌Clauses.‌ ‌ 

‌ 



‌ 

(iii) the‌‌onward‌‌transfer‌‌is‌‌necessary‌‌for‌‌the‌‌establishment,‌‌exercise‌‌or‌‌defence‌‌of‌‌legal‌‌claims‌‌in‌‌the‌‌                               
context‌ ‌of‌ ‌specific‌ ‌administrative,‌ ‌regulatory‌ ‌or‌ ‌judicial‌ ‌proceedings;‌ ‌or‌ ‌ 

(iv) the‌ ‌onward‌ ‌transfer‌ ‌is‌ ‌necessary‌‌in‌‌order‌‌to‌‌protect‌‌the‌‌vital‌‌interests‌‌of‌‌the‌‌data‌‌subject‌‌or‌‌of‌‌                                   
another‌ ‌natural‌ ‌person.‌ ‌ 

Any‌ ‌onward‌ ‌transfer‌ ‌is‌ ‌subject‌ ‌to‌ ‌compliance‌ ‌by‌ ‌the‌ ‌data‌ ‌importer‌ ‌with‌ ‌all‌ ‌the‌ ‌other‌ ‌safeguards‌ ‌under‌ ‌these‌‌                                   
Clauses,‌ ‌in‌ ‌particular‌ ‌purpose‌ ‌limitation.‌ 
8.9‌‌  Documentation‌ ‌and‌ ‌compliance‌ ‌ 

(a) The‌‌data‌‌importer‌‌shall‌ ‌promptly‌‌and‌‌adequately‌‌deal‌‌with‌‌enquiries‌‌from‌‌the‌‌data‌‌exporter‌‌that‌‌relate‌‌                               
to‌ ‌the‌ ‌processing‌ ‌under‌ ‌these‌ ‌Clauses.‌‌ ‌  

(b) The‌‌Parties‌‌shall‌ ‌be‌‌able‌‌to‌‌demonstrate‌‌compliance‌‌with‌‌these‌‌Clauses.‌‌In‌‌particular,‌‌the‌‌data‌‌importer‌‌                               
shall‌ ‌keep‌ ‌appropriate‌ ‌documentation‌ ‌on‌ ‌the‌ ‌processing‌ ‌activities‌ ‌carried‌ ‌out‌ ‌on‌ ‌behalf‌ ‌of‌ ‌the‌ ‌data‌‌                             
exporter.‌ ‌ 

(c) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌make‌ ‌available‌ ‌to‌‌the‌‌data‌‌exporter‌‌all‌ ‌information‌‌necessary‌‌to‌‌demonstrate‌‌                             
compliance‌ ‌with‌ ‌the‌ ‌obligations‌ ‌set‌ ‌out‌ ‌in‌‌these‌‌Clauses‌‌and‌‌at‌‌the‌‌data‌‌exporter’s‌‌request,‌ ‌allow‌‌for‌‌                                 
and‌‌contribute‌‌to‌‌audits‌‌of‌‌the‌‌processing‌‌activities‌‌covered‌‌by‌‌these‌‌Clauses,‌‌at‌‌reasonable‌‌intervals‌‌or‌‌                               
if‌ ‌there‌‌are‌‌indications‌‌of‌‌non-compliance.‌‌In‌‌deciding‌‌on‌‌a‌‌review‌‌or‌‌audit,‌‌the‌‌data‌‌exporter‌‌may‌‌take‌‌                                   
into‌ ‌account‌ ‌relevant‌ ‌certifications‌ ‌held‌ ‌by‌ ‌the‌ ‌data‌ ‌importer.‌ ‌ ‌   

(d) The‌‌data‌‌exporter‌‌may‌‌choose‌‌to‌‌conduct‌‌the‌‌audit‌‌by‌‌itself‌‌or‌‌mandate‌‌an‌‌independent‌‌auditor.‌‌Audits‌‌                                 
may‌ ‌include‌ ‌inspections‌ ‌at‌ ‌the‌ ‌premises‌ ‌or‌ ‌physical‌ ‌facilities‌ ‌of‌ ‌the‌ ‌data‌ ‌importer‌ ‌and‌ ‌shall,‌ ‌where‌‌                               
appropriate,‌ ‌be‌ ‌carried‌ ‌out‌ ‌with‌ ‌reasonable‌ ‌notice.‌‌ ‌  

(e) The‌‌Parties‌‌shall‌ ‌make‌‌the‌‌information‌‌referred‌‌to‌‌in‌‌paragraphs‌‌(b)‌‌and‌‌(c),‌‌including‌‌the‌‌results‌‌of‌‌any‌‌                                   
audits,‌ ‌available‌ ‌to‌ ‌the‌ ‌competent‌ ‌supervisory‌ ‌authority‌ ‌on‌ ‌request.‌ ‌ 

‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

8.1‌ Instructions‌ ‌ 

(a) The‌‌data‌‌exporter‌‌has‌‌informed‌‌the‌‌data‌‌importer‌‌that‌‌it‌ ‌acts‌‌as‌‌processor‌‌under‌‌the‌‌instructions‌‌of‌‌its‌‌                                   
controller(s),‌ ‌which‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌make‌ ‌available‌ ‌to‌ ‌the‌ ‌data‌ ‌importer‌ ‌prior‌ ‌to‌ ‌processing.‌‌ ‌  

(b) The‌‌data‌‌importer‌‌shall‌ ‌process‌‌the‌‌personal‌‌data‌‌only‌‌on‌‌documented‌‌instructions‌‌from‌‌the‌‌controller,‌‌                             
as‌‌communicated‌‌to‌‌the‌‌data‌‌importer‌‌by‌‌the‌‌data‌‌exporter,‌‌and‌‌any‌‌additional‌‌documented‌‌instructions‌‌                             
from‌ ‌the‌ ‌data‌ ‌exporter.‌ ‌Such‌ ‌additional‌ ‌instructions‌ ‌shall‌ ‌not‌ ‌conflict‌ ‌with‌ ‌the‌ ‌instructions‌ ‌from‌ ‌the‌‌                             
controller.‌ ‌The‌‌controller‌‌or‌‌data‌‌exporter‌‌may‌‌give‌‌further‌‌documented‌‌instructions‌‌regarding‌‌the‌‌data‌‌                           
processing‌ ‌throughout‌ ‌the‌ ‌duration‌ ‌of‌ ‌the‌ ‌contract.‌ ‌ 

(c) The‌‌data‌‌importer‌‌shall‌ ‌immediately‌‌inform‌‌the‌‌data‌‌exporter‌‌if‌‌it‌‌is‌‌unable‌‌to‌‌follow‌‌those‌‌instructions.‌‌                                 
Where‌‌the‌‌data‌‌importer‌‌is‌‌unable‌‌to‌‌follow‌‌the‌‌instructions‌‌from‌‌the‌‌controller,‌‌the‌‌data‌‌exporter‌‌shall‌‌                                 
immediately‌ ‌notify‌ ‌the‌ ‌controller.‌ ‌ 

(d) The‌ ‌data‌ ‌exporter‌ ‌warrants‌ ‌that‌ ‌it‌ ‌has‌ ‌imposed‌ ‌the‌ ‌same‌ ‌data‌ ‌protection‌ ‌obligations‌ ‌on‌ ‌the‌ ‌data‌‌                               
importer‌ ‌as‌ ‌set‌ ‌out‌ ‌in‌ ‌the‌ ‌contract‌ ‌or‌ ‌other‌‌legal‌‌act‌‌under‌‌Union‌‌or‌‌Member‌‌State‌‌law‌‌between‌‌the‌‌                                     
controller‌ ‌and‌ ‌the‌ ‌data‌ ‌exporter‌ ‌.‌ ‌ 

5

‌   

5 ‌See‌‌Article‌‌28(4)‌‌of‌‌Regulation‌‌(EU)‌‌2016/679‌‌and,‌‌where‌‌the‌‌controller‌‌is‌‌an‌‌EU‌‌institution‌‌or‌‌body,‌‌Article‌‌29(4)‌‌                                       
of‌ ‌Regulation‌ ‌(EU)‌ ‌2018/1725.‌ ‌ 



‌ 

8.2‌ Purpose‌ ‌limitation‌ ‌ 

The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌only‌ ‌for‌ ‌the‌ ‌specific‌ ‌purpose(s)‌ ‌of‌ ‌the‌ ‌transfer,‌‌as‌‌set‌‌out‌‌in‌‌                                       
Annex‌ ‌I.B.,‌ ‌unless‌‌on‌‌further‌‌instructions‌‌from‌‌the‌‌controller,‌ ‌as‌‌communicated‌‌to‌‌the‌‌data‌‌importer‌‌by‌‌the‌‌data‌‌                                   
exporter,‌ ‌or‌ ‌from‌ ‌the‌ ‌data‌ ‌exporter.‌ ‌ 

8.3‌ Transparency‌‌ ‌  

On‌ ‌request,‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌make‌ ‌a‌ ‌copy‌ ‌of‌ ‌these‌ ‌Clauses,‌ ‌including‌‌the‌‌Appendix‌‌as‌‌completed‌‌by‌‌the‌‌                                     
Parties,‌ ‌available‌ ‌to‌ ‌the‌‌data‌‌subject‌‌free‌‌of‌‌charge.‌‌To‌‌the‌‌extent‌‌necessary‌‌to‌‌protect‌‌business‌‌secrets‌‌or‌‌other‌‌                                     
confidential‌ ‌information,‌ ‌including‌ ‌personal‌ ‌data,‌ ‌the‌ ‌data‌‌exporter‌‌may‌‌redact‌‌part‌‌of‌‌the‌‌text‌‌of‌‌the‌‌Appendix‌‌                                 
prior‌ ‌to‌ ‌sharing‌‌a‌‌copy,‌‌but‌‌shall‌ ‌provide‌‌a‌‌meaningful‌‌summary‌‌where‌‌the‌‌data‌‌subject‌‌would‌‌otherwise‌‌not‌‌be‌‌                                     
able‌‌to‌‌understand‌‌its‌‌content‌‌or‌‌exercise‌‌his/her‌‌rights.‌‌On‌‌request,‌‌the‌‌Parties‌‌shall‌‌provide‌‌the‌‌data‌‌subject‌‌with‌‌                                     
the‌ ‌reasons‌ ‌for‌ ‌the‌ ‌redactions,‌ ‌to‌ ‌the‌ ‌extent‌ ‌possible‌ ‌without‌ ‌revealing‌ ‌the‌ ‌redacted‌ ‌information.‌ ‌ 

8.4‌ Accuracy‌ ‌ 

If‌ ‌the‌‌data‌‌importer‌‌becomes‌‌aware‌‌that‌‌the‌‌personal‌‌data‌‌it‌‌has‌‌received‌‌is‌‌inaccurate,‌‌or‌‌has‌‌become‌‌outdated,‌‌it‌‌                                       
shall‌ ‌inform‌‌the‌‌data‌‌exporter‌‌without‌‌undue‌‌delay.‌‌In‌‌this‌‌case,‌‌the‌‌data‌‌importer‌‌shall‌ ‌cooperate‌‌with‌‌the‌‌data‌‌                                     
exporter‌ ‌to‌ ‌rectify‌ ‌or‌ ‌erase‌ ‌the‌ ‌data.‌ ‌ 

8.5‌ Duration‌ ‌of‌ ‌processing‌ ‌and‌ ‌erasure‌ ‌or‌ ‌return‌ ‌of‌ ‌data‌ ‌ 

Processing‌‌by‌‌the‌‌data‌‌importer‌‌shall‌ ‌only‌‌take‌‌place‌‌for‌‌the‌‌duration‌‌specified‌‌in‌‌Annex‌‌I.B.‌‌After‌‌the‌‌end‌‌of‌‌the‌‌                                         
provision‌‌of‌‌the‌‌processing‌‌services,‌‌the‌‌data‌‌importer‌‌shall,‌ ‌at‌‌the‌‌choice‌‌of‌‌the‌‌data‌‌exporter,‌‌delete‌‌all‌‌personal‌‌                                     
data‌‌processed‌‌on‌‌behalf‌‌of‌‌the‌‌controller‌‌and‌‌certify‌‌to‌‌the‌‌data‌‌exporter‌‌that‌‌it‌‌has‌‌done‌‌so,‌‌or‌‌return‌‌to‌‌the‌‌data‌‌                                             
exporter‌‌all‌ ‌personal‌‌data‌‌processed‌‌on‌‌its‌‌behalf‌‌and‌‌delete‌‌existing‌‌copies.‌‌Until‌‌the‌‌data‌‌is‌‌deleted‌‌or‌‌returned,‌‌                                     
the‌ ‌data‌ ‌importer‌‌shall‌ ‌continue‌‌to‌‌ensure‌‌compliance‌‌with‌‌these‌‌Clauses.‌‌In‌‌case‌‌of‌‌local‌‌laws‌‌applicable‌‌to‌‌the‌‌                                     
data‌‌importer‌‌that‌‌prohibit‌‌return‌‌or‌‌deletion‌‌of‌‌the‌‌personal‌‌data,‌‌the‌‌data‌‌importer‌‌warrants‌‌that‌‌it‌‌will‌‌continue‌                                     
to‌ ‌ensure‌ ‌compliance‌‌with‌‌these‌‌Clauses‌‌and‌‌will‌ ‌only‌‌process‌‌it‌ ‌to‌‌the‌‌extent‌‌and‌‌for‌‌as‌‌long‌‌as‌‌required‌‌under‌‌                                         
that‌ ‌local‌ ‌law.‌ ‌This‌ ‌is‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌Clause‌ ‌14,‌‌in‌‌particular‌‌the‌‌requirement‌‌for‌‌the‌‌data‌‌importer‌‌under‌‌                                     
Clause‌‌14(e)‌‌to‌‌notify‌‌the‌‌data‌‌exporter‌‌throughout‌‌the‌‌duration‌‌of‌‌the‌‌contract‌‌if‌‌it‌‌has‌‌reason‌‌to‌‌believe‌‌that‌‌it‌‌is‌‌                                           
or‌ ‌has‌ ‌become‌ ‌subject‌ ‌to‌ ‌laws‌ ‌or‌ ‌practices‌ ‌not‌ ‌in‌ ‌line‌ ‌with‌ ‌the‌ ‌requirements‌ ‌under‌ ‌Clause‌ ‌14(a).‌‌ ‌  

8.6‌ Security‌ ‌of‌ ‌processing‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌and,‌ ‌during‌ ‌transmission,‌ ‌also‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌implement‌ ‌appropriate‌‌                         
technical‌‌and‌‌organisational‌‌measures‌‌to‌‌ensure‌‌the‌‌security‌‌of‌‌the‌‌data,‌‌including‌‌protection‌‌against‌‌a‌‌                             
breach‌‌of‌‌security‌‌leading‌‌to‌‌accidental‌‌or‌‌unlawful‌‌destruction,‌‌loss,‌‌alteration,‌‌unauthorised‌‌disclosure‌‌                         
or‌‌access‌‌to‌‌that‌‌data‌‌(hereinafter‌‌“personal‌‌data‌‌breach”).‌‌In‌‌assessing‌‌the‌‌appropriate‌‌level‌‌of‌‌security,‌‌                               
they‌ ‌shall‌ ‌take‌ ‌due‌ ‌account‌ ‌of‌ ‌the‌ ‌state‌ ‌of‌ ‌the‌ ‌art,‌ ‌the‌ ‌costs‌ ‌of‌ ‌implementation,‌ ‌the‌ ‌nature,‌ ‌scope,‌‌                                   
context‌ ‌and‌‌purpose(s)‌‌of‌‌processing‌‌and‌‌the‌‌risks‌‌involved‌‌in‌‌the‌‌processing‌‌for‌‌the‌‌data‌‌subject.‌‌The‌‌                                 
Parties‌‌shall‌ ‌in‌‌particular‌‌consider‌‌having‌‌recourse‌‌to‌‌encryption‌‌or‌‌pseudonymisation,‌‌including‌‌during‌‌                         
transmission,‌ ‌where‌ ‌the‌ ‌purpose‌ ‌of‌ ‌processing‌ ‌can‌ ‌be‌ ‌fulfilled‌ ‌in‌ ‌that‌ ‌manner.‌ ‌In‌ ‌case‌ ‌of‌‌                             
pseudonymisation,‌‌the‌‌additional‌‌information‌‌for‌‌attributing‌‌the‌‌personal‌‌data‌‌to‌‌a‌‌specific‌‌data‌‌subject‌‌                           
shall,‌ ‌where‌ ‌possible,‌ ‌remain‌ ‌under‌ ‌the‌ ‌exclusive‌ ‌control‌ ‌of‌ ‌the‌ ‌data‌ ‌exporter‌ ‌or‌ ‌the‌ ‌controller.‌ ‌In‌‌                               
complying‌ ‌with‌ ‌its‌ ‌obligations‌ ‌under‌ ‌this‌ ‌paragraph,‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌at‌ ‌least‌ ‌implement‌ ‌the‌‌                             
technical‌ ‌and‌ ‌organisational‌ ‌measures‌ ‌specified‌ ‌in‌ ‌Annex‌ ‌II.‌ ‌The‌ ‌data‌‌importer‌‌shall‌ ‌carry‌‌out‌‌regular‌‌                             
checks‌ ‌to‌ ‌ensure‌ ‌that‌ ‌these‌ ‌measures‌ ‌continue‌ ‌to‌ ‌provide‌ ‌an‌ ‌appropriate‌ ‌level‌ ‌of‌ ‌security.‌‌ ‌  



‌ 

(b) The‌‌data‌‌importer‌‌shall‌ ‌grant‌‌access‌‌to‌‌the‌‌data‌‌to‌‌members‌‌of‌‌its‌‌personnel‌‌only‌‌to‌‌the‌‌extent‌‌strictly‌‌                                     
necessary‌ ‌for‌ ‌the‌ ‌implementation,‌ ‌management‌ ‌and‌ ‌monitoring‌ ‌of‌ ‌the‌ ‌contract.‌ ‌It‌ ‌shall‌ ‌ensure‌ ‌that‌‌                           
persons‌ ‌authorised‌ ‌to‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌have‌‌committed‌‌themselves‌‌to‌‌confidentiality‌‌or‌‌are‌‌                           
under‌ ‌an‌ ‌appropriate‌ ‌statutory‌ ‌obligation‌ ‌of‌ ‌confidentiality.‌ ‌ 

(c) In‌‌the‌‌event‌‌of‌‌a‌‌personal‌‌data‌‌breach‌‌concerning‌‌personal‌‌data‌‌processed‌‌by‌‌the‌‌data‌‌importer‌‌under‌‌                                 
these‌ ‌Clauses,‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌take‌ ‌appropriate‌ ‌measures‌ ‌to‌ ‌address‌ ‌the‌ ‌breach,‌ ‌including‌‌                           
measures‌ ‌to‌ ‌mitigate‌ ‌its‌ ‌adverse‌ ‌effects.‌ ‌The‌‌data‌‌importer‌‌shall‌ ‌also‌‌notify,‌ ‌without‌‌undue‌‌delay,‌‌the‌‌                               
data‌ ‌exporter‌ ‌and,‌ ‌where‌ ‌appropriate‌ ‌and‌ ‌feasible,‌ ‌the‌ ‌controller‌ ‌after‌ ‌having‌ ‌become‌ ‌aware‌ ‌of‌ ‌the‌‌                             
breach.‌ ‌Such‌ ‌notification‌ ‌shall‌ ‌contain‌ ‌the‌ ‌details‌ ‌of‌ ‌a‌ ‌contact‌ ‌point‌ ‌where‌ ‌more‌ ‌information‌ ‌can‌‌be‌‌                               
obtained,‌ ‌a‌ ‌description‌ ‌of‌ ‌the‌ ‌nature‌ ‌of‌ ‌the‌ ‌breach‌ ‌(including,‌ ‌where‌ ‌possible,‌ ‌categories‌ ‌and‌‌                           
approximate‌‌number‌‌of‌‌data‌‌subjects‌‌and‌‌personal‌‌data‌‌records‌‌concerned),‌‌its‌‌likely‌‌consequences‌‌and‌‌                           
the‌‌measures‌‌taken‌‌or‌‌proposed‌‌to‌‌address‌‌the‌‌data‌‌breach,‌‌including‌‌measures‌‌to‌‌mitigate‌‌its‌‌possible‌‌                               
adverse‌‌effects.‌‌Where,‌‌and‌‌in‌‌so‌‌far‌‌as,‌‌it‌‌is‌‌not‌‌possible‌‌to‌‌provide‌‌all‌‌information‌‌at‌‌the‌‌same‌‌time,‌‌the‌‌                                         
initial‌ ‌notification‌ ‌shall‌ ‌contain‌ ‌the‌ ‌information‌ ‌then‌ ‌available‌ ‌and‌ ‌further‌ ‌information‌ ‌shall,‌ ‌as‌ ‌it‌‌                           
becomes‌ ‌available,‌ ‌subsequently‌ ‌be‌ ‌provided‌ ‌without‌ ‌undue‌ ‌delay.‌‌ ‌  

(d) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌cooperate‌ ‌with‌ ‌and‌ ‌assist‌ ‌the‌ ‌data‌ ‌exporter‌ ‌to‌ ‌enable‌ ‌the‌ ‌data‌ ‌exporter‌ ‌to‌‌                                 
comply‌‌with‌‌its‌‌obligations‌‌under‌‌Regulation‌‌(EU)‌‌2016/679,‌‌in‌‌particular‌‌to‌‌notify‌‌its‌‌controller‌‌so‌‌that‌‌                               
the‌‌latter‌‌may‌‌in‌‌turn‌‌notify‌‌the‌‌competent‌‌supervisory‌‌authority‌‌and‌‌the‌‌affected‌‌data‌‌subjects,‌‌taking‌‌                               
into‌ ‌account‌ ‌the‌ ‌nature‌ ‌of‌ ‌processing‌ ‌and‌ ‌the‌ ‌information‌ ‌available‌ ‌to‌ ‌the‌ ‌data‌ ‌importer.‌ ‌ 

8.7‌ Sensitive‌ ‌data‌ ‌ 

Where‌ ‌the‌ ‌transfer‌ ‌involves‌ ‌personal‌ ‌data‌ ‌revealing‌ ‌racial‌ ‌or‌ ‌ethnic‌ ‌origin,‌ ‌political‌ ‌opinions,‌ ‌religious‌ ‌or‌‌                             
philosophical‌ ‌beliefs,‌ ‌or‌ ‌trade‌ ‌union‌ ‌membership,‌ ‌genetic‌ ‌data,‌ ‌or‌ ‌biometric‌ ‌data‌ ‌for‌ ‌the‌ ‌purpose‌ ‌of‌ ‌uniquely‌‌                               
identifying‌‌a‌‌natural‌‌person,‌‌data‌‌concerning‌‌health‌‌or‌‌a‌‌person’s‌‌sex‌‌life‌‌or‌‌sexual‌‌orientation,‌‌or‌‌data‌‌relating‌‌to‌‌                                     
criminal‌ ‌convictions‌ ‌and‌ ‌offences‌ ‌(hereinafter‌ ‌“sensitive‌ ‌data”),‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌apply‌ ‌the‌ ‌specific‌‌                           
restrictions‌ ‌and/or‌ ‌additional‌ ‌safeguards‌ ‌set‌ ‌out‌ ‌in‌ ‌Annex‌ ‌I.B.‌ ‌ 

8.8‌ Onward‌ ‌transfers‌ ‌ 

The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌only‌ ‌disclose‌ ‌the‌ ‌personal‌ ‌data‌ ‌to‌ ‌a‌ ‌third‌ ‌party‌ ‌on‌ ‌documented‌ ‌instructions‌ ‌from‌ ‌the‌‌                                   
controller,‌ ‌as‌‌communicated‌‌to‌‌the‌‌data‌‌importer‌‌by‌‌the‌‌data‌‌exporter.‌‌In‌‌addition,‌‌the‌‌data‌‌may‌‌only‌‌be‌‌disclosed‌‌                                     
to‌‌a‌‌third‌‌party‌‌located‌‌outside‌‌the‌‌European‌‌Union‌ ‌(in‌‌the‌‌same‌‌country‌‌as‌‌the‌‌data‌‌importer‌‌or‌‌in‌‌another‌‌third‌‌                                         

6

country,‌ ‌hereinafter‌ ‌“onward‌ ‌transfer”)‌ ‌if‌ ‌the‌ ‌third‌ ‌party‌ ‌is‌ ‌or‌ ‌agrees‌ ‌to‌ ‌be‌ ‌bound‌ ‌by‌ ‌these‌‌Clauses,‌‌under‌‌the‌‌                                     
appropriate‌ ‌Module,‌ ‌or‌ ‌if:‌‌ ‌  

(i) the‌‌onward‌‌transfer‌‌is‌‌to‌‌a‌‌country‌‌benefitting‌‌from‌‌an‌‌adequacy‌‌decision‌‌pursuant‌‌to‌‌Article‌‌45‌‌                               
of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌that‌ ‌covers‌ ‌the‌ ‌onward‌ ‌transfer;‌ ‌ 

(ii) the‌ ‌third‌ ‌party‌ ‌otherwise‌ ‌ensures‌ ‌appropriate‌ ‌safeguards‌ ‌pursuant‌ ‌to‌ ‌Articles‌ ‌46‌ ‌or‌ ‌47‌ ‌of‌‌                           
Regulation‌ ‌(EU)‌ ‌2016/679;‌ ‌ 

(iii) the‌‌onward‌‌transfer‌‌is‌‌necessary‌‌for‌‌the‌‌establishment,‌‌exercise‌‌or‌‌defence‌‌of‌‌legal‌‌claims‌‌in‌‌the‌‌                               
context‌ ‌of‌ ‌specific‌ ‌administrative,‌ ‌regulatory‌ ‌or‌ ‌judicial‌ ‌proceedings;‌ ‌or‌ ‌ 

6 ‌  The‌‌Agreement‌‌on‌‌the‌‌European‌‌Economic‌‌Area‌‌(EEA‌‌Agreement)‌‌provides‌‌for‌‌the‌‌extension‌‌of‌‌the‌‌European‌‌                               
Union's‌‌internal‌‌market‌‌to‌‌the‌‌three‌‌EEA‌‌States‌‌Iceland,‌‌Liechtenstein‌‌and‌‌Norway.‌‌The‌‌Union‌‌data‌‌protection‌‌                               
legislation,‌‌including‌‌Regulation‌‌(EU)‌‌2016/679,‌‌is‌‌covered‌‌by‌‌the‌‌EEA‌‌Agreement‌‌and‌‌has‌‌been‌‌incorporated‌‌                             
into‌‌Annex‌‌XI‌‌thereto.‌‌Therefore,‌‌any‌‌disclosure‌‌by‌‌the‌‌data‌‌importer‌‌to‌‌a‌‌third‌‌party‌‌located‌‌in‌‌the‌‌EEA‌‌does‌‌                                       
not‌ ‌qualify‌ ‌as‌ ‌an‌ ‌onward‌ ‌transfer‌ ‌for‌ ‌the‌ ‌purposes‌ ‌of‌ ‌these‌ ‌Clauses.‌ ‌ 

‌ 



‌ 

(iv) the‌ ‌onward‌ ‌transfer‌ ‌is‌ ‌necessary‌‌in‌‌order‌‌to‌‌protect‌‌the‌‌vital‌‌interests‌‌of‌‌the‌‌data‌‌subject‌‌or‌‌of‌‌                                   
another‌ ‌natural‌ ‌person.‌ ‌ 

Any‌ ‌onward‌ ‌transfer‌ ‌is‌ ‌subject‌ ‌to‌ ‌compliance‌ ‌by‌ ‌the‌ ‌data‌ ‌importer‌ ‌with‌ ‌all‌ ‌the‌ ‌other‌ ‌safeguards‌ ‌under‌ ‌these‌‌                                   
Clauses,‌ ‌in‌ ‌particular‌ ‌purpose‌ ‌limitation.‌ 

8.9‌ Documentation‌ ‌and‌ ‌compliance‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌promptly‌ ‌and‌ ‌adequately‌ ‌deal‌ ‌with‌ ‌enquiries‌ ‌from‌ ‌the‌ ‌data‌ ‌exporter‌ ‌or‌ ‌the‌‌                               
controller‌ ‌that‌ ‌relate‌ ‌to‌ ‌the‌ ‌processing‌ ‌under‌ ‌these‌ ‌Clauses.‌‌ ‌  

(b) The‌‌Parties‌‌shall‌ ‌be‌‌able‌‌to‌‌demonstrate‌‌compliance‌‌with‌‌these‌‌Clauses.‌‌In‌‌particular,‌‌the‌‌data‌‌importer‌‌                               
shall‌ ‌keep‌ ‌appropriate‌ ‌documentation‌ ‌on‌ ‌the‌ ‌processing‌ ‌activities‌ ‌carried‌ ‌out‌ ‌on‌ ‌behalf‌ ‌of‌ ‌the‌ ‌controller.‌ ‌ 

(c) The‌‌data‌‌importer‌‌shall‌ ‌make‌‌all‌ ‌information‌‌necessary‌‌to‌‌demonstrate‌‌compliance‌‌with‌‌the‌‌obligations‌‌                           
set‌ ‌out‌ ‌in‌ ‌these‌ ‌Clauses‌ ‌available‌ ‌to‌ ‌the‌ ‌data‌ ‌exporter,‌ ‌which‌ ‌shall‌ ‌provide‌ ‌it‌ ‌to‌ ‌the‌ ‌controller.‌ ‌ 

(d) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌allow‌ ‌for‌ ‌and‌ ‌contribute‌ ‌to‌ ‌audits‌ ‌by‌ ‌the‌ ‌data‌ ‌exporter‌ ‌of‌ ‌the‌ ‌processing‌‌                                 
activities‌‌covered‌‌by‌‌these‌‌Clauses,‌‌at‌‌reasonable‌‌intervals‌‌or‌‌if‌‌there‌‌are‌‌indications‌‌of‌‌non-compliance.‌‌                             
The‌ ‌same‌ ‌shall‌ ‌apply‌ ‌where‌ ‌the‌ ‌data‌ ‌exporter‌ ‌requests‌ ‌an‌ ‌audit‌ ‌on‌ ‌instructions‌ ‌of‌ ‌the‌ ‌controller.‌ ‌In‌‌                                 
deciding‌ ‌on‌ ‌an‌ ‌audit,‌ ‌the‌ ‌data‌ ‌exporter‌‌may‌‌take‌‌into‌‌account‌‌relevant‌‌certifications‌‌held‌‌by‌‌the‌‌data‌‌                                 
importer.‌‌ ‌  

(e) Where‌ ‌the‌ ‌audit‌ ‌is‌ ‌carried‌ ‌out‌ ‌on‌ ‌the‌ ‌instructions‌ ‌of‌ ‌the‌‌controller,‌ ‌the‌‌data‌‌exporter‌‌shall‌ ‌make‌‌the‌‌                                   
results‌ ‌available‌ ‌to‌ ‌the‌ ‌controller.‌ ‌ 

(f) The‌‌data‌‌exporter‌‌may‌‌choose‌‌to‌‌conduct‌‌the‌‌audit‌‌by‌‌itself‌‌or‌‌mandate‌‌an‌‌independent‌‌auditor.‌‌Audits‌‌                                 
may‌ ‌include‌ ‌inspections‌ ‌at‌ ‌the‌ ‌premises‌ ‌or‌ ‌physical‌ ‌facilities‌ ‌of‌ ‌the‌ ‌data‌ ‌importer‌ ‌and‌ ‌shall,‌ ‌where‌‌                               
appropriate,‌ ‌be‌ ‌carried‌ ‌out‌ ‌with‌ ‌reasonable‌ ‌notice.‌‌ ‌  

(g) The‌‌Parties‌‌shall‌ ‌make‌‌the‌‌information‌‌referred‌‌to‌‌in‌‌paragraphs‌‌(b)‌‌and‌‌(c),‌‌including‌‌the‌‌results‌‌of‌‌any‌‌                                   
audits,‌ ‌available‌ ‌to‌ ‌the‌ ‌competent‌ ‌supervisory‌ ‌authority‌ ‌on‌ ‌request.‌ ‌ 

‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌ ‌ 

8.1‌ Instructions‌ ‌ 

(a) The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌process‌ ‌the‌ ‌personal‌ ‌data‌ ‌only‌ ‌on‌ ‌documented‌ ‌instructions‌ ‌from‌ ‌the‌ ‌data‌‌                             
importer‌ ‌acting‌ ‌as‌ ‌its‌ ‌controller.‌ ‌ 

(b) The‌‌data‌‌exporter‌‌shall‌ ‌immediately‌‌inform‌‌the‌‌data‌‌importer‌‌if‌‌it‌‌is‌‌unable‌‌to‌‌follow‌‌those‌‌instructions,‌‌                                 
including‌ ‌if‌ ‌such‌ ‌instructions‌ ‌infringe‌ ‌Regulation‌ ‌(EU)‌‌2016/679‌‌or‌‌other‌‌Union‌‌or‌‌Member‌‌State‌‌data‌‌                             
protection‌ ‌law.‌‌ ‌  

(c) The‌ ‌data‌ ‌importer‌‌shall‌ ‌refrain‌‌from‌‌any‌‌action‌‌that‌‌would‌‌prevent‌‌the‌‌data‌‌exporter‌‌from‌‌fulfilling‌‌its‌‌                                 
obligations‌ ‌under‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679,‌ ‌including‌ ‌in‌ ‌the‌ ‌context‌ ‌of‌ ‌sub-processing‌ ‌or‌ ‌as‌ ‌regards‌‌                           
cooperation‌ ‌with‌ ‌competent‌ ‌supervisory‌ ‌authorities.‌ ‌ 

(d) After‌ ‌the‌ ‌end‌ ‌of‌ ‌the‌ ‌provision‌ ‌of‌‌the‌‌processing‌‌services,‌‌the‌‌data‌‌exporter‌‌shall,‌ ‌at‌‌the‌‌choice‌‌of‌‌the‌‌                                     
data‌‌importer,‌‌delete‌‌all‌ ‌personal‌‌data‌‌processed‌‌on‌‌behalf‌‌of‌‌the‌‌data‌‌importer‌‌and‌‌certify‌‌to‌‌the‌‌data‌‌                                   
importer‌‌that‌‌it‌ ‌has‌‌done‌‌so,‌‌or‌‌return‌‌to‌‌the‌‌data‌‌importer‌‌all‌‌personal‌‌data‌‌processed‌‌on‌‌its‌‌behalf‌‌and‌‌                                       
delete‌ ‌existing‌ ‌copies.‌ 

8.2‌ Security‌ ‌of‌ ‌processing‌ ‌ 

(a) The‌‌Parties‌‌shall‌ ‌implement‌‌appropriate‌‌technical‌‌and‌‌organisational‌‌measures‌‌to‌‌ensure‌‌the‌‌security‌‌of‌‌                           
the‌‌data,‌‌including‌‌during‌‌transmission,‌‌and‌‌protection‌‌against‌‌a‌‌breach‌‌of‌‌security‌‌leading‌‌to‌‌accidental‌‌                             
or‌ ‌unlawful‌ ‌destruction,‌ ‌loss,‌ ‌alteration,‌‌unauthorised‌‌disclosure‌‌or‌‌access‌‌(hereinafter‌‌“personal‌‌data‌‌                       



‌ 

breach”).‌ ‌In‌ ‌assessing‌ ‌the‌ ‌appropriate‌‌level‌‌of‌‌security,‌‌they‌‌shall‌ ‌take‌‌due‌‌account‌‌of‌‌the‌‌state‌‌of‌‌the‌‌                                   
art,‌ ‌the‌ ‌costs‌ ‌of‌ ‌implementation,‌ ‌the‌ ‌nature‌ ‌of‌ ‌the‌ ‌personal‌ ‌data‌ ‌,‌ ‌the‌ ‌nature,‌ ‌scope,‌ ‌context‌ ‌and‌‌                               

7

purpose(s)‌‌of‌‌processing‌‌and‌‌the‌‌risks‌‌involved‌‌in‌‌the‌‌processing‌‌for‌‌the‌‌data‌‌subjects,‌‌and‌‌in‌‌particular‌‌                                 
consider‌ ‌having‌‌recourse‌‌to‌‌encryption‌‌or‌‌pseudonymisation,‌‌including‌‌during‌‌transmission,‌‌where‌‌the‌‌                       
purpose‌ ‌of‌ ‌processing‌ ‌can‌ ‌be‌ ‌fulfilled‌ ‌in‌ ‌that‌ ‌manner.‌‌ ‌  

(b) The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌assist‌ ‌the‌ ‌data‌ ‌importer‌ ‌in‌ ‌ensuring‌ ‌appropriate‌ ‌security‌ ‌of‌ ‌the‌ ‌data‌ ‌in‌‌                               
accordance‌‌with‌‌paragraph‌‌(a).‌‌In‌‌case‌‌of‌‌a‌‌personal‌‌data‌‌breach‌‌concerning‌‌the‌‌personal‌‌data‌‌processed‌‌                               
by‌ ‌the‌ ‌data‌ ‌exporter‌ ‌under‌ ‌these‌ ‌Clauses,‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌notify‌ ‌the‌ ‌data‌ ‌importer‌ ‌without‌‌                               
undue‌ ‌delay‌ ‌after‌ ‌becoming‌ ‌aware‌ ‌of‌ ‌it‌ ‌and‌ ‌assist‌ ‌the‌ ‌data‌ ‌importer‌ ‌in‌ ‌addressing‌ ‌the‌ ‌breach.‌ ‌ 

(c) The‌ ‌data‌‌exporter‌‌shall‌ ‌ensure‌‌that‌‌persons‌‌authorised‌‌to‌‌process‌‌the‌‌personal‌‌data‌ ‌have‌‌committed‌‌                             
themselves‌ ‌to‌ ‌confidentiality‌ ‌or‌ ‌are‌ ‌under‌ ‌an‌ ‌appropriate‌ ‌statutory‌ ‌obligation‌ ‌of‌ ‌confidentiality.‌ ‌ 

8.3‌ Documentation‌ ‌and‌ ‌compliance‌ ‌ 

(a) The‌ ‌Parties‌ ‌shall‌ ‌be‌ ‌able‌ ‌to‌ ‌demonstrate‌ ‌compliance‌ ‌with‌ ‌these‌ ‌Clauses.‌‌ ‌  

(b) The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌make‌ ‌available‌ ‌to‌‌the‌‌data‌‌importer‌‌all‌ ‌information‌‌necessary‌‌to‌‌demonstrate‌‌                             
compliance‌ ‌with‌ ‌its‌ ‌obligations‌ ‌under‌ ‌these‌ ‌Clauses‌ ‌and‌ ‌allow‌ ‌for‌ ‌and‌ ‌contribute‌ ‌to‌ ‌audits.‌ ‌ 

Clause‌ ‌9‌ ‌ 

Use‌ ‌of‌ ‌sub-processors‌ ‌ 

‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

(a) OPTION‌ ‌1:‌ ‌SPECIFIC‌ ‌PRIOR‌ ‌AUTHORISATION‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌not‌ ‌sub-contract‌ ‌any‌ ‌of‌ ‌its‌‌                           
processing‌ ‌activities‌ ‌performed‌‌on‌‌behalf‌‌of‌‌the‌‌data‌‌exporter‌‌under‌‌these‌‌Clauses‌‌to‌‌a‌‌sub-processor‌‌                             
without‌ ‌the‌ ‌data‌ ‌exporter’s‌ ‌prior‌ ‌specific‌ ‌written‌ ‌authorisation.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌submit‌ ‌the‌‌                           
request‌ ‌for‌ ‌specific‌ ‌authorisation‌ ‌at‌ ‌least‌ ‌[‌Specify‌ ‌time‌ ‌period‌]‌ ‌prior‌ ‌to‌ ‌the‌ ‌engagement‌ ‌of‌ ‌the‌ ‌                             
sub-processor,‌ ‌together‌ ‌with‌ ‌the‌ ‌information‌ ‌necessary‌ ‌to‌ ‌enable‌ ‌the‌ ‌data‌‌exporter‌‌to‌‌decide‌‌on‌‌the‌‌                             
authorisation.‌‌The‌‌list‌‌of‌‌sub-processors‌‌already‌‌authorised‌‌by‌‌the‌‌data‌‌exporter‌‌can‌‌be‌‌found‌‌in‌‌Annex‌‌                               
III.‌ ‌The‌ ‌Parties‌ ‌shall‌ ‌keep‌ ‌Annex‌ ‌III‌ ‌up‌ ‌to‌ ‌date.‌ ‌ 

OPTION‌ ‌2:‌ ‌GENERAL‌ ‌WRITTEN‌ ‌AUTHORISATION‌ ‌The‌ ‌data‌ ‌importer‌ ‌has‌ ‌the‌ ‌data‌ ‌exporter’s‌ ‌general‌‌                         
authorisation‌ ‌for‌ ‌the‌ ‌engagement‌ ‌of‌ ‌sub-processor(s)‌ ‌from‌ ‌an‌ ‌agreed‌ ‌list.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌‌                           
specifically‌‌inform‌‌the‌‌data‌‌exporter‌‌in‌‌writing‌‌of‌‌any‌‌intended‌‌changes‌‌to‌‌that‌‌list‌‌through‌‌the‌‌addition‌‌                                 
or‌ ‌replacement‌ ‌of‌ ‌sub-processors‌ ‌at‌ ‌least‌ ‌[‌Specify‌ ‌time‌ ‌period‌]‌ ‌in‌ ‌advance,‌ ‌thereby‌ ‌giving‌ ‌the‌ ‌data‌‌                             
exporter‌ ‌sufficient‌ ‌time‌ ‌to‌ ‌be‌ ‌able‌ ‌to‌ ‌object‌ ‌to‌ ‌such‌ ‌changes‌ ‌prior‌ ‌to‌ ‌the‌ ‌engagement‌ ‌of‌ ‌the‌‌                                 
sub-processor(s).‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌provide‌‌the‌‌data‌‌exporter‌‌with‌‌the‌‌information‌‌necessary‌‌to‌‌                           
enable‌ ‌the‌ ‌data‌ ‌exporter‌ ‌to‌ ‌exercise‌ ‌its‌ ‌right‌ ‌to‌ ‌object.‌‌ ‌  

(b) Where‌‌the‌‌data‌‌importer‌‌engages‌‌a‌‌sub-processor‌‌to‌‌carry‌‌out‌‌specific‌‌processing‌‌activities‌‌(on‌‌behalf‌‌of‌‌                               
the‌‌data‌‌exporter),‌ ‌it‌ ‌shall‌ ‌do‌‌so‌‌by‌‌way‌‌of‌‌a‌‌written‌‌contract‌‌that‌‌provides‌‌for,‌ ‌in‌‌substance,‌‌the‌‌same‌‌                                       
data‌‌protection‌‌obligations‌‌as‌‌those‌‌binding‌‌the‌‌data‌‌importer‌‌under‌‌these‌‌Clauses,‌‌including‌‌in‌‌terms‌‌of‌‌                               
third-party‌ ‌beneficiary‌ ‌rights‌ ‌for‌ ‌data‌ ‌subjects.‌ ‌The‌‌Parties‌‌agree‌‌that,‌‌by‌‌complying‌‌with‌‌this‌‌Clause,‌‌                             
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the‌ ‌data‌ ‌importer‌ ‌fulfils‌ ‌its‌ ‌obligations‌ ‌under‌ ‌Clause‌ ‌8.8.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌ensure‌ ‌that‌ ‌the‌‌                               

7 ‌  This‌‌includes‌‌whether‌‌the‌‌transfer‌‌and‌‌further‌‌processing‌‌involves‌‌personal‌‌data‌‌revealing‌‌racial‌‌or‌‌ethnic‌‌origin,‌‌                               
political‌‌opinions,‌‌religious‌‌or‌‌philosophical‌‌beliefs,‌‌or‌‌trade‌‌union‌‌membership,‌‌genetic‌‌data‌‌or‌‌biometric‌‌data‌‌                             
for‌‌the‌‌purpose‌‌of‌‌uniquely‌‌identifying‌‌a‌‌natural‌‌person,‌‌data‌‌concerning‌‌health‌‌or‌‌a‌‌person’s‌‌sex‌‌life‌‌or‌‌sexual‌‌                                     
orientation,‌ ‌or‌ ‌data‌ ‌relating‌ ‌to‌ ‌criminal‌ ‌convictions‌ ‌or‌ ‌offences.‌ ‌ 

8 ‌  This‌‌requirement‌‌may‌‌be‌‌satisfied‌‌by‌‌the‌‌sub-processor‌‌acceding‌‌to‌‌these‌‌Clauses‌‌under‌‌the‌‌appropriate‌‌Module,‌‌                               
in‌ ‌accordance‌ ‌with‌ ‌Clause‌ ‌7.‌ ‌ 



‌ 

sub-processor‌ ‌complies‌ ‌with‌ ‌the‌ ‌obligations‌ ‌to‌ ‌which‌ ‌the‌ ‌data‌ ‌importer‌ ‌is‌ ‌subject‌ ‌pursuant‌ ‌to‌ ‌these‌‌                             
Clauses.‌ ‌ 

(c) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌provide,‌ ‌at‌ ‌the‌ ‌data‌ ‌exporter’s‌ ‌request,‌ ‌a‌ ‌copy‌ ‌of‌ ‌such‌ ‌a‌ ‌sub-processor‌‌                               
agreement‌ ‌and‌ ‌any‌ ‌subsequent‌ ‌amendments‌ ‌to‌ ‌the‌‌data‌‌exporter.‌‌To‌‌the‌‌extent‌‌necessary‌‌to‌‌protect‌‌                             
business‌ ‌secrets‌ ‌or‌ ‌other‌ ‌confidential‌ ‌information,‌ ‌including‌ ‌personal‌ ‌data,‌ ‌the‌ ‌data‌ ‌importer‌ ‌may‌‌                         
redact‌ ‌the‌ ‌text‌ ‌of‌ ‌the‌ ‌agreement‌ ‌prior‌ ‌to‌ ‌sharing‌ ‌a‌ ‌copy.‌ ‌ 

(d) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌remain‌ ‌fully‌ ‌responsible‌ ‌to‌ ‌the‌ ‌data‌ ‌exporter‌ ‌for‌ ‌the‌ ‌performance‌ ‌of‌ ‌the‌‌                               
sub-processor’s‌‌obligations‌‌under‌‌its‌‌contract‌‌with‌‌the‌‌data‌‌importer.‌‌The‌‌data‌‌importer‌‌shall‌‌notify‌‌the‌‌                             
data‌ ‌exporter‌ ‌of‌ ‌any‌ ‌failure‌ ‌by‌ ‌the‌ ‌sub-processor‌ ‌to‌ ‌fulfil‌ ‌its‌ ‌obligations‌ ‌under‌ ‌that‌ ‌contract.‌‌ ‌  

(e) The‌ ‌data‌ ‌importer‌‌shall‌ ‌agree‌‌a‌‌third-party‌‌beneficiary‌‌clause‌‌with‌‌the‌‌sub-processor‌‌whereby‌‌-‌ ‌in‌‌the‌‌                               
event‌‌the‌‌data‌‌importer‌‌has‌‌factually‌‌disappeared,‌‌ceased‌‌to‌‌exist‌‌in‌‌law‌‌or‌‌has‌‌become‌‌insolvent‌‌-‌‌the‌‌                                   
data‌ ‌exporter‌ ‌shall‌ ‌have‌ ‌the‌ ‌right‌ ‌to‌ ‌terminate‌ ‌the‌ ‌sub-processor‌ ‌contract‌ ‌and‌ ‌to‌ ‌instruct‌ ‌the‌‌                             
sub-processor‌ ‌to‌ ‌erase‌ ‌or‌ ‌return‌ ‌the‌ ‌personal‌ ‌data.‌ ‌ 

‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

(a) OPTION‌ ‌1:‌ ‌SPECIFIC‌ ‌PRIOR‌ ‌AUTHORISATION‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌not‌ ‌sub-contract‌ ‌any‌ ‌of‌ ‌its‌‌                           
processing‌ ‌activities‌ ‌performed‌‌on‌‌behalf‌‌of‌‌the‌‌data‌‌exporter‌‌under‌‌these‌‌Clauses‌‌to‌‌a‌‌sub-processor‌‌                             
without‌ ‌the‌ ‌prior‌ ‌specific‌ ‌written‌ ‌authorisation‌ ‌of‌ ‌the‌ ‌controller.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌submit‌ ‌the‌‌                             
request‌ ‌for‌ ‌specific‌ ‌authorisation‌ ‌at‌ ‌least‌ ‌[‌Specify‌ ‌time‌ ‌period‌]‌ ‌prior‌ ‌to‌ ‌the‌ ‌engagement‌ ‌of‌ ‌the‌‌                             
sub-processor,‌ ‌together‌ ‌with‌ ‌the‌ ‌information‌ ‌necessary‌ ‌to‌ ‌enable‌ ‌the‌ ‌controller‌ ‌to‌ ‌decide‌ ‌on‌ ‌the‌‌                           
authorisation.‌ ‌It‌ ‌shall‌ ‌inform‌‌the‌‌data‌‌exporter‌‌of‌‌such‌‌engagement.‌‌The‌‌list‌‌of‌‌sub-processors‌‌already‌‌                             
authorised‌ ‌by‌ ‌the‌ ‌controller‌ ‌can‌ ‌be‌ ‌found‌ ‌in‌ ‌Annex‌ ‌III.‌ ‌The‌ ‌Parties‌ ‌shall‌ ‌keep‌ ‌Annex III‌ ‌up‌ ‌to‌ ‌date.‌ ‌ 

OPTION‌ ‌2:‌ ‌GENERAL‌ ‌WRITTEN‌ ‌AUTHORISATION‌ ‌The‌ ‌data‌ ‌importer‌ ‌has‌ ‌the‌ ‌controller’s‌ ‌general‌‌                       
authorisation‌ ‌for‌ ‌the‌ ‌engagement‌ ‌of‌ ‌sub-processor(s)‌ ‌from‌ ‌an‌ ‌agreed‌ ‌list.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌‌                           
specifically‌‌inform‌‌the‌‌controller‌‌in‌‌writing‌‌of‌‌any‌‌intended‌‌changes‌‌to‌‌that‌‌list‌‌through‌‌the‌‌addition‌‌or‌‌                                 
replacement‌ ‌of‌ ‌sub-processors‌ ‌at‌ ‌least‌ ‌[‌Specify‌ ‌time‌ ‌period‌]‌ ‌in‌ ‌advance,‌‌thereby‌‌giving‌‌the‌‌controller‌‌                           
sufficient‌‌time‌‌to‌‌be‌‌able‌‌to‌‌object‌‌to‌‌such‌‌changes‌‌prior‌‌to‌‌the‌‌engagement‌‌of‌‌the‌‌sub-processor(s).‌‌The‌‌                                   
data‌ ‌importer‌ ‌shall‌ ‌provide‌ ‌the‌ ‌controller‌ ‌with‌ ‌the‌ ‌information‌ ‌necessary‌ ‌to‌ ‌enable‌ ‌the‌‌controller‌‌to‌‌                             
exercise‌ ‌its‌‌right‌‌to‌‌object.‌‌The‌‌data‌‌importer‌‌shall‌ ‌inform‌‌the‌‌data‌‌exporter‌‌of‌‌the‌‌engagement‌‌of‌‌the‌‌                                   
sub-processor(s).‌‌ ‌  

(b) Where‌‌the‌‌data‌‌importer‌‌engages‌‌a‌‌sub-processor‌‌to‌‌carry‌‌out‌‌specific‌‌processing‌‌activities‌‌(on‌‌behalf‌‌of‌‌                               
the‌‌controller),‌ ‌it‌ ‌shall‌ ‌do‌‌so‌‌by‌‌way‌‌of‌‌a‌‌written‌‌contract‌‌that‌‌provides‌‌for,‌‌in‌‌substance,‌‌the‌‌same‌‌data‌‌                                       
protection‌ ‌obligations‌ ‌as‌ ‌those‌ ‌binding‌ ‌the‌ ‌data‌ ‌importer‌ ‌under‌ ‌these‌ ‌Clauses,‌ ‌including‌ ‌in‌ ‌terms‌ ‌of‌‌                             
third-party‌ ‌beneficiary‌ ‌rights‌ ‌for‌ ‌data‌ ‌subjects.‌ ‌The‌‌Parties‌‌agree‌‌that,‌‌by‌‌complying‌‌with‌‌this‌‌Clause,‌‌                             
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the‌ ‌data‌ ‌importer‌ ‌fulfils‌ ‌its‌ ‌obligations‌ ‌under‌ ‌Clause‌ ‌8.8.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌ensure‌ ‌that‌ ‌the‌‌                               
sub-processor‌ ‌complies‌ ‌with‌ ‌the‌ ‌obligations‌ ‌to‌ ‌which‌ ‌the‌ ‌data‌ ‌importer‌ ‌is‌ ‌subject‌ ‌pursuant‌ ‌to‌ ‌these‌‌                             
Clauses.‌ ‌ 

(c) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌provide,‌ ‌at‌ ‌the‌ ‌data‌ ‌exporter’s‌ ‌or‌ ‌controller’s‌ ‌request,‌ ‌a‌ ‌copy‌ ‌of‌ ‌such‌ ‌a‌‌                                 
sub-processor‌‌agreement‌‌and‌‌any‌‌subsequent‌‌amendments.‌‌To‌‌the‌‌extent‌‌necessary‌‌to‌‌protect‌‌business‌‌                         
secrets‌‌or‌‌other‌‌confidential‌‌information,‌‌including‌‌personal‌‌data,‌‌the‌‌data‌‌importer‌‌may‌‌redact‌‌the‌‌text‌‌                             
of‌ ‌the‌ ‌agreement‌ ‌prior‌ ‌to‌ ‌sharing‌ ‌a‌ ‌copy.‌ ‌ 

(d) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌remain‌ ‌fully‌ ‌responsible‌ ‌to‌ ‌the‌ ‌data‌ ‌exporter‌ ‌for‌ ‌the‌ ‌performance‌ ‌of‌ ‌the‌‌                               
sub-processor’s‌‌obligations‌‌under‌‌its‌‌contract‌‌with‌‌the‌‌data‌‌importer.‌‌The‌‌data‌‌importer‌‌shall‌‌notify‌‌the‌‌                             
data‌ ‌exporter‌ ‌of‌ ‌any‌ ‌failure‌ ‌by‌ ‌the‌ ‌sub-processor‌ ‌to‌ ‌fulfil‌ ‌its‌ ‌obligations‌ ‌under‌ ‌that‌ ‌contract.‌‌ ‌  

9 ‌  This‌‌requirement‌‌may‌‌be‌‌satisfied‌‌by‌‌the‌‌sub-processor‌‌acceding‌‌to‌‌these‌‌Clauses‌‌under‌‌the‌‌appropriate‌‌Module,‌‌                               
in‌ ‌accordance‌ ‌with‌ ‌Clause‌ ‌7.‌ ‌ 



‌ 

(e) The‌ ‌data‌ ‌importer‌‌shall‌ ‌agree‌‌a‌‌third-party‌‌beneficiary‌‌clause‌‌with‌‌the‌‌sub-processor‌‌whereby‌‌-‌ ‌in‌‌the‌‌                               
event‌‌the‌‌data‌‌importer‌‌has‌‌factually‌‌disappeared,‌‌ceased‌‌to‌‌exist‌‌in‌‌law‌‌or‌‌has‌‌become‌‌insolvent‌‌-‌‌the‌‌                                   
data‌ ‌exporter‌ ‌shall‌ ‌have‌ ‌the‌ ‌right‌ ‌to‌ ‌terminate‌ ‌the‌ ‌sub-processor‌ ‌contract‌ ‌and‌ ‌to‌ ‌instruct‌ ‌the‌‌                             
sub-processor‌ ‌to‌ ‌erase‌ ‌or‌ ‌return‌ ‌the‌ ‌personal‌ ‌data.‌ ‌ 

Clause‌ ‌10‌ ‌ 

Data‌ ‌subject‌ ‌rights‌ ‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

(a) The‌‌data‌‌importer,‌‌where‌‌relevant‌‌with‌‌the‌‌assistance‌‌of‌‌the‌‌data‌‌exporter,‌‌shall‌‌deal‌‌with‌‌any‌‌enquiries‌‌                                 
and‌‌requests‌‌it‌ ‌receives‌‌from‌‌a‌‌data‌‌subject‌‌relating‌‌to‌‌the‌‌processing‌‌of‌‌his/her‌‌personal‌‌data‌‌and‌‌the‌‌                                   
exercise‌‌of‌‌his/her‌‌rights‌‌under‌‌these‌‌Clauses‌‌without‌‌undue‌‌delay‌‌and‌‌at‌‌the‌‌latest‌‌within‌‌one‌‌month‌‌of‌‌                                   
the‌ ‌receipt‌ ‌of‌‌the‌‌enquiry‌‌or‌‌request.‌ ‌The‌‌data‌‌importer‌‌shall‌ ‌take‌‌appropriate‌‌measures‌‌to‌‌facilitate‌‌                               

10

such‌ ‌enquiries,‌ ‌requests‌ ‌and‌ ‌the‌ ‌exercise‌‌of‌‌data‌‌subject‌‌rights.‌‌Any‌‌information‌‌provided‌‌to‌‌the‌‌data‌‌                               
subject‌ ‌shall‌ ‌be‌ ‌in‌ ‌an‌ ‌intelligible‌ ‌and‌ ‌easily‌ ‌accessible‌ ‌form,‌ ‌using‌ ‌clear‌ ‌and‌ ‌plain‌ ‌language.‌ ‌ 

(b) In‌ ‌particular,‌ ‌upon‌ ‌request‌ ‌by‌ ‌the‌ ‌data‌ ‌subject‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall,‌ ‌free‌ ‌of‌ ‌charge‌ ‌:‌ ‌ 

(i) provide‌‌confirmation‌‌to‌‌the‌‌data‌‌subject‌‌as‌‌to‌‌whether‌‌personal‌‌data‌‌concerning‌‌him/her‌‌is‌‌being‌‌                             
processed‌‌and,‌‌where‌‌this‌‌is‌‌the‌‌case,‌‌a‌‌copy‌‌of‌‌the‌‌data‌‌relating‌‌to‌‌him/her‌‌and‌‌the‌‌information‌‌                                   
in‌ ‌Annex‌ ‌I;‌ ‌if‌ ‌personal‌ ‌data‌ ‌has‌ ‌been‌ ‌or‌ ‌will‌ ‌be‌ ‌onward‌ ‌transferred,‌ ‌provide‌ ‌information‌ ‌on‌‌                               
recipients‌ ‌or‌ ‌categories‌ ‌of‌ ‌recipients‌ ‌(as‌ ‌appropriate‌ ‌with‌ ‌a‌ ‌view‌ ‌to‌ ‌providing‌ ‌meaningful‌‌                         
information)‌‌to‌‌which‌‌the‌‌personal‌‌data‌‌has‌‌been‌‌or‌‌will‌ ‌be‌‌onward‌‌transferred,‌‌the‌‌purpose‌‌of‌‌                               
such‌ ‌onward‌ ‌transfers‌‌and‌‌their‌‌ground‌‌pursuant‌‌to‌‌Clause‌‌8.7;‌‌and‌‌provide‌‌information‌‌on‌‌the‌‌                             
right‌ ‌to‌ ‌lodge‌ ‌a‌ ‌complaint‌ ‌with‌ ‌a‌ ‌supervisory‌ ‌authority‌ ‌in‌ ‌accordance‌ ‌with‌ ‌Clause‌ ‌12(c)(i);‌‌ ‌  

(ii) rectify‌ ‌inaccurate‌ ‌or‌ ‌incomplete‌ ‌data‌ ‌concerning‌ ‌the‌ ‌data‌ ‌subject;‌‌ ‌  

(iii) erase‌ ‌personal‌ ‌data‌ ‌concerning‌ ‌the‌ ‌data‌ ‌subject‌ ‌if‌ ‌such‌‌data‌‌is‌‌being‌‌or‌‌has‌‌been‌‌processed‌‌in‌‌                                 
violation‌ ‌of‌ ‌any‌ ‌of‌ ‌these‌ ‌Clauses‌ ‌ensuring‌ ‌third-party‌ ‌beneficiary‌ ‌rights,‌ ‌or‌ ‌if‌ ‌the‌ ‌data‌ ‌subject‌‌                             
withdraws‌ ‌the‌ ‌consent‌ ‌on‌ ‌which‌ ‌the‌ ‌processing‌ ‌is‌ ‌based.‌‌ ‌  

(c) Where‌ ‌the‌ ‌data‌ ‌importer‌ ‌processes‌ ‌the‌ ‌personal‌ ‌data‌ ‌for‌ ‌direct‌ ‌marketing‌ ‌purposes,‌ ‌it‌ ‌shall‌ ‌cease‌‌                             
processing‌ ‌for‌ ‌such‌ ‌purposes‌ ‌if‌ ‌the‌ ‌data‌ ‌subject‌ ‌objects‌ ‌to‌ ‌it.‌‌ ‌  

(d) The‌‌data‌‌importer‌‌shall‌ ‌not‌‌make‌‌a‌‌decision‌‌based‌‌solely‌‌on‌‌the‌‌automated‌‌processing‌‌of‌‌the‌‌personal‌‌                                 
data‌ ‌transferred‌‌(hereinafter‌‌“automated‌‌decision”),‌ ‌which‌‌would‌‌produce‌‌legal‌‌effects‌‌concerning‌‌the‌‌                       
data‌‌subject‌‌or‌‌similarly‌‌significantly‌‌affect‌‌him‌‌/‌‌her,‌‌unless‌‌with‌‌the‌‌explicit‌‌consent‌‌of‌‌the‌‌data‌‌subject‌‌                                   
or‌‌if‌ ‌authorised‌‌to‌‌do‌‌so‌‌under‌‌the‌‌laws‌‌of‌‌the‌‌country‌‌of‌‌destination,‌‌provided‌‌that‌‌such‌‌laws‌‌lays‌‌down‌‌                                       
suitable‌ ‌measures‌ ‌to‌ ‌safeguard‌‌the‌‌data‌‌subject’s‌‌rights‌‌and‌‌legitimate‌‌interests.‌‌In‌‌this‌‌case,‌‌the‌‌data‌‌                               
importer‌ ‌shall,‌ ‌where‌ ‌necessary‌ ‌in‌ ‌cooperation‌ ‌with‌ ‌the‌ ‌data‌ ‌exporter:‌ ‌ 

(i) inform‌ ‌the‌ ‌data‌ ‌subject‌ ‌about‌ ‌the‌ ‌envisaged‌ ‌automated‌ ‌decision,‌‌the‌‌envisaged‌‌consequences‌‌                       
and‌ ‌the‌ ‌logic‌ ‌involved;‌ ‌and‌ ‌ 

(ii) implement‌ ‌suitable‌ ‌safeguards,‌ ‌at‌ ‌least‌ ‌by‌ ‌enabling‌ ‌the‌ ‌data‌ ‌subject‌ ‌to‌ ‌contest‌ ‌the‌ ‌decision,‌‌                           
express‌ ‌his/her‌ ‌point‌ ‌of‌ ‌view‌ ‌and‌ ‌obtain‌ ‌review‌ ‌by‌ ‌a‌ ‌human‌ ‌being.‌‌ ‌  

10 ‌  That‌‌period‌‌may‌‌be‌‌extended‌‌by‌‌a‌‌maximum‌‌of‌‌two‌‌more‌‌months,‌‌to‌‌the‌‌extent‌‌necessary‌‌taking‌‌into‌‌account‌‌the‌‌                                       
complexity‌ ‌and‌ ‌number‌ ‌of‌ ‌requests.‌‌The‌‌data‌‌importer‌‌shall‌‌duly‌‌and‌‌promptly‌‌inform‌‌the‌‌data‌‌subject‌‌of‌‌any‌‌                                   
such‌ ‌extension.‌‌ ‌  



‌ 

(e) Where‌‌requests‌‌from‌‌a‌‌data‌‌subject‌‌are‌‌excessive,‌‌in‌‌particular‌‌because‌‌of‌‌their‌‌repetitive‌‌character,‌‌the‌‌                               
data‌ ‌importer‌ ‌may‌ ‌either‌ ‌charge‌ ‌a‌ ‌reasonable‌ ‌fee‌ ‌taking‌ ‌into‌ ‌account‌ ‌the‌ ‌administrative‌ ‌costs‌ ‌of‌‌                             
granting‌ ‌the‌ ‌request‌ ‌or‌ ‌refuse‌ ‌to‌ ‌act‌ ‌on‌ ‌the‌ ‌request.‌ ‌ 

(f) The‌ ‌data‌ ‌importer‌ ‌may‌‌refuse‌‌a‌‌data‌‌subject’s‌‌request‌‌if‌ ‌such‌‌refusal‌‌is‌ ‌allowed‌‌under‌‌the‌‌laws‌‌of‌‌the‌‌                                     
country‌‌of‌‌destination‌‌and‌‌is‌‌necessary‌‌and‌‌proportionate‌‌in‌‌a‌‌democratic‌‌society‌‌to‌‌protect‌‌one‌‌of‌‌the‌‌                                 
objectives‌ ‌listed‌ ‌in‌ ‌Article‌ ‌23(1)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ 

(g) If‌ ‌the‌ ‌data‌ ‌importer‌ ‌intends‌ ‌to‌ ‌refuse‌ ‌a‌ ‌data‌ ‌subject’s‌ ‌request,‌ ‌it‌ ‌shall‌ ‌inform‌‌the‌‌data‌‌subject‌‌of‌‌the‌‌                                     
reasons‌ ‌for‌ ‌the‌ ‌refusal‌ ‌and‌ ‌the‌ ‌possibility‌ ‌of‌ ‌lodging‌ ‌a‌ ‌complaint‌ ‌with‌ ‌the‌ ‌competent‌ ‌supervisory‌‌                             
authority‌ ‌and/or‌ ‌seeking‌ ‌judicial‌ ‌redress.‌ ‌ 

‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌promptly‌ ‌notify‌ ‌the‌ ‌data‌ ‌exporter‌ ‌of‌ ‌any‌ ‌request‌‌it‌ ‌has‌‌received‌‌from‌‌a‌‌data‌‌                                   
subject.‌ ‌It‌ ‌shall‌ ‌not‌ ‌respond‌ ‌to‌ ‌that‌ ‌request‌ ‌itself‌ ‌unless‌ ‌it‌ ‌has‌ ‌been‌‌authorised‌‌to‌‌do‌‌so‌‌by‌‌the‌‌data‌‌                                       
exporter.‌ ‌ 

(b) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌assist‌‌the‌‌data‌‌exporter‌‌in‌‌fulfilling‌‌its‌‌obligations‌‌to‌‌respond‌‌to‌‌data‌‌subjects’‌‌                                 
requests‌‌for‌‌the‌‌exercise‌‌of‌‌their‌‌rights‌‌under‌‌Regulation‌‌(EU)‌‌2016/679.‌‌In‌‌this‌‌regard,‌‌the‌‌Parties‌‌shall‌‌                                 
set‌‌out‌‌in‌‌Annex‌‌II‌‌the‌‌appropriate‌‌technical‌‌and‌‌organisational‌‌measures,‌‌taking‌‌into‌‌account‌‌the‌‌nature‌‌                               
of‌‌the‌‌processing,‌‌by‌‌which‌‌the‌‌assistance‌‌shall‌ ‌be‌‌provided,‌‌as‌‌well‌ ‌as‌‌the‌‌scope‌‌and‌‌the‌‌extent‌‌of‌‌the‌‌                                       
assistance‌ ‌required.‌‌ ‌  

(c) In‌ ‌fulfilling‌ ‌its‌ ‌obligations‌ ‌under‌ ‌paragraphs‌ ‌(a)‌ ‌and‌ ‌(b),‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌comply‌ ‌with‌ ‌the‌‌                               
instructions‌ ‌from‌ ‌the‌ ‌data‌ ‌exporter.‌ ‌ 

‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

(a) The‌‌data‌‌importer‌‌shall‌ ‌promptly‌‌notify‌‌the‌‌data‌‌exporter‌‌and,‌‌where‌‌appropriate,‌‌the‌‌controller‌‌of‌‌any‌‌                               
request‌ ‌it‌ ‌has‌ ‌received‌ ‌from‌ ‌a‌ ‌data‌ ‌subject,‌ ‌without‌ ‌responding‌ ‌to‌ ‌that‌ ‌request‌ ‌unless‌ ‌it‌ ‌has‌ ‌been‌‌                                 
authorised‌ ‌to‌ ‌do‌ ‌so‌ ‌by‌ ‌the‌ ‌controller.‌ ‌ 

(b) The‌‌data‌‌importer‌‌shall‌‌assist,‌‌where‌‌appropriate‌‌in‌‌cooperation‌‌with‌‌the‌‌data‌‌exporter,‌‌the‌‌controller‌‌in‌‌                               
fulfilling‌ ‌its‌ ‌obligations‌ ‌to‌ ‌respond‌ ‌to‌ ‌data‌ ‌subjects’‌ ‌requests‌ ‌for‌ ‌the‌ ‌exercise‌ ‌of‌ ‌their‌ ‌rights‌ ‌under‌‌                               
Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌or‌‌Regulation‌‌(EU)‌‌2018/1725,‌‌as‌‌applicable.‌‌In‌‌this‌‌regard,‌‌the‌‌Parties‌‌shall‌‌                             
set‌‌out‌‌in‌‌Annex‌‌II‌‌the‌‌appropriate‌‌technical‌‌and‌‌organisational‌‌measures,‌‌taking‌‌into‌‌account‌‌the‌‌nature‌‌                               
of‌‌the‌‌processing,‌‌by‌‌which‌‌the‌‌assistance‌‌shall‌ ‌be‌‌provided,‌‌as‌‌well‌ ‌as‌‌the‌‌scope‌‌and‌‌the‌‌extent‌‌of‌‌the‌‌                                       
assistance‌ ‌required.‌‌ ‌  

(c) In‌ ‌fulfilling‌ ‌its‌ ‌obligations‌ ‌under‌ ‌paragraphs‌ ‌(a)‌ ‌and‌ ‌(b),‌ ‌the‌ ‌data‌ ‌importer‌ ‌shall‌ ‌comply‌ ‌with‌ ‌the‌‌                               
instructions‌ ‌from‌ ‌the‌ ‌controller,‌ ‌as‌ ‌communicated‌ ‌by‌ ‌the‌ ‌data‌ ‌exporter.‌ ‌ 

‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌‌ ‌  

The‌‌Parties‌‌shall‌ ‌assist‌‌each‌‌other‌‌in‌‌responding‌‌to‌‌enquiries‌‌and‌‌requests‌‌made‌‌by‌‌data‌‌subjects‌‌under‌‌the‌‌local‌‌                                     
law‌‌applicable‌‌to‌‌the‌‌data‌‌importer‌‌or,‌‌for‌‌data‌‌processing‌‌by‌‌the‌‌data‌‌exporter‌‌in‌‌the‌‌EU,‌‌under‌‌Regulation‌‌(EU)‌‌                                       
2016/679.‌ ‌ 



‌ 

‌ 

Clause‌ ‌11‌ ‌ 

Redress‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌inform‌ ‌data‌ ‌subjects‌ ‌in‌ ‌a‌ ‌transparent‌ ‌and‌ ‌easily‌ ‌accessible‌ ‌format,‌ ‌through‌‌                             
individual‌ ‌notice‌ ‌or‌ ‌on‌ ‌its‌ ‌website,‌ ‌of‌ ‌a‌ ‌contact‌ ‌point‌ ‌authorised‌ ‌to‌ ‌handle‌ ‌complaints.‌ ‌It‌ ‌shall‌ ‌deal‌‌                                 
promptly‌ ‌with‌ ‌any‌ ‌complaints‌ ‌it‌ ‌receives‌ ‌from‌ ‌a‌ ‌data‌ ‌subject.‌‌ ‌  

[OPTION:‌‌The‌‌data‌‌importer‌‌agrees‌‌that‌‌data‌‌subjects‌‌may‌‌also‌‌lodge‌‌a‌‌complaint‌‌with‌‌an‌‌independent‌‌                               
dispute‌‌resolution‌‌body‌ ‌at‌‌no‌‌cost‌‌to‌‌the‌‌data‌‌subject.‌‌It‌‌shall‌‌inform‌‌the‌‌data‌‌subjects,‌‌in‌‌the‌‌manner‌‌                                     
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set‌‌out‌‌in‌‌paragraph‌‌(a),‌ ‌of‌‌such‌‌redress‌‌mechanism‌‌and‌‌that‌‌they‌‌are‌‌not‌‌required‌‌to‌‌use‌‌it,‌‌or‌‌follow‌‌a‌‌                                         
particular‌ ‌sequence‌ ‌in‌ ‌seeking‌ ‌redress.]‌ ‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

(b) In‌ ‌case‌ ‌of‌ ‌a‌ ‌dispute‌ ‌between‌ ‌a‌ ‌data‌ ‌subject‌ ‌and‌ ‌one‌‌of‌‌the‌‌Parties‌‌as‌‌regards‌‌compliance‌‌with‌‌these‌‌                                     
Clauses,‌‌that‌‌Party‌‌shall‌ ‌use‌‌its‌‌best‌‌efforts‌‌to‌‌resolve‌‌the‌‌issue‌‌amicably‌‌in‌‌a‌‌timely‌‌fashion.‌‌The‌‌Parties‌‌                                     
shall‌ ‌keep‌ ‌each‌ ‌other‌ ‌informed‌ ‌about‌ ‌such‌ ‌disputes‌ ‌and,‌ ‌where‌ ‌appropriate,‌ ‌cooperate‌ ‌in‌ ‌resolving‌‌                           
them.‌ ‌ ‌   

(c) Where‌ ‌the‌ ‌data‌‌subject‌‌invokes‌‌a‌‌third-party‌‌beneficiary‌‌right‌‌pursuant‌‌to‌‌Clause‌‌3,‌‌the‌‌data‌‌importer‌‌                               
shall‌ ‌accept‌ ‌the‌ ‌decision‌ ‌of‌ ‌the‌ ‌data‌ ‌subject‌ ‌to:‌‌ ‌  

(i) lodge‌ ‌a‌ ‌complaint‌ ‌with‌ ‌the‌ ‌supervisory‌ ‌authority‌ ‌in‌ ‌the‌ ‌Member‌ ‌State‌ ‌of‌ ‌his/her‌ ‌habitual‌‌                           
residence‌ ‌or‌ ‌place‌ ‌of‌ ‌work,‌ ‌or‌ ‌the‌ ‌competent‌ ‌supervisory‌ ‌authority‌ ‌pursuant‌ ‌to‌ ‌Clause‌ ‌13;‌ ‌ 

(ii) refer‌ ‌the‌ ‌dispute‌ ‌to‌ ‌the‌ ‌competent‌ ‌courts‌ ‌within‌ ‌the‌ ‌meaning‌ ‌of‌ ‌Clause‌ ‌18.‌ ‌ 

(d) The‌ ‌Parties‌ ‌accept‌ ‌that‌ ‌the‌ ‌data‌ ‌subject‌ ‌may‌ ‌be‌ ‌represented‌‌by‌‌a‌‌not-for-profit‌‌body,‌‌organisation‌‌or‌‌                               
association‌ ‌under‌ ‌the‌ ‌conditions‌ ‌set‌ ‌out‌ ‌in‌ ‌Article‌ ‌80(1)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌‌ ‌  

(e) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌abide‌ ‌by‌ ‌a‌ ‌decision‌ ‌that‌ ‌is‌ ‌binding‌ ‌under‌ ‌the‌ ‌applicable‌ ‌EU‌ ‌or‌ ‌Member‌ ‌State‌ ‌law.‌ ‌ 

(f) The‌‌data‌‌importer‌‌agrees‌‌that‌‌the‌‌choice‌‌made‌‌by‌‌the‌‌data‌‌subject‌‌will‌‌not‌‌prejudice‌‌his/her‌‌substantive‌‌                                 
and‌ ‌procedural‌ ‌rights‌ ‌to‌ ‌seek‌ ‌remedies‌ ‌in‌ ‌accordance‌ ‌with‌ ‌applicable‌ ‌laws.‌ ‌ 

Clause‌ ‌12‌ ‌ 

Liability‌ ‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌‌ ‌  

11 ‌  The‌‌data‌‌importer‌‌may‌‌offer‌‌independent‌‌dispute‌‌resolution‌‌through‌‌an‌‌arbitration‌‌body‌‌only‌‌if‌‌it‌‌is‌‌established‌‌                                 
in‌ ‌a‌ ‌country‌ ‌that‌ ‌has‌ ‌ratified‌ ‌the‌ ‌New‌ ‌York‌ ‌Convention‌ ‌on‌ ‌Enforcement‌ ‌of‌ ‌Arbitration‌ ‌Awards.‌ ‌ 



‌ 

(a) Each‌ ‌Party‌ ‌shall‌ ‌be‌ ‌liable‌ ‌to‌ ‌the‌ ‌other‌ ‌Party/ies‌ ‌for‌ ‌any‌ ‌damages‌‌it‌ ‌causes‌‌the‌‌other‌‌Party/ies‌‌by‌‌any‌‌                                     
breach‌ ‌of‌ ‌these‌ ‌Clauses.‌‌ ‌  

(b) Each‌ ‌Party‌ ‌shall‌ ‌be‌ ‌liable‌ ‌to‌ ‌the‌ ‌data‌ ‌subject,‌ ‌and‌ ‌the‌ ‌data‌ ‌subject‌ ‌shall‌ ‌be‌ ‌entitled‌ ‌to‌ ‌receive‌‌                                   
compensation,‌ ‌for‌ ‌any‌ ‌material‌ ‌or‌ ‌non-material‌ ‌damages‌ ‌that‌ ‌the‌ ‌Party‌ ‌causes‌ ‌the‌ ‌data‌ ‌subject‌ ‌by‌‌                             
breaching‌‌the‌‌third-party‌‌beneficiary‌‌rights‌‌under‌‌these‌‌Clauses.‌‌This‌‌is‌‌without‌‌prejudice‌‌to‌‌the‌‌liability‌‌                             
of‌ ‌the‌ ‌data‌ ‌exporter‌ ‌under‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌ ‌ 

(c) Where‌ ‌more‌ ‌than‌ ‌one‌ ‌Party‌ ‌is‌ ‌responsible‌‌for‌‌any‌‌damage‌‌caused‌‌to‌‌the‌‌data‌‌subject‌‌as‌‌a‌‌result‌‌of‌‌a‌‌                                       
breach‌‌of‌‌these‌‌Clauses,‌‌all‌‌responsible‌‌Parties‌‌shall‌‌be‌‌jointly‌‌and‌‌severally‌‌liable‌‌and‌‌the‌‌data‌‌subject‌‌is‌‌                                   
entitled‌ ‌to‌ ‌bring‌ ‌an‌ ‌action‌ ‌in‌ ‌court‌ ‌against‌ ‌any‌ ‌of‌ ‌these‌ ‌Parties.‌ ‌ 

(d) The‌ ‌Parties‌ ‌agree‌ ‌that‌ ‌if‌ ‌one‌‌Party‌‌is‌‌held‌‌liable‌‌under‌‌paragraph‌‌(c),‌ ‌it‌ ‌shall‌ ‌be‌‌entitled‌‌to‌‌claim‌‌back‌‌                                       
from‌‌the‌‌other‌‌Party/ies‌‌that‌‌part‌‌of‌‌the‌‌compensation‌‌corresponding‌‌to‌‌its‌‌/‌‌their‌‌responsibility‌‌for‌‌the‌‌                                 
damage.‌ ‌ 

(e) The‌ ‌data‌ ‌importer‌ ‌may‌ ‌not‌ ‌invoke‌ ‌the‌ ‌conduct‌ ‌of‌ ‌a‌ ‌processor‌ ‌or‌ ‌sub-processor‌ ‌to‌ ‌avoid‌ ‌its‌ ‌own‌ ‌liability.‌ ‌ 

‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

(a) Each‌ ‌Party‌ ‌shall‌ ‌be‌ ‌liable‌ ‌to‌ ‌the‌ ‌other‌ ‌Party/ies‌ ‌for‌ ‌any‌ ‌damages‌‌it‌ ‌causes‌‌the‌‌other‌‌Party/ies‌‌by‌‌any‌‌                                     
breach‌ ‌of‌ ‌these‌ ‌Clauses.‌‌ ‌  

(b) The‌ ‌data‌ ‌importer‌ ‌shall‌ ‌be‌ ‌liable‌ ‌to‌‌the‌‌data‌‌subject,‌ ‌and‌‌the‌‌data‌‌subject‌‌shall‌ ‌be‌‌entitled‌‌to‌‌receive‌‌                                     
compensation,‌‌for‌‌any‌‌material‌‌or‌‌non-material‌ ‌damages‌‌the‌‌data‌‌importer‌‌or‌‌its‌‌sub-processor‌‌causes‌‌                           
the‌ ‌data‌ ‌subject‌ ‌by‌ ‌breaching‌ ‌the‌ ‌third-party‌ ‌beneficiary‌ ‌rights‌ ‌under‌ ‌these‌ ‌Clauses.‌‌ ‌  

(c) Notwithstanding‌‌paragraph‌‌(b),‌‌the‌‌data‌‌exporter‌‌shall‌‌be‌‌liable‌‌to‌‌the‌‌data‌‌subject,‌‌and‌‌the‌‌data‌‌subject‌‌                                 
shall‌‌be‌‌entitled‌‌to‌‌receive‌‌compensation,‌‌for‌‌any‌‌material‌‌or‌‌non-material‌‌damages‌‌the‌‌data‌‌exporter‌‌or‌‌                               
the‌‌data‌‌importer‌‌(or‌‌its‌‌sub-processor)‌‌causes‌‌the‌‌data‌‌subject‌‌by‌‌breaching‌‌the‌‌third-party‌‌beneficiary‌‌                             
rights‌‌under‌‌these‌‌Clauses.‌‌This‌‌is‌‌without‌‌prejudice‌‌to‌‌the‌‌liability‌‌of‌‌the‌‌data‌‌exporter‌‌and,‌‌where‌‌the‌‌                                   
data‌ ‌exporter‌ ‌is‌ ‌a‌ ‌processor‌ ‌acting‌ ‌on‌ ‌behalf‌ ‌of‌ ‌a‌ ‌controller,‌ ‌to‌ ‌the‌ ‌liability‌ ‌of‌ ‌the‌ ‌controller‌ ‌under‌‌                                   
Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌or‌ ‌Regulation‌ ‌(EU)‌ ‌2018/1725,‌ ‌as‌ ‌applicable.‌ ‌ 

(d) The‌‌Parties‌‌agree‌‌that‌‌if‌ ‌the‌‌data‌‌exporter‌‌is‌‌held‌‌liable‌‌under‌‌paragraph‌‌(c)‌‌for‌‌damages‌‌caused‌‌by‌‌the‌‌                                     
data‌‌importer‌‌(or‌‌its‌‌sub-processor),‌‌it‌‌shall‌‌be‌‌entitled‌‌to‌‌claim‌‌back‌‌from‌‌the‌‌data‌‌importer‌‌that‌‌part‌‌of‌‌                                     
the‌ ‌compensation‌ ‌corresponding‌ ‌to‌ ‌the‌ ‌data‌ ‌importer’s‌ ‌responsibility‌ ‌for‌ ‌the‌ ‌damage.‌ 

(e) Where‌ ‌more‌ ‌than‌ ‌one‌ ‌Party‌ ‌is‌ ‌responsible‌‌for‌‌any‌‌damage‌‌caused‌‌to‌‌the‌‌data‌‌subject‌‌as‌‌a‌‌result‌‌of‌‌a‌‌                                       
breach‌‌of‌‌these‌‌Clauses,‌‌all‌‌responsible‌‌Parties‌‌shall‌‌be‌‌jointly‌‌and‌‌severally‌‌liable‌‌and‌‌the‌‌data‌‌subject‌‌is‌‌                                   
entitled‌ ‌to‌ ‌bring‌ ‌an‌ ‌action‌ ‌in‌ ‌court‌ ‌against‌ ‌any‌ ‌of‌ ‌these‌ ‌Parties.‌ ‌ 

(f) The‌ ‌Parties‌ ‌agree‌ ‌that‌ ‌if‌ ‌one‌‌Party‌‌is‌‌held‌‌liable‌‌under‌‌paragraph‌‌(e),‌ ‌it‌ ‌shall‌ ‌be‌‌entitled‌‌to‌‌claim‌‌back‌‌                                       
from‌‌the‌‌other‌‌Party/ies‌‌that‌‌part‌‌of‌‌the‌‌compensation‌‌corresponding‌‌to‌‌its‌‌/‌‌their‌‌responsibility‌‌for‌‌the‌‌                                 
damage.‌ ‌ 

(g) The‌ ‌data‌ ‌importer‌ ‌may‌ ‌not‌ ‌invoke‌ ‌the‌ ‌conduct‌ ‌of‌ ‌a‌ ‌sub-processor‌ ‌to‌ ‌avoid‌ ‌its‌ ‌own‌ ‌liability.‌ ‌ 

Clause‌ ‌13‌ ‌ 

Supervision‌ ‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 



‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

(a) [Where‌ ‌the‌ ‌data‌ ‌exporter‌ ‌is‌ ‌established‌ ‌in‌ ‌an‌ ‌EU‌ ‌Member‌ ‌State:]‌ ‌The‌ ‌supervisory‌ ‌authority‌ ‌with‌‌                             
responsibility‌ ‌for‌ ‌ensuring‌ ‌compliance‌ ‌by‌ ‌the‌ ‌data‌ ‌exporter‌‌with‌‌Regulation‌‌(EU)‌‌2016/679‌‌as‌‌regards‌‌                           
the‌ ‌data‌ ‌transfer,‌ ‌as‌ ‌indicated‌ ‌in‌ ‌Annex‌ ‌I.C,‌ ‌shall‌ ‌act‌ ‌as‌ ‌competent‌ ‌supervisory‌ ‌authority.‌ 

[Where‌‌the‌‌data‌‌exporter‌‌is‌‌not‌‌established‌‌in‌‌an‌‌EU‌‌Member‌‌State,‌‌but‌‌falls‌‌within‌‌the‌‌territorial‌‌scope‌‌                                   
of‌ ‌application‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌in‌ ‌accordance‌ ‌with‌ ‌its‌ ‌Article‌ ‌3(2)‌ ‌and‌ ‌has‌ ‌appointed‌ ‌a‌‌                               
representative‌‌pursuant‌‌to‌‌Article‌‌27(1)‌‌of‌‌Regulation‌‌(EU)‌‌2016/679:]‌‌The‌‌supervisory‌‌authority‌‌of‌‌the‌‌                           
Member‌ ‌State‌ ‌in‌ ‌which‌ ‌the‌ ‌representative‌ ‌within‌ ‌the‌ ‌meaning‌ ‌of‌ ‌Article‌ ‌27(1)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌‌                             
2016/679‌ ‌is‌ ‌established,‌ ‌as‌ ‌indicated‌ ‌in‌ ‌Annex‌ ‌I.C,‌ ‌shall‌ ‌act‌ ‌as‌ ‌competent‌ ‌supervisory‌ ‌authority.‌‌ ‌  

[Where‌‌the‌‌data‌‌exporter‌‌is‌‌not‌‌established‌‌in‌‌an‌‌EU‌‌Member‌‌State,‌‌but‌‌falls‌‌within‌‌the‌‌territorial‌‌scope‌‌                                   
of‌‌application‌‌of‌‌Regulation‌‌(EU)‌‌2016/679‌‌in‌‌accordance‌‌with‌‌its‌‌Article‌‌3(2)‌‌without‌‌however‌‌having‌‌to‌‌                               
appoint‌ ‌a‌ ‌representative‌ ‌pursuant‌ ‌to‌ ‌Article‌ ‌27(2)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679:]‌ ‌The‌ ‌supervisory‌‌                         
authority‌ ‌of‌ ‌one‌ ‌of‌ ‌the‌ ‌Member‌ ‌States‌ ‌in‌ ‌which‌‌the‌‌data‌‌subjects‌‌whose‌‌personal‌‌data‌‌is‌‌transferred‌‌                                 
under‌ ‌these‌ ‌Clauses‌ ‌in‌ ‌relation‌ ‌to‌ ‌the‌ ‌offering‌ ‌of‌ ‌goods‌ ‌or‌ ‌services‌ ‌to‌ ‌them,‌ ‌or‌ ‌whose‌ ‌behaviour‌ ‌is‌‌                                   
monitored,‌ ‌are‌ ‌located,‌ ‌as‌ ‌indicated‌ ‌in‌ ‌Annex‌ ‌I.C,‌ ‌shall‌ ‌act‌ ‌as‌ ‌competent‌ ‌supervisory‌ ‌authority.‌‌ ‌  

(b) The‌ ‌data‌ ‌importer‌ ‌agrees‌ ‌to‌ ‌submit‌ ‌itself‌ ‌to‌ ‌the‌ ‌jurisdiction‌ ‌of‌ ‌and‌ ‌cooperate‌ ‌with‌ ‌the‌ ‌competent‌‌                               
supervisory‌‌authority‌‌in‌‌any‌‌procedures‌‌aimed‌‌at‌‌ensuring‌‌compliance‌‌with‌‌these‌‌Clauses.‌‌In‌‌particular,‌‌                           
the‌ ‌data‌ ‌importer‌ ‌agrees‌ ‌to‌ ‌respond‌ ‌to‌ ‌enquiries,‌ ‌submit‌ ‌to‌ ‌audits‌ ‌and‌ ‌comply‌ ‌with‌ ‌the‌ ‌measures‌‌                               
adopted‌ ‌by‌ ‌the‌ ‌supervisory‌‌authority,‌‌including‌‌remedial‌‌and‌‌compensatory‌‌measures.‌‌It‌ ‌shall‌ ‌provide‌‌                         
the‌ ‌supervisory‌ ‌authority‌ ‌with‌ ‌written‌ ‌confirmation‌ ‌that‌ ‌the‌ ‌necessary‌ ‌actions‌ ‌have‌ ‌been‌ ‌taken.‌ ‌ 

‌ 

‌ 

SECTION‌ ‌III‌ ‌–‌ ‌LOCAL‌ ‌LAWS‌ ‌AND‌ ‌OBLIGATIONS‌ ‌IN‌ ‌CASE‌ ‌OF‌ ‌ACCESS‌ ‌BY‌ ‌PUBLIC‌ ‌AUTHORITIES‌ ‌ 

Clause‌ ‌14‌ ‌ 

Local‌ ‌laws‌ ‌and‌ ‌practices‌ ‌affecting‌ ‌compliance‌ ‌with‌ ‌the‌ ‌Clauses‌ ‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌ ‌‌(where‌ ‌the‌ ‌EU‌ ‌processor‌ ‌combines‌ ‌the‌‌personal‌‌data‌‌received‌‌                             
from‌ ‌the‌ ‌third‌ ‌country-controller‌ ‌with‌ ‌personal‌ ‌data‌ ‌collected‌ ‌by‌ ‌the‌ ‌processor‌ ‌in‌ ‌the‌ ‌EU)‌ ‌ 

(a) The‌‌Parties‌‌warrant‌‌that‌‌they‌‌have‌‌no‌‌reason‌‌to‌‌believe‌‌that‌‌the‌‌laws‌‌and‌‌practices‌‌in‌‌the‌‌third‌‌country‌‌                                     
of‌ ‌destination‌ ‌applicable‌ ‌to‌ ‌the‌ ‌processing‌ ‌of‌ ‌the‌ ‌personal‌ ‌data‌ ‌by‌ ‌the‌ ‌data‌ ‌importer,‌ ‌including‌ ‌any‌‌                               
requirements‌‌to‌‌disclose‌‌personal‌‌data‌‌or‌‌measures‌‌authorising‌‌access‌‌by‌‌public‌‌authorities,‌‌prevent‌‌the‌‌                           
data‌‌importer‌‌from‌‌fulfilling‌‌its‌‌obligations‌‌under‌‌these‌‌Clauses.‌‌This‌‌is‌‌based‌‌on‌‌the‌‌understanding‌‌that‌‌                               
laws‌‌and‌‌practices‌‌that‌‌respect‌‌the‌‌essence‌‌of‌‌the‌‌fundamental‌‌rights‌‌and‌‌freedoms‌‌and‌‌do‌‌not‌‌exceed‌‌                                 
what‌‌is‌‌necessary‌‌and‌‌proportionate‌‌in‌‌a‌‌democratic‌‌society‌‌to‌‌safeguard‌‌one‌‌of‌‌the‌‌objectives‌‌listed‌‌in‌‌                                 
Article‌ ‌23(1)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679,‌ ‌are‌ ‌not‌ ‌in‌ ‌contradiction‌ ‌with‌ ‌these‌ ‌Clauses.‌ ‌ 

(b) The‌ ‌Parties‌ ‌declare‌ ‌that‌ ‌in‌ ‌providing‌ ‌the‌ ‌warranty‌ ‌in‌ ‌paragraph‌ ‌(a),‌ ‌they‌ ‌have‌ ‌taken‌ ‌due‌ ‌account‌ ‌in‌‌                                 
particular‌ ‌of‌ ‌the‌ ‌following‌ ‌elements:‌ ‌ 

(i) the‌ ‌specific‌ ‌circumstances‌ ‌of‌ ‌the‌ ‌transfer,‌ ‌including‌ ‌the‌ ‌length‌ ‌of‌ ‌the‌ ‌processing‌ ‌chain,‌ ‌the‌‌                           
number‌ ‌of‌ ‌actors‌ ‌involved‌ ‌and‌ ‌the‌ ‌transmission‌‌channels‌‌used;‌‌intended‌‌onward‌‌transfers;‌‌the‌‌                         
type‌ ‌of‌ ‌recipient;‌ ‌the‌ ‌purpose‌ ‌of‌ ‌processing;‌ ‌the‌ ‌categories‌ ‌and‌ ‌format‌ ‌of‌ ‌the‌ ‌transferred‌‌                           



‌ 

personal‌‌data;‌‌the‌‌economic‌‌sector‌‌in‌‌which‌‌the‌‌transfer‌‌occurs;‌‌the‌‌storage‌‌location‌‌of‌‌the‌‌data‌‌                               
transferred;‌‌ ‌  

(ii) the‌‌laws‌‌and‌‌practices‌‌of‌‌the‌‌third‌‌country‌‌of‌‌destination–‌‌including‌‌those‌‌requiring‌‌the‌‌disclosure‌‌                             
of‌ ‌data‌ ‌to‌ ‌public‌ ‌authorities‌ ‌or‌ ‌authorising‌ ‌access‌ ‌by‌ ‌such‌‌authorities‌‌–‌‌relevant‌‌in‌‌light‌‌of‌‌the‌‌                                 
specific‌ ‌circumstances‌ ‌of‌ ‌the‌ ‌transfer,‌ ‌and‌ ‌the‌ ‌applicable‌ ‌limitations‌ ‌and‌ ‌safeguards‌ ‌;‌‌ ‌  

12

(iii) any‌ ‌relevant‌ ‌contractual,‌ ‌technical‌ ‌or‌ ‌organisational‌ ‌safeguards‌ ‌put‌‌in‌‌place‌‌to‌‌supplement‌‌the‌‌                         
safeguards‌ ‌under‌ ‌these‌ ‌Clauses,‌ ‌including‌ ‌measures‌ ‌applied‌ ‌during‌ ‌transmission‌ ‌and‌ ‌to‌ ‌the‌‌                       
processing‌ ‌of‌ ‌the‌ ‌personal‌ ‌data‌ ‌in‌ ‌the‌ ‌country‌ ‌of‌ ‌destination.‌ ‌ 

(c) The‌ ‌data‌ ‌importer‌ ‌warrants‌ ‌that,‌ ‌in‌ ‌carrying‌ ‌out‌ ‌the‌ ‌assessment‌‌under‌‌paragraph‌‌(b),‌ ‌it‌ ‌has‌‌made‌‌its‌‌                                 
best‌ ‌efforts‌ ‌to‌ ‌provide‌ ‌the‌ ‌data‌ ‌exporter‌ ‌with‌‌relevant‌‌information‌‌and‌‌agrees‌‌that‌‌it‌ ‌will‌ ‌continue‌‌to‌‌                                 
cooperate‌ ‌with‌ ‌the‌ ‌data‌ ‌exporter‌ ‌in‌ ‌ensuring‌ ‌compliance‌ ‌with‌ ‌these‌ ‌Clauses.‌ ‌ 

(d) The‌ ‌Parties‌ ‌agree‌ ‌to‌ ‌document‌ ‌the‌ ‌assessment‌ ‌under‌ ‌paragraph‌ ‌(b)‌ ‌and‌ ‌make‌ ‌it‌ ‌available‌ ‌to‌ ‌the‌‌                               
competent‌ ‌supervisory‌ ‌authority‌ ‌on‌ ‌request.‌ ‌ 

(e) The‌ ‌data‌ ‌importer‌ ‌agrees‌‌to‌‌notify‌‌the‌‌data‌‌exporter‌‌promptly‌‌if,‌ ‌after‌‌having‌‌agreed‌‌to‌‌these‌‌Clauses‌‌                                 
and‌‌for‌‌the‌‌duration‌‌of‌‌the‌‌contract,‌ ‌it‌ ‌has‌‌reason‌‌to‌‌believe‌‌that‌‌it‌ ‌is‌ ‌or‌‌has‌‌become‌‌subject‌‌to‌‌laws‌‌or‌‌                                           
practices‌‌not‌‌in‌‌line‌‌with‌‌the‌‌requirements‌‌under‌‌paragraph‌‌(a),‌‌including‌‌following‌‌a‌‌change‌‌in‌‌the‌‌laws‌‌                                 
of‌‌the‌‌third‌‌country‌‌or‌‌a‌‌measure‌‌(such‌‌as‌‌a‌‌disclosure‌‌request)‌‌indicating‌‌an‌‌application‌‌of‌‌such‌‌laws‌‌in‌‌                                     
practice‌‌that‌‌is‌‌not‌‌in‌‌line‌‌with‌‌the‌‌requirements‌‌in‌‌paragraph‌‌(a).‌‌[For‌‌Module‌‌Three:‌‌The‌‌data‌‌exporter‌‌                                   
shall‌ ‌forward‌ ‌the‌ ‌notification‌ ‌to‌ ‌the‌ ‌controller.]‌ ‌ 

(f) Following‌ ‌a‌ ‌notification‌ ‌pursuant‌ ‌to‌ ‌paragraph‌ ‌(e),‌ ‌or‌ ‌if‌ ‌the‌ ‌data‌ ‌exporter‌ ‌otherwise‌ ‌has‌ ‌reason‌ ‌to‌‌                               
believe‌‌that‌‌the‌‌data‌‌importer‌‌can‌‌no‌‌longer‌‌fulfil‌ ‌its‌‌obligations‌‌under‌‌these‌‌Clauses,‌‌the‌‌data‌‌exporter‌‌                                 
shall‌ ‌promptly‌ ‌identify‌ ‌appropriate‌ ‌measures‌ ‌(e.g.‌ ‌technical‌ ‌or‌ ‌organisational‌ ‌measures‌ ‌to‌ ‌ensure‌‌                       
security‌ ‌and‌ ‌confidentiality)‌ ‌to‌ ‌be‌ ‌adopted‌ ‌by‌ ‌the‌ ‌data‌ ‌exporter‌‌and/or‌‌data‌‌importer‌‌to‌‌address‌‌the‌‌                               
situation‌‌[for‌‌Module‌‌Three:‌‌,‌ ‌if‌ ‌appropriate‌‌in‌‌consultation‌‌with‌‌the‌‌controller].‌‌The‌‌data‌‌exporter‌‌shall‌‌                               
suspend‌‌the‌‌data‌‌transfer‌‌if‌‌it‌‌considers‌‌that‌‌no‌‌appropriate‌‌safeguards‌‌for‌‌such‌‌transfer‌‌can‌‌be‌‌ensured,‌‌                                 
or‌‌if‌ ‌instructed‌‌by‌‌[for‌‌Module‌‌Three:‌‌the‌‌controller‌‌or]‌‌the‌‌competent‌‌supervisory‌‌authority‌‌to‌‌do‌‌so.‌‌In‌‌                                   
this‌ ‌case,‌ ‌the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌be‌ ‌entitled‌ ‌to‌ ‌terminate‌ ‌the‌ ‌contract,‌ ‌insofar‌ ‌as‌ ‌it‌ ‌concerns‌ ‌the‌‌                                 
processing‌‌of‌‌personal‌‌data‌‌under‌‌these‌‌Clauses.‌‌If‌‌the‌‌contract‌‌involves‌‌more‌‌than‌‌two‌‌Parties,‌‌the‌‌data‌‌                                 
exporter‌‌may‌‌exercise‌‌this‌‌right‌‌to‌‌termination‌‌only‌‌with‌‌respect‌‌to‌‌the‌‌relevant‌‌Party,‌‌unless‌‌the‌‌Parties‌‌                                 
have‌‌agreed‌‌otherwise.‌‌Where‌‌the‌‌contract‌‌is‌‌terminated‌‌pursuant‌‌to‌‌this‌‌Clause,‌‌Clause‌‌16(d)‌‌and‌‌(e)‌‌                               
shall‌ ‌apply.‌ ‌ ‌   

Clause‌ ‌15‌ ‌ 

Obligations‌ ‌of‌ ‌the‌ ‌data‌ ‌importer‌ ‌in‌ ‌case‌ ‌of‌ ‌access‌ ‌by‌ ‌public‌ ‌authorities‌ ‌ 

12 ‌  As‌‌regards‌‌the‌‌impact‌‌of‌‌such‌‌laws‌‌and‌‌practices‌‌on‌‌compliance‌‌with‌‌these‌‌Clauses,‌‌different‌‌elements‌‌may‌‌be‌‌                                   
considered‌ ‌as‌ ‌part‌ ‌of‌ ‌an‌ ‌overall‌ ‌assessment.‌ ‌Such‌ ‌elements‌ ‌may‌ ‌include‌ ‌relevant‌ ‌and‌ ‌documented‌ ‌practical‌‌                             
experience‌ ‌with‌ ‌prior‌ ‌instances‌ ‌of‌ ‌requests‌ ‌for‌ ‌disclosure‌ ‌from‌ ‌public‌ ‌authorities,‌ ‌or‌ ‌the‌ ‌absence‌ ‌of‌ ‌such‌‌                               
requests,‌ ‌covering‌ ‌a‌‌sufficiently‌‌representative‌‌time-frame.‌‌This‌‌refers‌‌in‌‌particular‌‌to‌‌internal‌‌records‌‌or‌‌other‌‌                             
documentation,‌ ‌drawn‌ ‌up‌ ‌on‌ ‌a‌ ‌continuous‌ ‌basis‌ ‌in‌ ‌accordance‌ ‌with‌ ‌due‌ ‌diligence‌ ‌and‌ ‌certified‌ ‌at‌ ‌senior‌‌                               
management‌‌level,‌‌provided‌‌that‌‌this‌‌information‌‌can‌‌be‌‌lawfully‌‌shared‌‌with‌‌third‌‌parties.‌‌Where‌‌this‌‌practical‌‌                               
experience‌ ‌is‌ ‌relied‌ ‌upon‌ ‌to‌ ‌conclude‌ ‌that‌ ‌the‌‌data‌‌importer‌‌will‌‌not‌‌be‌‌prevented‌‌from‌‌complying‌‌with‌‌these‌‌                                   
Clauses,‌ ‌it‌ ‌needs‌ ‌to‌ ‌be‌ ‌supported‌ ‌by‌ ‌other‌ ‌relevant,‌ ‌objective‌ ‌elements,‌ ‌and‌ ‌it‌ ‌is‌ ‌for‌ ‌the‌ ‌Parties‌ ‌to‌ ‌consider‌‌                                     
carefully‌ ‌whether‌ ‌these‌ ‌elements‌ ‌together‌ ‌carry‌ ‌sufficient‌ ‌weight,‌ ‌in‌ ‌terms‌ ‌of‌ ‌their‌ ‌reliability‌ ‌and‌‌                           
representativeness,‌ ‌to‌ ‌support‌ ‌this‌‌conclusion.‌‌In‌‌particular,‌‌the‌‌Parties‌‌have‌‌to‌‌take‌‌into‌‌account‌‌whether‌‌their‌‌                               
practical‌‌experience‌‌is‌‌corroborated‌‌and‌‌not‌‌contradicted‌‌by‌‌publicly‌‌available‌‌or‌‌otherwise‌‌accessible,‌‌reliable‌‌                           
information‌‌on‌‌the‌‌existence‌‌or‌‌absence‌‌of‌‌requests‌‌within‌‌the‌‌same‌‌sector‌‌and/or‌‌the‌‌application‌‌of‌‌the‌‌law‌‌in‌‌                                     
practice,‌ ‌such‌ ‌as‌ ‌case‌ ‌law‌ ‌and‌ ‌reports‌ ‌by‌ ‌independent‌ ‌oversight‌ ‌bodies.‌ ‌ 



‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌ ‌‌(where‌ ‌the‌ ‌EU‌ ‌processor‌ ‌combines‌ ‌the‌‌personal‌‌data‌‌received‌‌                             
from‌ ‌the‌ ‌third‌ ‌country-controller‌ ‌with‌ ‌personal‌ ‌data‌ ‌collected‌ ‌by‌ ‌the‌ ‌processor‌ ‌in‌ ‌the‌ ‌EU)‌ ‌ 

15.1‌ Notification‌ ‌ 

(a) The‌‌data‌‌importer‌‌agrees‌‌to‌‌notify‌‌the‌‌data‌‌exporter‌‌and,‌‌where‌‌possible,‌‌the‌‌data‌‌subject‌‌promptly‌‌(if‌‌                                 
necessary‌ ‌with‌ ‌the‌ ‌help‌ ‌of‌ ‌the‌ ‌data‌ ‌exporter)‌ ‌if‌ ‌it:‌‌ ‌  

(i) receives‌‌a‌‌legally‌‌binding‌‌request‌‌from‌‌a‌‌public‌‌authority,‌‌including‌‌judicial‌‌authorities,‌‌under‌‌the‌‌                           
laws‌ ‌of‌ ‌the‌ ‌country‌ ‌of‌ ‌destination‌ ‌for‌ ‌the‌ ‌disclosure‌ ‌of‌ ‌personal‌ ‌data‌ ‌transferred‌ ‌pursuant‌ ‌to‌‌                             
these‌‌Clauses;‌‌such‌‌notification‌‌shall‌ ‌include‌‌information‌‌about‌‌the‌‌personal‌‌data‌‌requested,‌‌the‌                         
requesting‌ ‌authority,‌ ‌the‌ ‌legal‌ ‌basis‌ ‌for‌ ‌the‌ ‌request‌ ‌and‌ ‌the‌ ‌response‌ ‌provided;‌ ‌or‌ ‌ 

(ii) becomes‌‌aware‌‌of‌‌any‌‌direct‌‌access‌‌by‌‌public‌‌authorities‌‌to‌‌personal‌‌data‌‌transferred‌‌pursuant‌‌to‌‌                             
these‌ ‌Clauses‌ ‌in‌ ‌accordance‌ ‌with‌ ‌the‌ ‌laws‌ ‌of‌‌the‌‌country‌‌of‌‌destination;‌‌such‌‌notification‌‌shall‌‌                             
include‌ ‌all‌ ‌information‌ ‌available‌ ‌to‌ ‌the‌ ‌importer.‌ ‌ 

[For‌ ‌Module‌ ‌Three:‌ ‌The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌forward‌ ‌the‌ ‌notification‌ ‌to‌ ‌the‌ ‌controller.]‌ ‌ 

(b) If‌ ‌the‌ ‌data‌ ‌importer‌ ‌is‌ ‌prohibited‌ ‌from‌ ‌notifying‌ ‌the‌‌data‌‌exporter‌‌and/or‌‌the‌‌data‌‌subject‌‌under‌‌the‌‌                                 
laws‌‌of‌‌the‌‌country‌‌of‌‌destination,‌‌the‌‌data‌‌importer‌‌agrees‌‌to‌‌use‌‌its‌‌best‌‌efforts‌‌to‌‌obtain‌‌a‌‌waiver‌‌of‌‌                                       
the‌‌prohibition,‌‌with‌‌a‌‌view‌‌to‌‌communicating‌‌as‌‌much‌‌information‌‌as‌‌possible,‌‌as‌‌soon‌‌as‌‌possible.‌‌The‌‌                                 
data‌‌importer‌‌agrees‌‌to‌‌document‌‌its‌‌best‌‌efforts‌‌in‌‌order‌‌to‌‌be‌‌able‌‌to‌‌demonstrate‌‌them‌‌on‌‌request‌‌of‌‌                                     
the‌ ‌data‌ ‌exporter.‌‌ ‌  

(c) Where‌‌permissible‌‌under‌‌the‌‌laws‌‌of‌‌the‌‌country‌‌of‌‌destination,‌‌the‌‌data‌‌importer‌‌agrees‌‌to‌‌provide‌‌the‌‌                                 
data‌‌exporter,‌‌at‌‌regular‌‌intervals‌‌for‌‌the‌‌duration‌‌of‌‌the‌‌contract,‌‌with‌‌as‌‌much‌‌relevant‌‌information‌‌as‌‌                                 
possible‌‌on‌‌the‌‌requests‌‌received‌‌(in‌‌particular,‌ ‌number‌‌of‌‌requests,‌‌type‌‌of‌‌data‌‌requested,‌‌requesting‌‌                             
authority/ies,‌ ‌whether‌ ‌requests‌ ‌have‌ ‌been‌ ‌challenged‌‌and‌‌the‌‌outcome‌‌of‌‌such‌‌challenges,‌‌etc.).‌ ‌[For‌‌                           
Module‌ ‌Three:‌ ‌The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌forward‌ ‌the‌ ‌information‌ ‌to‌ ‌the‌ ‌controller.]‌ ‌ 

(d) The‌‌data‌‌importer‌‌agrees‌‌to‌‌preserve‌‌the‌‌information‌‌pursuant‌‌to‌‌paragraphs‌‌(a)‌‌to‌‌(c)‌‌for‌‌the‌‌duration‌‌                                 
of‌ ‌the‌ ‌contract‌ ‌and‌ ‌make‌ ‌it‌ ‌available‌ ‌to‌ ‌the‌ ‌competent‌ ‌supervisory‌ ‌authority‌ ‌on‌ ‌request.‌‌ ‌  

(e) Paragraphs‌ ‌(a)‌ ‌to‌ ‌(c)‌ ‌are‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌the‌ ‌obligation‌ ‌of‌ ‌the‌ ‌data‌‌importer‌‌pursuant‌‌to‌‌Clause‌‌                                 
14(e)‌ ‌and‌ ‌Clause‌ ‌16‌ ‌to‌ ‌inform‌ ‌the‌ ‌data‌ ‌exporter‌ ‌promptly‌ ‌where‌ ‌it‌ ‌is‌ ‌unable‌ ‌to‌ ‌comply‌ ‌with‌ ‌these‌‌                                   
Clauses.‌ ‌ 

15.2‌ Review‌ ‌of‌ ‌legality‌ ‌and‌ ‌data‌ ‌minimisation‌ ‌ 

(a) The‌ ‌data‌ ‌importer‌ ‌agrees‌ ‌to‌ ‌review‌ ‌the‌ ‌legality‌ ‌of‌ ‌the‌ ‌request‌ ‌for‌‌disclosure,‌‌in‌‌particular‌‌whether‌‌it‌‌                                 
remains‌ ‌within‌ ‌the‌ ‌powers‌ ‌granted‌‌to‌‌the‌‌requesting‌‌public‌‌authority,‌‌and‌‌to‌‌challenge‌‌the‌‌request‌‌if,‌‌                               
after‌‌careful‌‌assessment,‌‌it‌ ‌concludes‌‌that‌‌there‌‌are‌‌reasonable‌‌grounds‌‌to‌‌consider‌‌that‌‌the‌‌request‌‌is‌‌                               
unlawful‌‌under‌‌the‌‌laws‌‌of‌‌the‌‌country‌‌of‌‌destination,‌‌applicable‌‌obligations‌‌under‌‌international‌‌law‌‌and‌‌                             
principles‌ ‌of‌ ‌international‌ ‌comity.‌ ‌The‌ ‌data‌ ‌importer‌ ‌shall,‌ ‌under‌ ‌the‌ ‌same‌ ‌conditions,‌ ‌pursue‌‌                         
possibilities‌‌of‌‌appeal.‌‌When‌‌challenging‌‌a‌‌request,‌‌the‌‌data‌‌importer‌‌shall‌‌seek‌‌interim‌‌measures‌‌with‌‌a‌‌                               
view‌ ‌to‌‌suspending‌‌the‌‌effects‌‌of‌‌the‌‌request‌‌until‌ ‌the‌‌competent‌‌judicial‌ ‌authority‌‌has‌‌decided‌‌on‌‌its‌‌                                 
merits.‌ ‌It‌ ‌shall‌ ‌not‌ ‌disclose‌ ‌the‌ ‌personal‌ ‌data‌ ‌requested‌ ‌until‌ ‌required‌ ‌to‌ ‌do‌ ‌so‌‌under‌‌the‌‌applicable‌‌                                 
procedural‌ ‌rules.‌ ‌These‌ ‌requirements‌ ‌are‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌the‌ ‌obligations‌ ‌of‌ ‌the‌ ‌data‌ ‌importer‌‌                           
under‌ ‌Clause‌ ‌14(e).‌ ‌ 



‌ 

(b) The‌ ‌data‌ ‌importer‌ ‌agrees‌ ‌to‌ ‌document‌ ‌its‌ ‌legal‌ ‌assessment‌ ‌and‌ ‌any‌ ‌challenge‌ ‌to‌ ‌the‌ ‌request‌ ‌for‌‌                               
disclosure‌ ‌and,‌ ‌to‌ ‌the‌ ‌extent‌ ‌permissible‌ ‌under‌ ‌the‌ ‌laws‌ ‌of‌ ‌the‌ ‌country‌ ‌of‌ ‌destination,‌ ‌make‌ ‌the‌‌                               
documentation‌ ‌available‌ ‌to‌ ‌the‌ ‌data‌ ‌exporter.‌ ‌It‌ ‌shall‌ ‌also‌ ‌make‌ ‌it‌ ‌available‌ ‌to‌ ‌the‌ ‌competent‌‌                             
supervisory‌ ‌authority‌ ‌on‌ ‌request.‌ ‌[For‌ ‌Module‌ ‌Three:‌ ‌The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌make‌ ‌the‌ ‌assessment‌‌                           
available‌ ‌to‌ ‌the‌ ‌controller.]‌‌ ‌  

(c) The‌‌data‌‌importer‌‌agrees‌‌to‌‌provide‌‌the‌‌minimum‌‌amount‌‌of‌‌information‌‌permissible‌‌when‌‌responding‌‌                           
to‌ ‌a‌ ‌request‌ ‌for‌ ‌disclosure,‌ ‌based‌ ‌on‌ ‌a‌ ‌reasonable‌ ‌interpretation‌ ‌of‌ ‌the‌ ‌request.‌ ‌ 

‌ 

SECTION‌ ‌IV‌ ‌–‌ ‌FINAL‌ ‌PROVISIONS‌ ‌ 

Clause‌ ‌16‌ ‌ 

Non-compliance‌ ‌with‌ ‌the‌ ‌Clauses‌ ‌and‌ ‌termination‌ ‌ 

(a) The‌‌data‌‌importer‌‌shall‌ ‌promptly‌‌inform‌‌the‌‌data‌‌exporter‌‌if‌ ‌it‌ ‌is‌ ‌unable‌‌to‌‌comply‌‌with‌‌these‌‌Clauses,‌‌                                   
for‌ ‌whatever‌ ‌reason.‌‌ ‌  

(b) In‌‌the‌‌event‌‌that‌‌the‌‌data‌‌importer‌‌is‌‌in‌‌breach‌‌of‌‌these‌‌Clauses‌‌or‌‌unable‌‌to‌‌comply‌‌with‌‌these‌‌Clauses,‌‌                                       
the‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌suspend‌ ‌the‌‌transfer‌‌of‌‌personal‌‌data‌‌to‌‌the‌‌data‌‌importer‌‌until‌ ‌compliance‌‌is‌‌                                 
again‌ ‌ensured‌ ‌or‌ ‌the‌ ‌contract‌ ‌is‌ ‌terminated.‌ ‌This‌ ‌is‌ ‌without‌ ‌prejudice‌ ‌to‌ ‌Clause‌ ‌14(f).‌ ‌ 

(c) The‌ ‌data‌ ‌exporter‌ ‌shall‌ ‌be‌ ‌entitled‌ ‌to‌ ‌terminate‌ ‌the‌‌contract,‌ ‌insofar‌‌as‌‌it‌ ‌concerns‌‌the‌‌processing‌‌of‌                                 
personal‌ ‌data‌ ‌under‌ ‌these‌ ‌Clauses,‌ ‌where:‌ ‌ 

(i) the‌‌data‌‌exporter‌‌has‌‌suspended‌‌the‌‌transfer‌‌of‌‌personal‌‌data‌‌to‌‌the‌‌data‌‌importer‌‌pursuant‌‌to‌‌                               
paragraph‌‌(b)‌‌and‌‌compliance‌‌with‌‌these‌‌Clauses‌‌is‌‌not‌‌restored‌‌within‌‌a‌‌reasonable‌‌time‌‌and‌‌in‌‌                               
any‌ ‌event‌ ‌within‌ ‌one‌ ‌month‌ ‌of‌ ‌suspension;‌‌ ‌  

(ii) the‌ ‌data‌ ‌importer‌ ‌is‌ ‌in‌ ‌substantial‌ ‌or‌ ‌persistent‌ ‌breach‌ ‌of‌ ‌these‌ ‌Clauses;‌ ‌or‌ ‌ 

(iii) the‌ ‌data‌ ‌importer‌ ‌fails‌ ‌to‌ ‌comply‌ ‌with‌ ‌a‌ ‌binding‌ ‌decision‌ ‌of‌ ‌a‌ ‌competent‌‌court‌‌or‌‌supervisory‌‌                               
authority‌ ‌regarding‌ ‌its‌ ‌obligations‌ ‌under‌ ‌these‌ ‌Clauses.‌ ‌ 

In‌ ‌these‌ ‌cases,‌ ‌it‌ ‌shall‌ ‌inform‌ ‌the‌ ‌competent‌ ‌supervisory‌ ‌authority‌ ‌[for‌ ‌Module‌ ‌Three:‌ ‌and‌ ‌the‌                             
controller]‌ ‌of‌ ‌such‌ ‌non-compliance.‌ ‌Where‌ ‌the‌ ‌contract‌ ‌involves‌ ‌more‌ ‌than‌ ‌two‌ ‌Parties,‌ ‌the‌ ‌data‌‌                           
exporter‌‌may‌‌exercise‌‌this‌‌right‌‌to‌‌termination‌‌only‌‌with‌‌respect‌‌to‌‌the‌‌relevant‌‌Party,‌‌unless‌‌the‌‌Parties‌‌                                 
have‌ ‌agreed‌ ‌otherwise.‌‌ ‌  

(d) [For‌‌Modules‌‌One,‌‌Two‌‌and‌‌Three:‌‌Personal‌‌data‌‌that‌‌has‌‌been‌‌transferred‌‌prior‌‌to‌‌the‌‌termination‌‌of‌‌                                 
the‌‌contract‌‌pursuant‌‌to‌‌paragraph‌‌(c)‌‌shall‌ ‌at‌‌the‌‌choice‌‌of‌‌the‌‌data‌‌exporter‌‌immediately‌‌be‌‌returned‌‌                                 
to‌ ‌the‌ ‌data‌ ‌exporter‌ ‌or‌ ‌deleted‌ ‌in‌ ‌its‌ ‌entirety.‌ ‌The‌ ‌same‌ ‌shall‌ ‌apply‌ ‌to‌ ‌any‌ ‌copies‌ ‌of‌ ‌the‌ ‌data.]‌ ‌[For‌‌                                       
Module‌‌Four:‌‌Personal‌‌data‌‌collected‌‌by‌‌the‌‌data‌‌exporter‌‌in‌‌the‌‌EU‌‌that‌‌has‌‌been‌‌transferred‌‌prior‌‌to‌‌                                   
the‌ ‌termination‌ ‌of‌ ‌the‌ ‌contract‌ ‌pursuant‌ ‌to‌ ‌paragraph‌‌(c)‌‌shall‌ ‌immediately‌‌be‌‌deleted‌‌in‌‌its‌‌entirety,‌‌                               
including‌‌any‌‌copy‌‌thereof.]‌‌The‌‌data‌‌importer‌‌shall‌‌certify‌‌the‌‌deletion‌‌of‌‌the‌‌data‌‌to‌‌the‌‌data‌‌exporter.‌‌                                   
Until‌ ‌the‌‌data‌‌is‌‌deleted‌‌or‌‌returned,‌‌the‌‌data‌‌importer‌‌shall‌ ‌continue‌‌to‌‌ensure‌‌compliance‌‌with‌‌these‌‌                                 
Clauses.‌‌In‌‌case‌‌of‌‌local‌‌laws‌‌applicable‌‌to‌‌the‌‌data‌‌importer‌‌that‌‌prohibit‌‌the‌‌return‌‌or‌‌deletion‌‌of‌‌the‌‌                                     
transferred‌ ‌personal‌ ‌data,‌ ‌the‌ ‌data‌ ‌importer‌ ‌warrants‌ ‌that‌ ‌it‌ ‌will‌ ‌continue‌‌to‌‌ensure‌‌compliance‌‌with‌‌                             
these‌ ‌Clauses‌ ‌and‌‌will‌ ‌only‌‌process‌‌the‌‌data‌‌to‌‌the‌‌extent‌‌and‌‌for‌‌as‌‌long‌‌as‌‌required‌‌under‌‌that‌‌local‌‌                                       
law.‌‌ ‌  

(e) Either‌‌Party‌‌may‌‌revoke‌‌its‌‌agreement‌‌to‌‌be‌‌bound‌‌by‌‌these‌‌Clauses‌‌where‌‌(i)‌‌the‌‌European‌‌Commission‌‌                                 
adopts‌ ‌a‌ ‌decision‌ ‌pursuant‌ ‌to‌ ‌Article‌ ‌45(3)‌ ‌of‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679‌ ‌that‌ ‌covers‌ ‌the‌ ‌transfer‌ ‌of‌‌                               
personal‌‌data‌‌to‌‌which‌‌these‌‌Clauses‌‌apply;‌‌or‌‌(ii)‌ ‌Regulation‌‌(EU)‌‌2016/679‌‌becomes‌‌part‌‌of‌‌the‌‌legal‌‌                                 
framework‌ ‌of‌ ‌the‌ ‌country‌‌to‌‌which‌‌the‌‌personal‌‌data‌‌is‌‌transferred.‌‌This‌‌is‌‌without‌‌prejudice‌‌to‌‌other‌                                 
obligations‌ ‌applying‌ ‌to‌ ‌the‌ ‌processing‌ ‌in‌ ‌question‌ ‌under‌ ‌Regulation‌ ‌(EU)‌ ‌2016/679.‌‌ ‌  



‌ 

Clause‌ ‌17‌ ‌ 

Governing‌ ‌law‌ ‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

[OPTION‌‌1:‌‌These‌‌Clauses‌‌shall‌ ‌be‌‌governed‌‌by‌‌the‌‌law‌‌of‌‌one‌‌of‌‌the‌‌EU‌‌Member‌‌States,‌‌provided‌‌such‌‌law‌‌allows‌‌                                         
for‌ ‌third-party‌ ‌beneficiary‌ ‌rights.‌ ‌The‌ ‌Parties‌ ‌agree‌ ‌that‌ ‌this‌ ‌shall‌ ‌be‌ ‌the‌ ‌law‌ ‌of‌ ‌_______‌ ‌(‌specify‌ ‌Member‌ ‌State‌).]‌‌ ‌  

[OPTION‌‌2‌‌(for‌‌Modules‌‌Two‌‌and‌‌Three):‌‌These‌‌Clauses‌‌shall‌ ‌be‌‌governed‌‌by‌‌the‌‌law‌‌of‌‌the‌‌EU‌‌Member‌‌State‌‌in‌‌                                         
which‌‌the‌‌data‌‌exporter‌‌is‌‌established.‌‌Where‌‌such‌‌law‌‌does‌‌not‌‌allow‌‌for‌‌third-party‌‌beneficiary‌‌rights,‌‌they‌‌shall‌‌                                   
be‌‌governed‌‌by‌‌the‌‌law‌‌of‌‌another‌‌EU‌‌Member‌‌State‌‌that‌‌does‌‌allow‌‌for‌‌third-party‌‌beneficiary‌‌rights.‌‌The‌‌Parties‌‌                                     
agree‌ ‌that‌ ‌this‌ ‌shall‌ ‌be‌ ‌the‌ ‌law‌ ‌of‌ ‌_______‌ ‌(‌specify‌ ‌Member‌ ‌State‌).]‌ ‌ ‌   

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌‌ ‌  

These‌ ‌Clauses‌ ‌shall‌ ‌be‌ ‌governed‌ ‌by‌ ‌the‌ ‌law‌ ‌of‌ ‌a‌ ‌country‌ ‌allowing‌ ‌for‌ ‌third-party‌ ‌beneficiary‌‌rights.‌‌The‌‌Parties‌‌                                   
agree‌ ‌that‌ ‌this‌ ‌shall‌ ‌be‌ ‌the‌ ‌law‌ ‌of‌ ‌_______‌ ‌(‌specify‌ ‌country‌).‌‌ ‌  

Clause‌ ‌18‌ ‌ 

Choice‌ ‌of‌ ‌forum‌ ‌and‌ ‌jurisdiction‌ ‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

(a) Any‌ ‌dispute‌ ‌arising‌ ‌from‌ ‌these‌ ‌Clauses‌ ‌shall‌ ‌be‌ ‌resolved‌ ‌by‌ ‌the‌ ‌courts‌ ‌of‌ ‌an‌ ‌EU‌ ‌Member‌ ‌State.‌ ‌ 

(f) The‌ ‌Parties‌ ‌agree‌ ‌that‌ ‌those‌ ‌shall‌ ‌be‌ ‌the‌ ‌courts‌ ‌of‌ ‌_____‌ ‌(‌specify‌ ‌Member‌ ‌State‌).‌ ‌ 

(g) A‌‌data‌‌subject‌‌may‌‌also‌‌bring‌‌legal‌‌proceedings‌‌against‌‌the‌‌data‌‌exporter‌‌and/or‌‌data‌‌importer‌‌before‌‌                               
the‌ ‌courts‌ ‌of‌ ‌the‌ ‌Member‌ ‌State‌ ‌in‌ ‌which‌ ‌he/she‌ ‌has‌ ‌his/her‌ ‌habitual‌ ‌residence.‌‌ ‌  

(h) The‌ ‌Parties‌ ‌agree‌ ‌to‌ ‌submit‌ ‌themselves‌ ‌to‌ ‌the‌ ‌jurisdiction‌ ‌of‌ ‌such‌ ‌courts.‌ ‌ 

‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌ ‌ 

Any‌ ‌dispute‌ ‌arising‌ ‌from‌ ‌these‌ ‌Clauses‌ ‌shall‌ ‌be‌ ‌resolved‌ ‌by‌ ‌the‌ ‌courts‌ ‌of‌ ‌Delaware,‌ ‌USA.‌ ‌ ‌   



‌ 

APPENDIX‌‌ ‌  

EXPLANATORY‌ ‌NOTE:‌‌ ‌  

It‌ ‌must‌‌be‌‌possible‌‌to‌‌clearly‌‌distinguish‌‌the‌‌information‌‌applicable‌‌to‌‌each‌‌transfer‌‌or‌‌category‌‌of‌‌transfers‌‌and,‌‌in‌‌                                     
this‌‌regard,‌‌to‌‌determine‌‌the‌‌respective‌‌role(s)‌‌of‌‌the‌‌Parties‌‌as‌‌data‌‌exporter(s)‌‌and/or‌‌data‌‌importer(s).‌‌This‌‌does‌‌                                   
not‌‌necessarily‌‌require‌‌completing‌‌and‌‌signing‌‌separate‌‌appendices‌‌for‌‌each‌‌transfer/category‌‌of‌‌transfers‌‌and/or‌‌                           
contractual‌‌relationship,‌‌where‌‌this‌‌transparency‌‌can‌‌achieved‌‌through‌‌one‌‌appendix.‌‌However,‌‌where‌‌necessary‌‌                         
to‌ ‌ensure‌ ‌sufficient‌ ‌clarity,‌ ‌separate‌ ‌appendices‌ ‌should‌ ‌be‌ ‌used.‌ ‌ 

ANNEX‌ ‌I‌ ‌ 

A.‌ ‌LIST‌ ‌OF‌ ‌PARTIES‌ ‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌‌ ‌  

‌ 

Data‌ ‌exporter(s):‌ ‌‌[‌Identity‌ ‌and‌ ‌contact‌ ‌details‌ ‌of‌ ‌the‌ ‌data‌ ‌exporter(s)‌ ‌and,‌ ‌where‌ ‌applicable,‌ ‌of‌ ‌its/their‌ ‌data‌‌                               
protection‌ ‌officer‌ ‌and/or‌ ‌representative‌ ‌in‌ ‌the‌ ‌European‌ ‌Union]‌‌ ‌  

1.‌ ‌Name:‌ ‌…‌ ‌ 

Address:‌ ‌…‌ ‌ 

Contact‌ ‌person’s‌ ‌name,‌ ‌position‌ ‌and‌ ‌contact‌ ‌details:‌ ‌…‌ ‌ 

Activities‌ ‌relevant‌ ‌to‌ ‌the‌ ‌data‌ ‌transferred‌ ‌under‌ ‌these‌ ‌Clauses:‌ ‌…‌ ‌ 

Signature‌ ‌and‌ ‌date:‌ ‌…‌ ‌ 

Role‌ ‌(controller/processor):‌ ‌…‌ ‌ 

‌ 

2.‌ ‌…‌ ‌ 

‌ 

Data‌ ‌importer(s):‌ ‌‌[‌Identity‌ ‌and‌ ‌contact‌ ‌details‌ ‌of‌ ‌the‌ ‌data‌ ‌importer(s),‌ ‌including‌ ‌any‌ ‌contact‌ ‌person‌ ‌with‌‌                             
responsibility‌ ‌for‌ ‌data‌ ‌protection]‌ ‌ 

1.‌ ‌Name:‌ ‌…‌ ‌ 

Address:‌ ‌…‌ ‌ 

Contact‌ ‌person’s‌ ‌name,‌ ‌position‌ ‌and‌ ‌contact‌ ‌details:‌ ‌…‌ ‌ 

Activities‌ ‌relevant‌ ‌to‌ ‌the‌ ‌data‌ ‌transferred‌ ‌under‌ ‌these‌ ‌Clauses:‌ ‌…‌ ‌ 

Signature‌ ‌and‌ ‌date:‌ ‌…‌ ‌ 

Role‌ ‌(controller/processor):‌ ‌…‌ ‌ 

‌ 

2.‌ ‌…‌ ‌ 

‌ 

B.‌ ‌DESCRIPTION‌ ‌OF‌ ‌TRANSFER‌ ‌ 



‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌FOUR:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌controller‌‌ ‌  

‌ 

Categories‌ ‌of‌ ‌data‌ ‌subjects‌ ‌whose‌ ‌personal‌ ‌data‌ ‌is‌ ‌transferred‌ ‌ 

………………………..‌ ‌ 

Categories‌ ‌of‌ ‌personal‌ ‌data‌ ‌transferred‌ ‌ 

………………………..‌ ‌ 

Sensitive‌‌data‌‌transferred‌‌(if‌‌applicable)‌‌and‌‌applied‌‌restrictions‌‌or‌‌safeguards‌‌that‌‌fully‌‌take‌‌into‌‌consideration‌‌the‌‌                               
nature‌‌of‌‌the‌‌data‌‌and‌‌the‌‌risks‌‌involved,‌‌such‌‌as‌‌for‌‌instance‌‌strict‌‌purpose‌‌limitation,‌‌access‌‌restrictions‌‌(including‌‌                                   
access‌ ‌only‌ ‌for‌ ‌staff‌ ‌having‌ ‌followed‌ ‌specialised‌‌training),‌‌keeping‌‌a‌‌record‌‌of‌‌access‌‌to‌‌the‌‌data,‌‌restrictions‌‌for‌‌                                   
onward‌ ‌transfers‌ ‌or‌ ‌additional‌ ‌security‌ ‌measures.‌ ‌ 

………………………..‌ ‌ 

The‌ ‌frequency‌ ‌of‌ ‌the‌ ‌transfer‌ ‌(e.g.‌ ‌whether‌ ‌the‌ ‌data‌ ‌is‌ ‌transferred‌ ‌on‌ ‌a‌ ‌one-off‌ ‌or‌ ‌continuous‌ ‌basis).‌ ‌ 

…………………………‌ ‌ 

Nature‌ ‌of‌ ‌the‌ ‌processing‌ ‌ 

…………………………‌ ‌ 

Purpose(s)‌ ‌of‌ ‌the‌ ‌data‌ ‌transfer‌ ‌and‌ ‌further‌ ‌processing‌ ‌ 

………………………..‌ ‌ 

The‌‌period‌‌for‌‌which‌‌the‌‌personal‌‌data‌‌will‌‌be‌‌retained,‌‌or,‌‌if‌‌that‌‌is‌‌not‌‌possible,‌‌the‌‌criteria‌‌used‌‌to‌‌determine‌‌that‌                                           
period‌‌ ‌  

……………………..‌ ‌ 

For‌ ‌transfers‌ ‌to‌ ‌(sub-)‌ ‌processors,‌ ‌also‌ ‌specify‌ ‌subject‌ ‌matter,‌ ‌nature‌ ‌and‌ ‌duration‌ ‌of‌ ‌the‌ ‌processing‌ ‌ 

……………………..‌ ‌ 

‌ 

‌   



‌ 

C.‌ ‌COMPETENT‌ ‌SUPERVISORY‌ ‌AUTHORITY‌ ‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

‌ 

Identify‌ ‌the‌ ‌competent‌ ‌supervisory‌ ‌authority/ies‌ ‌in‌ ‌accordance‌ ‌with‌ ‌Clause‌ ‌13‌ ‌ 

………………………….‌ ‌ ‌   



‌ 

ANNEX‌ ‌II‌ ‌-‌ ‌TECHNICAL‌ ‌AND‌ ‌ORGANISATIONAL‌ ‌MEASURES‌ ‌INCLUDING‌ ‌TECHNICAL‌ ‌AND‌ ‌ORGANISATIONAL‌‌                     
MEASURES‌ ‌TO‌ ‌ENSURE‌ ‌THE‌ ‌SECURITY‌ ‌OF‌ ‌THE‌ ‌DATA‌ ‌ 

‌ 

MODULE‌ ‌ONE:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌controller‌ ‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

‌ 

EXPLANATORY‌ ‌NOTE:‌‌ ‌  

The‌ ‌technical‌ ‌and‌ ‌organisational‌ ‌measures‌ ‌must‌ ‌be‌ ‌described‌ ‌in‌ ‌specific‌ ‌(and‌ ‌not‌ ‌generic)‌ ‌terms.‌ ‌See‌ ‌also‌ ‌the‌‌                                 
general‌‌comment‌‌on‌‌the‌‌first‌‌page‌‌of‌‌the‌‌Appendix,‌‌in‌‌particular‌‌on‌‌the‌‌need‌‌to‌‌clearly‌‌indicate‌‌which‌‌measures‌‌                                     
apply‌ ‌to‌ ‌each‌ ‌transfer/set‌ ‌of‌ ‌transfers.‌ ‌ 

Description‌ ‌of‌ ‌the‌ ‌technical‌ ‌and‌ ‌organisational‌ ‌measures‌ ‌implemented‌ ‌by‌ ‌the‌ ‌data‌ ‌importer(s)‌ ‌(including‌ ‌any‌‌                           
relevant‌‌certifications)‌‌to‌‌ensure‌‌an‌‌appropriate‌‌level‌‌of‌‌security,‌‌taking‌‌into‌‌account‌‌the‌‌nature,‌‌scope,‌‌context‌‌and‌‌                                 
purpose‌ ‌of‌ ‌the‌ ‌processing,‌ ‌and‌ ‌the‌ ‌risks‌ ‌for‌ ‌the‌ ‌rights‌ ‌and‌ ‌freedoms‌ ‌of‌ ‌natural‌ ‌persons.‌ ‌ 

[Examples‌ ‌of‌ ‌possible‌ ‌measures:‌ ‌ 
‌ 

Measures‌ ‌of‌ ‌pseudonymisation‌ ‌and‌ ‌encryption‌ ‌of‌ ‌personal‌ ‌data‌ ‌ 
‌ 

Measures‌ ‌for‌ ‌ensuring‌ ‌ongoing‌ ‌confidentiality,‌ ‌integrity,‌‌availability‌‌and‌‌resilience‌‌of‌‌processing‌‌systems‌‌                       
and‌ ‌services‌ ‌ 

‌ 
Measures‌‌for‌‌ensuring‌‌the‌‌ability‌‌to‌‌restore‌‌the‌‌availability‌‌and‌‌access‌‌to‌‌personal‌‌data‌‌in‌‌a‌‌timely‌‌manner‌‌                                   
in‌ ‌the‌ ‌event‌ ‌of‌ ‌a‌ ‌physical‌ ‌or‌ ‌technical‌ ‌incident‌ ‌ 

‌ 
Processes‌‌for‌‌regularly‌‌testing,‌‌assessing‌‌and‌‌evaluating‌‌the‌‌effectiveness‌‌of‌‌technical‌‌and‌‌organisational‌‌                         
measures‌ ‌in‌ ‌order‌ ‌to‌ ‌ensure‌ ‌the‌ ‌security‌ ‌of‌ ‌the‌ ‌processing‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌user‌ ‌identification‌ ‌and‌ ‌authorisation‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌the‌ ‌protection‌ ‌of‌ ‌data‌ ‌during‌ ‌transmission‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌the‌ ‌protection‌ ‌of‌ ‌data‌ ‌during‌ ‌storage‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌ensuring‌ ‌physical‌ ‌security‌ ‌of‌ ‌locations‌ ‌at‌ ‌which‌ ‌personal‌ ‌data‌ ‌are‌ ‌processed‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌ensuring‌ ‌events‌ ‌logging‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌ensuring‌ ‌system‌ ‌configuration,‌ ‌including‌ ‌default‌ ‌configuration‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌internal‌ ‌IT‌ ‌and‌ ‌IT‌ ‌security‌ ‌governance‌ ‌and‌ ‌management‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌certification/assurance‌ ‌of‌ ‌processes‌ ‌and‌ ‌products‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌ensuring‌ ‌data‌ ‌minimisation‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌ensuring‌ ‌data‌ ‌quality‌ ‌ 

‌ 
Measures‌ ‌for‌ ‌ensuring‌ ‌limited‌ ‌data‌ ‌retention‌ ‌ 

‌ 



‌ 

Measures‌ ‌for‌ ‌ensuring‌ ‌accountability‌ ‌ 
‌ 

Measures‌ ‌for‌ ‌allowing‌ ‌data‌ ‌portability‌ ‌and‌ ‌ensuring‌ ‌erasure]‌ ‌ 
‌ 

For‌ ‌transfers‌‌to‌‌(sub-)‌‌processors,‌‌also‌ ‌‌describe‌‌the‌‌specific‌‌technical‌‌and‌‌organisational‌‌measures‌‌to‌‌be‌‌taken‌‌by‌‌                                 
the‌ ‌(sub-)‌ ‌processor‌ ‌to‌ ‌be‌ ‌able‌ ‌to‌ ‌provide‌ ‌assistance‌ ‌to‌ ‌the‌ ‌controller‌ ‌and,‌ ‌for‌ ‌transfers‌ ‌from‌ ‌a‌ ‌processor‌ ‌to‌ ‌a‌‌                                       
sub-processor,‌ ‌to‌ ‌the‌ ‌data‌ ‌exporter‌ ‌ 

‌   



‌ 

ANNEX‌ ‌III‌ ‌–‌ ‌LIST‌ ‌OF‌ ‌SUB-PROCESSORS‌ ‌ 

‌ 

MODULE‌ ‌TWO:‌ ‌Transfer‌ ‌controller‌ ‌to‌ ‌processor‌ ‌ 

MODULE‌ ‌THREE:‌ ‌Transfer‌ ‌processor‌ ‌to‌ ‌processor‌ ‌ 

‌ 

EXPLANATORY‌ ‌NOTE:‌‌ ‌  

This‌‌Annex‌‌must‌‌be‌‌completed‌‌for‌‌Modules‌‌Two‌‌and‌‌Three,‌‌in‌‌case‌‌of‌‌the‌‌specific‌‌authorisation‌‌of‌‌sub-processors‌‌                                   
(Clause‌ ‌9(a),‌ ‌Option‌ ‌1).‌‌ ‌  

‌ 

The‌ ‌controller‌ ‌has‌ ‌authorised‌ ‌the‌ ‌use‌ ‌of‌ ‌the‌ ‌following‌ ‌sub-processors:‌‌ ‌  

‌ 

1.‌ ‌Name:‌ ‌…‌ ‌ 

Address:‌ ‌…‌ ‌ 

Contact‌ ‌person’s‌ ‌name,‌ ‌position‌ ‌and‌ ‌contact‌ ‌details:‌ ‌…‌ ‌ 

Description‌ ‌of‌ ‌processing‌ ‌(including‌ ‌a‌ ‌clear‌ ‌delimitation‌ ‌of‌ ‌responsibilities‌ ‌in‌ ‌case‌ ‌several‌ ‌sub-processors‌ ‌are‌‌                           
authorised):‌ ‌…‌ ‌ 

‌ 

2.‌ ‌…‌ ‌ 

‌ 

‌ 

‌ 

‌ 

‌ 

‌ 


